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Introduction

The National Cyber Security Agency (NCSA) has prepared the Annual Report 2022
under Article 39 of the Cyber Security Act B.E. 2562 (2019), by which the NCSA is required
to prepare the annual report, submit it to the Committee and the Cabinet within 180
days from the fiscal year-end, and disclose it to the public.

The NCSA has prepared the 2022 Annual Report to comply with the law. The main
content includes summary of NCSA performance in the fiscal year 2022, financial report
by the auditor, report of NCSA performance evaluated by a third party, obstacles from
previous implementations, and recommendations. Aside from being proposed to the
Committee and relevant ministers, the report will also be disclosed to the companies,
stores, private and public organizations, and the general public. We genuinely hope that
this report will be a beneficial source of data regarding cyber security in the digital world
to those interested, such as academics, students, media, and the general public, to raise

awareness of cyber threats or make use of the information in this report.

National Cyber Security Agency.
March, 2023.
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Message from the Prime Minister

Technology plays a key role in
people’s livelihood today and is likely to be
more crucial in the future. For the past few
years, Thai people have adjusted to the
new normal due to the COVID-19 pandemic
and digital transformation. While technology
and innovation facilitate daily activities and
business transactions, they also leave a
gap for technological crimes which threaten
the lives and properties of the public. The
Government places an emphasis on
cybersecurity by pushing the Policy and
Action Plan on Cyber Security (2022 - 2027)
as the guideline for cybersecurity in Thailand.
We also seek collaboration among relevant
parties locally and internationally to ensure
effective and uniform management.

| would like to express my
admiration for the committed effort of the
National Cyber Security Agency regarding
their recommendations and supports for the
national policies, measures, and guidelines
for cybersecurity and preparation for internal

and external cyber threats. | genuinely hope

that this annual report will benefit relevant
agencies and establish an understanding
of national security, which significantly
contributes to social peace and order for
the people.

On this occasion, | would like to
pray to our Lord Buddha, holy beings, the
King, and the Queen to give their best
wishes and blessings to directors and
staffs at the Office of the National Cyber
Security Committee, along with their family
members. May you find happiness, good

health, and a good spirit.

General Prayuth Chan-ocha,
Prime Minister.
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Message from the Deputy Prime Minister

Acting Chairman of the National Cyber Security Committee (NCSC)

Cyber threats are very close to our
people and compromise national security.
Today, innovation and technology have
become more crucial for the daily livelihood
of people. With great concern for the
impact and damage from cyber threats, the
Government established the National Cyber
Security Agency (NCSA) as the main agency
in charge of preparing the country for
cyber threats and promoting cyber security
of critical information infrastructures to be
effective. NCSA will also collaborate with
other agencies to expedite and implement
the Policy and Action Plan on Cyber Security
(2022 - 2027) and encourage other agencies
to adopt it to monitor and address cyber
threats to ensure maximum reliability and

security for the public. The goal is to

S1gVUUSENU 2565

minimize cyber threats from inside and
outside the country that compromise the
security of the state, the economy, and
public order.

| sincerely hope that the 2022
annual report of the NCSA will be useful
for any organization to formulate policies
and measures to prevent, address, and
minimize cyber threats, and raise awareness
of cyber threats among the general public
to help prevent cyber threats effectively in
the future.

General Prawit Wongsuwan,
Deputy Prime Minister,
Acting Chairman of NCSC.
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Message from the Minister of

Digital Economy and Society

Chairman of the Cybersecurity Regulating Committee (CRC)

And Chairman of the Committee Managing the Office
of the National Cybersecurity Committee (CMO)

At present, Thailand has been
developing information technology systems
and networks to transmit information at
all levels. Whether it is the implementation
of important policies of the government,
operations in both the public and private
sectors are all involved in the use of
information technology systems and critical
networks in all processes. Therefore,
cybersecurity is the key to make systems
that are used in daily routines stable and
remain functional and secure as well as to be
dealing with cyber threats in various forms,
including raising Thai people awareness in
cyber threats and to feel safe and confident
to use information technology systems
and networks as well as not being victim.
The important tasks mentioned above, the
government has given important that Thai
people security use information technology
systems and networks Therefore, the
National Cyber Security Agency (NCSA) was

established as agency which was under the

Security Act. To become the main agency
responsible for maintaining cyber security
for Thailand by relying on the cooperation
of all sector to look after and responding
every form of cyber threats. The information
technology system and network system can
be used to support growth of the country
economy moving toward the digital world
completely and securely. | would like to
encourage all employees and officers of
the Nation Cyber Security Agency (NCSA)

to continue to keep hard working.

Mr. Chaiwut Thanakamanusorn

Minister of Digital Economy Society,
Chairman of CRC and Chairman of CMO.

S1gVUUSENU 2565 9

NCS

FUnvuAtuENSSUMSMSSNLIAULIUALUaoaNElBIUOSIKOBIG (8NUB.)



unuINYoY @nuy. Tulouds:Nnu 2565
Bo10ulA 2 voonisvade anuy. uazduln 2
AwWUANSOCIKUSIAYIENNSATUENSSUMSMSSNUN
A WLUASUaoanglsiuosikos a DA WM
Tuka1w0a UshnpiiganAuNIBIUoSIWLLNNTU
Tunnmadou TUs10:dukuogIuNnSg K30
niatonsu laglawzngannIunolgiuDS
luanuru:miskaonadsvnuus:¥gulagasodudu
2:n3ADUSULSOUINTUDEDIRUIABA Us:sBu
QnOdanBwkaonadvlukaigdovnivliazkangds
MIRgryidenswaaumunavoudouunlulca:du
%o anuy. ATladouauld 1addunislukais
sUIUU  IWaUs:a U0 UAUKLDE0 U AifgdTon
TumsUoonunsdiud soufvmslRno WA
ADWAS:KUNSAUUSEIBULRSINAUAYANAIY
nwlgwosninaduludouu woloonudlRauoD
GovanidukiovosdoaBwluizood a:adund W
nuinlumsiuaEgKINToLWINULA:gNID
voo anu. TusoulRwhuwn MR anuy. Taddousou
TunisUoonulazaas:AuAdILUSIYUSLUOD
nuAnAMUNDlBIUDSavldogouN WId:bgodnna
ogiinoludovrindonutiazgunsnd 1ooon 2 U tisn
YooNSIady anuy. JolUrykidumsyiatnau
suUssnnududeykilkeyidooun lucold

wIs3InNIsAsodiukUviavIdnisanu:
nNSSUMSMSSNNAWLUALUADANEIBILOSIKOENG
voowuo:gdaoludutdouuenau 2565
MWNSNSANISHANKLDA W.S.U. MSSNUIAIW

190 UUSENU 2565

NCS

danuy
anstavisnns

ATUNSSUNNS
NIsSNuUIADIULUAYUaoangldluasSuKoB1Q

Uunouasanglsiuas w.A. 2562 Mkuald ucou
voo anud. doavdovditdudaluiwodso
A wUananenwlgluos TkNUUS:INABIAUa:
Ustgsu Bonsindonaind fotlduwus:drynyn
yoowlINoIULA:aND Yoo anUY. NNAU Ho:doD
ISorhousgnoKklin. IWondWUasangyovUs:INA
g1Guazndudouduuoods:=yrgunulng
nNAU N1swWanaulkAnSIUUOSTKADWIKU
goutoulgurgauwulUANISINAINISSNN
A WUUALUaoanNalBluos (W.A. 2565 - 2570)
d:NolRIAONSYSTUNINISADIUSOUToYoONNNIA
doulunsuiludoykindudunvUasanglsiuos
voouUs:inAogoldususssy Bowulnowidolu
ua:ulo31 QUSKIS WUNOU asgndne voo
anuy. NnAU :URUAKUNASUS Ky d1RUSSa
wadSouazlasumsgousu Tudanouaiuisn
llazUs=dnsmw msUﬁUﬁmuﬁolus:ﬁuUs:mnua:
Tuszauuusa lagbidnKUIEdaMgSOUNUAD
Joonuta:ysangnnauNvlgiuasiiiadu
dous:sunulnglk1aloaiso

walon

(as.USBry1 1aaudal)
[AYNISNISATUENSSUNNS
mMsSnuIAULUALUaDaN1BIUDSIKOBA

10

FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,

NCS



Message from the Secretary-General

of National Cyber Security Committee

In the fiscal year 2022, it was the
second year after the establishment of the
National Cyber Security Agency (NCSA) and
the second year as my service as the
Secretary - General of the National Cyber
Security Committee, there have been
challenges in several dimensions. We have
faced with more cyber threats in all sectors,
including public and private organizations. In
particular, direct scamming to the public has
been increasingly severe. People have been
deceived by scammers in many different
ways and through different channels, causing
the loss of a large amount of money and
assets each day. Concerned by the situa-
tion, the NCSA has taken several actions,
including coordinating with relevant agencies
to protect the citizens from the threats,
educating the public, and raising awareness
of cyber threats so that they do not be-
come a victim. Thanks to the dedication of
the NCSA officers and employees last year,
the NCSA has prevented and mitigated the
level of cyber threats significantly despite
the limitations of human resources and
tools. It should be noted that, after two
years of establishment, the NCSA is still in

short of the budget, which requires further
improvements.

Although my role as the Secretary -
General of NCSC will be over at the end of
September 2022 according to the term of
position specified by the Cyber Security Act
B.E. 2562, the work of the NCSA must
continue to create cyber security for the
nation and the people. This mission is the
commitment of all NCSA staffs and employees
to work hard for the safety of the nation
and the peace of all Thai people. Pushing the
Cabinet to approve Policies and Action Plans
on Cyber Security (2022 - 2027) will lead to
the cooperation from all sectors in solving
cyber security problems of the country in
a concrete manner. | am confident that all
NCSA executives, employees, and officers
will perform this great job to achieve and
gain recognition for their competence and
performance both locally and internationally,
with the ultimate goal of preventing and
eliminating cyber threats from the Thai

people successfully.

General Dr. Prachya Chalermwat,

Secretary-General of the National Cyber Security Agency.
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Message from the Auditor

In 2022, the National Cyber Security
Agency, established by virtue of the Cyber
Security Act, BE. 2562, had several outstanding
achievements. For example, the National
Cyber Security Committee (NCSC) and
the Cybersecurity Regulating Committee (CRC)
have approved six policies, plans, laws,
regulations, notifications, measures, and
standards that support cyber security of
the country. Some cyber capability
training sessions have been organized.
The manual for Thailand National
Cyber Exercise 2022 was established to
prepare government agencies, regulatory
agencies, critical information infrastructure
agencies, and other relevant agencies to
understand better how to address cyber
threats according to the Cyber Security Act,
B.E. 2562. Three national guidelines for
assessing cyber threats have been drafted.
The Policies and Action Plans on Cyber
Security (2022 - 2027) have been approved
by the Cabinet on 20t September 2022.

The quideline for evaluating the
performance of public organizations for
the fiscal year 2022 involves four elements:
effectiveness, efficiency, the capability of a
public organization, and corporate gover-
nance of the board of a public organization.
The NCSA received a score of 91.83, which

S1gVUUSENU 2565

was at a very good level. However, there
are recommendations for improvement on
the management toward Public Sector
Management Quality Award 4.0 (PMQA 4.0),
the High-Performance Organization,
emphasising on application of digital
technology according to the five-year
digital action plan of the NCSA, the efficient
coordination between the public and private
organization in response to and addressing
cyber threats according to the satisfactory
survey from stakeholders.

Like the previous year, the evaluation
score remained at a “very good level”
despite limitations on management and the
budget. This is a good sign that the NCSA
will be the leader in improving national cyber
security effectively and be highly responsive
to cyber threats in all dimensions as
specified in the vision of the agency in a

sustainable manner.

Mr. Adisai Kunjara Na Ayudhya,
Managing Director of Win Together Co, Ltd.

13

NCS

FUnvuAtuENSSUMSMSSNLIAULIUALUaoaNElBIUOSIKOBIG (8NUB.)



ANUENSSUNNS

NMISSNUIAIWUUADUaDaNglBlUasSIKOBG (NUY.)
National Cyber Security Committee (NCSC)

) - . I
waton Us:das Jvugossiu

SOVUNYNSTULAS
UQUAKUNNUS:SIUNSSIUNNS

General Prawit Wongsuwan
Y, Deputy Prime Minister Acting Chairman

waton 3Bty 3wuvna
$3UUN3BIEIMSNSNSIVNAIKL

General Chaichan Chanmongkon
Deputy Prime Minister of Defense

unNgBeacl sunALYEst
$9UUASIINISNS:NSIVAdNA
WolFsyghdLazdoAL

Mr. Chaiwut Thanakamanusorn
Minister of Digital Economy and Society

uNgNOUNI duIDStUE
Jaans:nsonnisnav

Mr. Kritsada Chinavicharana
Permanent Secretary, Ministry of Finance

14

nssuns lagduku

Committees by Position

ANEOSIDSIWIFIY
5Aur) SAurdsossn
Jaans:nsovgaisssy

Adjunct Professor Wisit Wisitsora-at
Permanent Secretary, Ministry of Justice

wadsodten g3l uSvgoagy
WUYBIMSNSIDNKOBI

Police General Suwat Jangyodsuk
Commissioner General, Royal Thai Police

waton gwou waigu
[@USMSANIAULUADLKOBIG

General Supot Malaniyom
Secretary-General,
National Security Council

OocC

walon as.Ussnya 1audad
[@UISMSATUNSSUNS
mMsSnuAULUASUaoanelgluosSIKeBa
nssuMslasiauiyms
General Dr. Prachya Chalermwat

Secretary-General, National Cyber Security Committee
Committee and Secretary

s180uUs=IU 2565 NCS
FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,



Qs.UStytyn Kouloun

AUMSSNLIAULUAD
Uaoanglswoas
Dr. Prinya Hom-anek

Expert Committee on Cyber Security

waion ulu yBinuu
duinnlufadansauinrua:nisdoans

General Mano Nuchkasem

Information Technology and
Expert Committee on Communications

wuchsaoon tyiruwa dodiu
AUSFONSSUFNEQS

Police Colonel Yanpol Yungyuen
Expert Committee on Engineering

NSSUNISWNSPATUICY

Honorary Committees

uglwyad ausnyltyiiasa
AUNDKIEY

Mr. Paiboon amonpinyokeat
Expert Committee on Legal Affairs

U3y audonds
AuMstou

Mr. Vichate Tantiwanich
Expert Committee on Finnane

unguWNnguduns nswaauysmi
AuansIStudy

Dr. Bordin Sapsomboon
Expert Committee on Public Health

SOVANENSIDNSY
as.Utisu 3auungnns
AUANUFUWUSSKIDUSEINA
Associate Professor

Dr. Panitan Wattanayagorn
Expert Committee on international Relations

JO0C

NCS s190UUSEU 2565 15

FunounnuENSSUMSMSSNLIALLTUALUADONETBIUDSIKOBNG (dNUB.)



ADUTNSSUNIS

MnuQuadunWlUAdUaDaNElBILDS (NNL.)

Cybersecurity Regulating Committee (CRC)

nssunslagduku

Committees by Position

ugsil novnnd
Jaans:nsoomMsanous:Ine
Mr. Thani Thongphakdi
Permanent Secretary,
Ministry of Foreign Affairs

i

UNYBISSS) WSKUFIS
Uaaus:nsovAuunnu

Mr. Chayatan Phromsorn
Permanent Secretary,
Ministry of Transport

O000C

i

UWwADHVASUNS WIUWUSBE
Jaans:nsooadnawalAsysnolia:aony
Ms. Ajarin Pattanapanchai
Permanent Secretary.

Ministry of Digital Economy and Society

i

ungnan auuads
daans:nsoowavoiu
Mr. Kulit Sombatsiri

Permanent Secretary, Ministry of Energy

[

unganswol avsty
Jaans:nsovukialng
Mr. Suttipong Juljarern

Permanent Secretary,
Ministry of Interior

Health

i

UL

UNEIASUIWA gnSonunwal
WIMssUIMSIKLUSEINATNY
Mr. Sethaput Suthiwartnarueput

Governor of the Bank of Thailand

uWad5uda gosstuuvAa

@aéms n.a..

Ms. Ruenwadee Suwanmongkol
Secretary- General
Office of the Securities and
Exchange Commission

16 s1g0uUsENU 2565 NCS

FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,

wacisoton 3l 1Svgoady
WUy IMSsodKoBIa

Police General Suwat Jangyodsuk
Commissioner General Royal Thai Police

-

walon lnauwa fAsadda
WUrYBIMSNKISgoaa

General Chalermpol Srisawat
Chief of Defence Forces

waton gwau waiguy
LAUNSENMISENAULUADLIKYBEG

General Supot Malaniyom
Secretary-General,
National Security Council

uNgSuUINS UdSur)
WUDIMSEUNYIONSOUKIEIA

Mr. Thanakorn Buaras
Director of National Intelligence

I

uguwng 1Nsani J0Fsda
Jaans:nsovans1study
Dr. Kiattipoom Wongrachit

Permanent Secretary, Ministry of Public

!
|

uglassau 33u:Asna
SovlavIsMs Nany.
SNUINNS l@IEMs Nang.
Mr. Trairat Viriyasirikul

Deputy Secretary- General NBTC
acting Secretary - General NBTC



p L

UNgBYIA sunAIYASH
SIUUOSIINSNS:NSIVAdNA
IWOIFASUTNDIA:dOAU

Mr. Chaiwut Thanakamanusorn
Minister of Digital Economy and
\_ J Society Chairman

NSSUNISWNSPATUICY

Honorary Committees

waas UUJSU nswogolsen wad1so008 Waug whduns
QAAUNISSNUNAUUUAY

Uaoanglsiwos
Major General Paniwat Subrungruang
Expert Committee on Cyber Security

AUNDKINY

Police Major General Pisit Pao-in
Expert Committee on Legal Affairs

as. WUSAnG AsSsawou . )
Muinalul@dansauine QS. SOV KStywinnu

Dr. Pansak Sirirattaphong AIUDNYIFANAASKSOONUIFADNSSIUFNEQS

Expert Committee on information and Dr. Rom Hiranpruk o
Communication Technology Expert Committee on Science or Engineering

—

waton as.Ussty 1audald
1am§msnru:nssums
MsSNUADIULUAYUAANElBIUDSIIKOEGA
NSsUNMSIiazlasiumMms
General Dr. Prachya Chalermwat
Secretary-General, National Cyber Security Committee
Committee and Secretary

NCS s190UUSEU 2565 17

FunounnuENSSUMSMSSNLIALLTUALUADONETBIUDSIKOBNG (dNUB.)



ATU:NSSUNISUSKIS daUNvIUATUENSSUMS

NsSnuAWNUAdUaoangldluas (nud.)

Committee Managing the Office of the Nation Cybersecurity Committee (CMO)

ulod
Jaans

Ministry

The Comptroller General's Department

18

U8By sunAIYAS 4

STUUNSIIMSNS:NSIVEdNA
IWOLFASUFNDIAdOAU
Mr. Chaiwut Thanakamanusorn

Minister of Digital Economy and
Society Chairman \_

~

nssunslagaukun

Committees by Position

1299a5uUn$ Wauuwusde
snsooadNaoIFAsugADLa:doAL
Ms. Ajarin Pattanapanchai

Permanent Secretary.
of Digital Economy and Society

uw&a1dNay audaitn

o5uansUUTYBNatL
Ms. Kulaya Tantitemit

Comptroller-General

190 UUSENU 2565

FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,

UgNaWDOE UKISAUDIVF
WBYIAUISMS NW.

Mr. Kitipong Maharatanawongs
Assistant Secretary-General
Office of the Civil Service Commission

uW&dduUNs g

Ndovdu

SovlayvISNNS NW.S.

Ms. Soontree Supasaguan
Deputy Secretary-General

Office of the Public Sector
Development Commission

—

waton as.Usstyn 1audald
lamémsnfutnssums

mMsSnuInWLUALUaoaNElBIUDSIKOBNG
NSSUNISIAladnuNs

General Dr. Prachya Chalermwat

Secretary-General, National Cyber Security Committee

Committee and Secretary

NCS




as. Bgyus Daswus
AUMSSNIAUILIUAD

Uaoanalgiuos
Mr. Chaichana Mitrpant

Expert Committee on Cyber Security

walon nNBwor WouAs
AudoAurdas
Gen. Pushpong Pongsiri

Expert Committee on Social Sciences

[

SovANENSIINSY
asfinQ @ouwou
auinaluladansauinFua:nisdoans
Assoc. Surasak Sanguanpong
Expert Committee on information
and Communication Technology

NSSUNISWNSPATUICY

Honorary Committees

SOVANENSIDNSY I

as.1d@atid nasolsau
AUIASYTFNENS

Assoc. Prof. . i
Dr.Sauwanee Thairungroj
Expert Committee on Economics

uwundld updna
AIUMSUSKISDAMSOVANS
Mrs. Kaewjai Nacaskul

Expert Committee on
Organizational Administration

19

NCS s190UUSEU 2565

FunounnuENSSUMSMSSNLIALLTUALUADONETBIUDSIKOBNG (dNUB.)



U n a S‘ U ?‘\:’-Ug K1 S Executive Summary Report

NMElANISUSKISDANISYOD walon
Qs.USErY1 1waudud 1avnsSMSANUENSSIUNIS
n1ssnuAUUUAdUaoanglBluoSUKO G
WUA 2 JuiduniodrAryuovditinoau
ATUENSSUNISNISSNUIAd WD UAYUaDQNY
lgwosukos1a (anuy.) Tuniswayunuas
gnNs:AUTaNIWENSDANUNISSNBIADILLUAD
UaoanelgiuosuooUs:nAlRWUEoIU WolaSuas o
TRnnnAdouyovUs:InADNDAUNUCoNIANAIY
Nlgwas laognodus:ansnwaudanus:ava
waslUNKUIgAWS:S18UyJan1sSnun
A WUUAdUaoanslduas w.A. 2562 fkuald
TuUvuds:unru W.A. 2565 anud. JoAvlKk
ADWEATYAUNMSAITUUONUIWUDUGDITOD
onnIsaduorulutouds:uitu W.A. 2564
AWIULINY 6 AU 1a1d0NISIWULTNKUNE
MsWeuLN anuy. gmisiduooAnsidaussnusgo
WolKk anud. 1JukUd8VIUKANYOVYIA
TunissnuiADwuAvUaoanalsiuas1dogo
gus:ansnaw 10ufgousuyoouuIUSINA
lagdwanisdduouAdAtyY 7 Gau aod

mistutndouulgurguazuwudu
A WlUASUaoane8luDs

WolkSanus:avAlia:ithkungAfKkuald
Tuws:s1sUnynJanIssnuAdLLUALUaDQNY
Tgwos w.A. 2562 ussawaogwldususssuy
anuy. dolasamsrouluvrguazuwuliua
N1s31d28N1sSnuIAWbUAvUaDaNglBluDS
(W.A. 2656 - 2570 ) U twoldiduuuonio
ArSuKLbaMUOSTlIasKLDEUINSES WWUNU
drArynvaisautndAlunisadunisaiunis

Under the Management of General
Dr. Prachya Chalermwat, who has been the
Secretary-General of the National Cyber
Security Committee for the second year, it
has been a milestone for the National Cyber
Security Agency (NCSA) in developing and
upgrading the capability to maintain national
cyber security to increase the immunity of all
sectors against cyber threats according to the
objectives and goals stipulated in the Cyber
Security Act BE. 2562 (2019) and stated in
the fiscal year 2022. In addition, NCSA also
emphasizes the follow-up on the continuous
implementation of plans in the fiscal year 2021
in six areas. The NCSA aims to transform
into a high-performance agency as the main
national agency to maintain cyber security to
be internationally recognized. The seven key
achievements are summarized below.

Driving the policies and action
plans on cyber security

To achieve the objectives and goals
stipulated in the Cyber Security Act B.E. 2562
(2019), the National Cyber Security Agency
(NCSA) has formulated the Policies and Action
Plans on Maintaining Cyber Security (2023 -
2027) as a guideline for government agencies
and critical information infrastructure agencies
to maintain cyber security in their respec-
tive responsibilities and the action plans for

maintaining cyber security to be prepared for
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cyber threats in all dimensions. The Cabinet
approved the Policies and Action Plans on
20 September 2022, and the National Cyber
Security Committee has officially approved
it. There are four strategic plans: Strategy 1:
To increase the country’s capability of
maintaining cyber security (human resources,
knowledge, and technology), Strategy 2: To
integrate collaboration to prepare for cyber
threats and restore the normal condition,
Strategy 3: To establish public services and
critical information infrastructure to have
cyber security and resilience to restore
their normal condition, and Strategy 4: To
develop the potential of national agencies
to be of great quality and standards.
Preparations of minor laws,
notifications, and relevant regulations
According to the Cyber Security Act
B.E. 2562, 41 minor laws must be prepared
pursuant to the provisions thereof. As of
the fiscal year 2022, five minor laws have
been prepared. Since the Cyber Security
Act B.E. 2562 has been in effect, NSCA
has prepared 32 minor laws, representing
78 percent of the minor laws required.
Only nine laws are underway. In addition,
NSCA has enacted several minor laws for
internal enforcement. As a result, the agency’s
operations are more convenient and

flexible. Other government agencies and
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critical information infrastructure agencies have
had clear practice guidelines for vigilance,
response, and elimination against cyber
threats that have occurred or may occur to
their organizations.
Promoting collaboration with
domestic and international organizations
NSCA has expanded its collaboration
with domestic and international organizations
in various dimensions. There have been
five MOUs with domestic and international
organizations and achieved multilateral and
bilateral cooperation frameworks with 13 ally
countries in the forms of conferences and
exchange visits of chief executive officers,
and more collaboration networks with local
organizations. For example, the Thailand CERTs
Community (TH-CC) conference was held.
There has been support for the achievement
report conference for implementing the
national security strategies of the military
commissioner and the senate. Finally,
a working group has been appointed to
develop a cyber threat response plan as
a mechanism for coordinating cooperation in
dealing with cyber threats at the national level.
Vigilance against cyber threats
The operations of the National
Computer Emergency Response Team (NCERT)
under the supervision of NSCA in the fiscal
year 2022 encountered cyber threats in various
forms and at an evidently higher frequency

than the previous year. NCERT has been
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watching out and sending warnings regarding
cyber threats to government agencies, critical
information infrastructure agencies, and the
general public for more than 500 events. The
team has lent cyber support for the agencies
attached by cyber threats as well. In the fiscal
year 2022, there were more website hacks
than other forms of cyber threats with an
aim to disguise online gambling websites on
those of government agencies. According to
statistics, educational and public health agencies
were most hit by cyber threats.

Developing cyber security
personnel and raising awareness

among the public

NSCA has provided monthly training
in cyber security on up-to-date topic to raise
awareness among the public and youths. In
the fiscal year 2022, there were more than
18,000 online participants. There are other
channels for raising awareness, such as
exhibitions and academic services on cyber
security for higher education institutions.
Regarding human resources development on
cyber security pursuant to Personnel
Development Acceleration Program in
Cyber Security Phase 1, the project has been
implemented with great success. In total, 4,149
participants passed the training, which was
1,000 people more than expected. In addition,
NCSA organized skills and knowledge training

S1gVUUSENU 2565
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(Cyber Clinic) for personnel of regulatory
bodies, government agencies, and critical
information infrastructure agencies throughout
the year totaling 5,500 hours. The Cyber Clinic
attracted more than 1,800 participants. In the
fiscal year 2022, NCSA organized Thailand
Cyber Top Talent 2022, which has been the
second consecutive year. This competition
was attended by 393 teams and more than

1,100 contestants.

Upgrading critical information
infrastructure agencies and government
agencies

To upgrade the capability of critical
information infrastructure agencies and
government agencies, NCSA has implemented
various activities pursuant to necessary
measures, including assessment of
preparedness for cyber threats at critical
information infrastructure agencies and
government agencies, the countdown activity
for such agencies to know the practice and
standard frameworks for cyber security for
critical information infrastructure agencies
and government agencies, Thailand’s National
Cyber Exercise 2022, and Prime minister
Awards: Thailand Cyber security Excellent
Awards 2022. In the fiscal year 2022, a total

of 127 agencies participated in the activities,
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while 36 agencies were awarded a Certificate

of Cyber Safety.

Developing NCSA into a highly
capable agency

NCSA is a national agency in charge
of maintaining cyber security for the country,
as both the practitioner and the coordinator
for an environment supportive to cyber
security. Therefore, it must be developed
into a highly capable agency that can work
in severe situations and cyber threat crises in
all dimensions and all forms. In 2022,
internal divisions of NCSA were strengthened.
For example, the human resources management
system has prepared a three-year strategy
for human resources management and
development (2022 - 2024), including
personnel development activities, a culture of
continuous knowledge transfer, and internal
personnel development. For the control and
command systems, a modern back office
has been introduced for better speed and
efficiency. For transparency and governance,
there is a five-year audit plan (2022 - 2026)
as the outline for transparency audits in all
systems. These efforts will transform NCSA
into an agency with high capability, good

governance, and international acceptance.
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Performance evaluation results of
the National Cyber Security Agency in
the fiscal year 2022

The performance of NCSA is evaluated
pursuant to Article 39 of the Cyber Security Act
B.E. 2562. In the past two years, the evaluation
was based on four elements: effectiveness
39.38/40 points, efficiency 28.75/30 points, the
capability of a public organization 15/20 points,
and corporate governance of the board of a
public organization 8.7/10 points. In total, the
result of the performance evaluation for the

fiscal year 2022 was 91.83/100 points, which
is a very good level.
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About NCSA

History of the National Cyber Security Agency

According to the Cyber Security Act B.E. 2562, effective on 28 May 2019, the National
Cyber Security Agency was established as a government agency in charge of making the
policies, measures, and guidelines for maintaining cyber security for public and private
organizations as the critical information infrastructure agencies in preventing, responding to,
and mitigating the risk of cyber threats. The purpose is to prevent or minimize the impacts
on the public and to ensure national security, peace, and order.

The duties of the National Cyber Security Agency are the assigned tasks as per
the Act, the coordination between public and private organizations, making policies,
regulations, minimum standards of cyber security for government agencies in response to
cyber threats, and national security, peace, and order. The three-year goal is to build more
cyber security personnel.

The National Cyber Security Agency is abbreviated as NCSA. It is a public organization
aiming to operate effectively as the central agency to build a mechanism for driving and
supervising the response to cyber threats, supporting and educating other public agencies,
critical information infrastructure agencies, and the general public to mitigate the potential

risks and impacts of cyber threats.
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“ 10uWUnlunsduinaouluNIsuSKis
YanisaduuuAvUasanglyluos
voouUs:IinANDUS:dnSNw
wSauaouduavcionganmUlBuasSnninG ~

“Take theAeading role in overseeing national cyber security effectively and being well

prepared for cyber threats in all dimensions”

wusnwmMsidoulgouwus:quan 9

The guideline for integrating different levels of plans

gnsAEasyIa 20 U dundwbuAd AuEsuasndandIuauisn

1 Tumsugvdu AumMsUSUaNQalla:wauuNS:UUNMISUSKISYaMSNIASY
llWUS:-'C‘]-U The 20-year national strategy on security, competitiveness, balance,
Plan Level and development of public administration systems

2

UWUWQUIIASUFNdUazdoAu auun 13

wus:=Qu The 13t National Economic and Social Development Plan
Plan Level
3 ufauwua:uwuUﬁJﬁmso’wdoamssTnmnmuﬁunanooﬁa’lzﬂuaé (W.FA. 2565-2570)
lLwus:Qu
s190UUSEINU 2565
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| l@uonuzuasiuindouulaune uwu gnsANEQs tasusuusonNnKkUIE31A28 NISSNLN
A WLUALUa00NEl8IWwas sound ANUI3DY MKUALUDNIDLIASTIIU UIASIIS
l - Aingadon TRaoandooniuamumsninsludogiutazounna

Recommend and implement policies, plans, and strategies, amend laws on maintaining cyber

security, research and determine relevant standards and measures suitable for situations at

| present and in the future

MAU Qua wWhs:do Gamu 31AsK Ustudawa udvidou tazujuams wodoonu
2 Sudo wazaanUEgooNNgANMUNWIBIUDS
Regulate, oversee, monitor, track, analyze, process, alert, and act to prevent, address, and

minimize the risk of cyber threats

Wurugnawlumsus:aunousoudo sound dolasy aliuauu ta:goaikdorkuogou
3 nASglastlonsunvluds:INAta:cnoUs:NA vomssnunAubuAvUaoanslsuos

Function as the center for coordinating cooperation, supporting, promoting, and assisting

public and private organizations domestically and internationally to maintain cyber security

IWEUWSAIUSAIWIITD  1a:aduauunISWeIUIUAaINSaIuNISSNBIAILLUAD
- Uaoanglguos

Disseminate knowledge, establish understanding, and support the development of cyber

| security personnel
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Guideline for developing the NCSA according to the Action Plan

nsdadvatinoiu

The 15t Year Establishment of the NCSA

The 3" Year
SNFKUDYLWAINYITOD
WolAlhauasFu

Advancing to relevant agencies to
create a standard

The 2"9 Year
aswianduauisnyovalinoiulazasios:tuu

awumissSnundWUUAvUaoanglsiuos
Building the capacity of the NCSA and the cyber security system

Whrwgludaolu
Next Year's Goal
“ msiasuasotianouasnvoodtinou
1asKUOOUINKUIEWSDUIESUES1DAIWSANIINTD
lasas1vAWAs:KUNS IkNUUS:BBU

TumssnuiAcwluAsUasanslduos
“Strengthening the capability of the NCSA and target agencies,
providing knowledge, establishing understanding,
and raising public awareness of cyber security”
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Organizational Strategies

nagnsi
Strategy

wauundandwawsngovdrtinoiulunisdoviiu
Suijo W1s:dv uazunlvnsanAulsiuas

. Anuuud Uy AN taznsvanuleuis/uwu/
nagnsn nnkwe/nYs:du/Us:mMA/uIasmMs/unasu
Strategy nauuauumssnmn:)'1uuunanaana’ldnuosumzﬁm

nagnsh doldsu auuauumuooauwwmmlnn[u[aa
Strategy oonnowusnmsanu mMs$nuInLUALUADARY
1dwosuovus:InA

Promote a

) atuayumsanduviuougnsaasulouisuas
Strategy UWuUI1G29NISSNUIANNINUAYUaDaNglBIUaSS:QU
KUd&»U

nagnsn

iy MU qQua TRkusgouRINgdTovawsndovU

Suijauazaan>Widge MNnAgANAWNIBILUDS
Regulate and supervise relevant agencies to prevent, cope with,
and minimize risks from cyber threats

nagnsn aoindoinadusoniiovoysuinisineius
Strategy

saunoaolasuauuauumsuamdaauvoua

Create a network to integrate, collaborate, and support data sharing

nagnsin
Strategy wouunAngnwuaswuinu:yAaInsaunISSnu
A WuAvUaDanElEIues

Develop potential and improve skills of cyber security personnel

aswunansarunissnuinUuAvUaoanglsiuos

Build up cyber security personnel

nagnsin
Stratedy a$1wndwas:KUNIAa:MSSUSANUNISSNUIAIUKNUAYUaDANEBIUDS

Raise awareness and recognition of cyber security

NCS s190UUSEU 2565 37

FUinouAnuENsSsUNMSMSSNLIAULUALUAaNEIBIUOSIKOEA (dNUT.)



Performance

Q

NISYULNADU

Implementation

msduindouulgunguauwudunuLUALUanany l8wos
Implementation of policies and plans on cyber security

NSYANINHKUNY

Enactment

N1SYAMNHKUIBAIAUSoD Us:nA s:dau ANegddon
Enactment of minor laws, notifications, and regulations applicable

/

NISdvLasuAIIUSIUITD

Promoting collaboration

msdoiasunUSIUbonUKLDENU doFnstomeluls:ine

1a:S:KIWUSEINFA
Promoting collaboration with domestic and international
organizations

Report 2022

)

NISIWIS:I0 Suijo
Vigilance and response

MsiWas:v Sudonaanmunv liwas
Vigilance and response to cyber threats

9
0.."7

NISWQJUN

Development

MsWaUUAaINs ahundwuAvUasane lswas

1azdSIAIIASEKUINS
Development Development of cyber security personnel
and awareness

4

NISINS=QU
Upgrading

Msgns:aukLdeNulnsvas WU Y
NPENSAUINALAKLDEOLYDDST
Upgrading critical information infrastructure agencies
and government agencies

L

A

OVANSAUANSSNU:GD

High-performance organization

mMisWauLN @nug. gmstduodAnsnidaussnuzgd
Developing NCSA into a high-performance organization
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NsyuInaouulsung
nLazuwuaruaNUunvUaaanglyluoas

Implementation of policies and plans on cyber security

L

Msyutnaauulguiguazuwuluams
21029NISSNUIANUAYUaoanglBluas
(Wﬁ 2565 _ 2570) Implementation of Cybersecurity Policy and

Action Plan 2022 - 2027

MSUSEEUANUESIULOSIIOSUA 20 NUENEU 2565 DUAIKUBOU (S) Ulgungiazuwulnua
Ms3AeMsSNAULUALUaoaNElBIUDS (W.A. 2565 - 2570) logUs=mAlusRNUUNK
Wodun 9 SudAU 2565 ta:dwauvAulBidodun 10 SudAU 2565

At the meeting on 20 September 2022, the Cabinet approved the (Draft) Cybersecurity
Policy and Action Plan 2022 - 2027. Accordingly, the Cybersecurity Policy and Action Plan 2022
- 2027 was published in the Royal Thai Government Gazette on 9 December 2022, and became
effective on 10 December 2022.
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U[EJU'\ElllatllWUUf]ljﬁﬂ'\S Cybersecurity Policy and Action Plan 2022 - 2027
91029M1sSNUIAINLUADUADANI1BIUDS W.A. 2565-2570

“USmsndrAtyuavus:inAlnaiinoulunvUaoangldiuas IWondWdddunTvlAsugisuazdony”
“Cybersecurity for Thailand’s critical services to ensure economic and social sustainability”

INSANaSH
Strategy

aswianduawisnlumssnu
AWLUALUaoanY 181UDS
yovUs:INF (UAAINS 90AADING
uazinAlulad)

Buildup all the ecosystem and cyber
capacity for all components: people,
policy, knowledge, system

To build country’s cybersecurity
capacity by integrating workforce,
knowledge, and technology,
to develop cybersecurity innovation

@\

Increasing cybersecurity workforce

Raising cybersecurity awareness
and skill

L~

Promoting cybersecurity research
and development, including
innovation

42
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pR————— > )
gnseadasn
~ Strategy

UStUINISADIUSOUIIO
Iwaln5gunUwWSouTumMssuiio
nw lBwosua:Wuiugdanwundla

Build Up synergy via strong
partnership and integrated effort

To integrate domestic and international
collaboration in preparation for
cyber threat response and recovery of
critical services to normal operations

Ko

Promoting and supporting
public - private partnership

Coordinating international
collaboration to address
cyber threat

s1guUs=NU 2565

p——ae— -, 1
gnseaaasn

p————— )]
gnseadasn
' Strategy

Strategy

SSWFANIMWYDDKLIDEUSEAUBA
TRidAtuNWIE:LaST U

Strive to be World class
cybersecurity organizations: improve
related agency and organizations in

terms of standards and quality
of services offers

dswusmsnmasy uazlnsoaso
WugudAtynIvaSauINF
TR WUuALUaoanE BIUDS
na:WuAudamwunald

Improved Resiliency for Cll and
Government service

To enhance national agency capability
to achieve standards and quality for
handling cybersecurity effectively

Increasing capability to response to
cybersecurity-related incidents

Promoting and supporting threat
information sharing

>
) -

w,
- )

Promoting and supporting
cybersecurity
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Enactment

NIsSYaNINNKUIgaIaUsoy Malaws:siBuryrya
NISSNUNADIUUAYUaDaNg 18luosS W.A. 2562

Enactment of minor laws
under the Cyber Security Act B.E. 2562
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AKSUULAUTBAUKLIDYDIUYODST

KUDEJD'\UHDUHUKSOﬂ']ﬂUOlla
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Significant minor laws to be enforced with government agencies,
regulatory or supervisory agencies, and critical information infrastructure agencies

ngnmaamusao andunas
~ [~
DIUDUNDFU Hadlas» QuU

Totally 41 minor laws
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misvanngkuigarausoonglalasonisdaniulouns
UazllWUuIUWS:S1I8UTYtYONISSNUIAULUAYD
Uaoangldiuos Us:oaUvuus:tuinu 2565

Enactment of minor laws under the policy-making and planning according
to the Cyber Security Act in the fiscal year 2022

dUdU avu

Us:NF DY, 1500 NISMKUQKANINTUA
ANUNUEKUDYDIUNDNISNDKSOIKUS NS
IWuKUDEvUIASPASIWWUTIUEIATYNID

disdulnfiv

Notification of the NCSC on the prescribing
of principles and qualifications

of agencies assigned with

the missions or services of

critical information infrastructure

Us:mA nU3. 1500 anutuz KUNAua:
ADUSUWQBOUYODAUIUSEUNSSNIUN

ADIWNUADUADANYSEUUADUWILODS
Notification of the NCSC on

the characteristics, duties,

and responsibilities of the

National Computer Emergency

Response Team

dstNA nnU. 1590 Us:tudauudniv

Ujuduaznsauu1asFuaIunIsSnu

AOWUAUaoanElBIuDSY
Notification of the NCSC on

the procedures, guideline

practice, and standards for

maintaining cyber security

7enactments

UstNA NUB. 1500 N1sMKuas:au
AUSAWEIUNTYAUNISSNUINDIL
UunvUaaanglsiuasiwoaudodoilu
WUnNoWISKUAAY

Notification of the NCSC on the prescribing
of knowledge and expertise

levels in maintaining cyber

security to be appointed as
a competent authority

UszmF NUB. 1500 anutu:NgANAIUNTD
18was whasamsdoonusuiio Us:idu
Usauusawuazszounganmunwldiuas
lciass=quy

Notification of the NCSC on

the characteristics of cyber

threats, countermeasures,
assessment, suppression,

and inhibition of each level

of cyber threats

s:108U NNU. 31GDYNISUDUSIUTD
TKUuaNMsINUY

Regulation of the NCSC on

delegation of authority
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NISNUNOUUS:NA NNB. 1500 NISAKUGKANINTUR
anutu:KkuogvuRiinIsioksolkusnasilu
kuosgvulnasvasrwwugrudiAtynivaisauine
1atNISUBUKUNY NISAJUAN llazNINUQUA W.A.2564

A review of the Notification of the NCSC on the prescribing of principles and
qualifications of agencies assigned with the missions or services of critical
information infrastructure and delegation, regulation, and supervision B.E. 2564 (2021)

NISNUNDOUUS:NIA NUY.
300 MSMKUAKANINDUZ aNUTUKLIDEOU
AGN1sAdKE0TRUSNASIOU KUDEDU
[AsoadoWUTUSAYNDESaUINA tas
NISUOUKUNY NISAdUALLAzNINUQLA
W.A. 2564 10 1KEINISNUNDUNSNIK3D
usnisAfiosdulnsvasowusudAny
MwansauinFyodus:iNA TRDADWASoUNAL
ta:ikurzaulunisin lUURUAIWULANTU
sounotdunisdgunis1ilduluanu
WSS 18UTYnJaN1SSNIAULUALUADQNEY
Tgiwo$ w.A. 2562 BorkualkATUzNSSUMS
2:AOOWDISTUINUNDUNISUSNIANMKUQ
NsfivksSousMsaonadiduns ) Tuaw
A2IUIKUNED BoTN1SIQUSBUSUWD
A WAQIRUINGADdUINgIToD (Focus
Group) €9SWUSNIFAY QWUIAST 49
Ko WS:s18UnynJan1sSNUIAILLUAD
Uaoanolgiuos w.A. 2562 1odun 5-9
AUEIYU 2565 DUDUWHINUDINKUDEOU
131SOUNLAU 195 AU
Upon the review of the Notification
of the NCSC on the prescribing of principles
and qualifications of agencies assigned with
the missions or services of critical information
infrastructure and delegation, regulation, and
supervision B.E. 2564 (2021), the meeting members reviewed the missions or services that are critical
information infrastructure of the country to be more comprehensive and practical. According to the
Cyber Security Act B.E. 2562, the Committee shall periodically review such missions and services as
deemed appropriate. A focus-group meeting may be organized to hear stakeholders’ opinions on
the notification according to Article 49 of the Cyber Security Act B.E. 2562. The review meeting was
organized from 5 - 9 September 2022, with 195 participants.
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NISavIaSUAIINSIUIID

Promoting Collaboration

NNSAvIdSUADINSINIIONUKUDYDIUDDANS
noNgluus:infFitass:kIwUS:INA

Promoting collaboration with domestic

and international organizations



NISUUNNAYUINAIINSIULD

Memorandum of Collaboration

MsavuNUUUANAIUSOUDDlACITUNS

AUs:dARD:SOUTRlUGIUNMSSNLIADLLUAD
Uaoanalsuos [asnisvarmuuinauinlo
AWSIWdo Joanaw AhunnuluAvUaoanslsuos
WoldUDATUENSSUNISNISSNUIADILLUAD
daoanglgluosSukosia (nud.)

aouIEIAVAU
auu
KUJ8vu
48 s1guUs=NU 2565

§There have been efforts to talk and sign
K1SoUa:US:aUDIUNUKUDYDIUKSDODANS :

memorandums of collaboration with

agencies and organizations that intend to
gwork together to maintain cyber security.
Memorandums of collaboration have been
gexecuted to establish the understanding,
§partnerships, and agreement on cyber
gsecurity, which were presented to the
: : National Cyber Security Committee (NCSC)

QI=1 | I

(@1s1stusSTUSEBIUDU UstinFiddsTioa noonwlng

AUs:guasSNIsuduKkoUs:INFlng (NUa.)
ua:usun ko139 InAlulad (Us:inflng))

People’s Republic of Ching, Israel, the Royal Thai Army,

Council of University Presidents of Thailand,
and Huawei Technology (Thailand) Co., Ltd.

FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,
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n3NIALAEWKNIA

Bilateral and Multilateral Collaboration

NSAVIASUAIUSOUUDS:KIWUSEINA | 1U1SOUUS:BUKISD US:BUIBOUNUANIS
Promoting international collaboration oUSU é'UUU'I IW 9 d ol aguua: al:l-U al.!u

ADUSOWIJOS:KIWUSEINAAIUADIY

punvUaoangldiuos e = >
Participating in meetings, VIUdUNvAU totally

workshops, training, and
seminars to promote and
support international
dasastu collaboration in cybersecurit) fimes

Czech Republic

. §a 188 Russia
drsSIgoNnUNINS

United Kingdom

d181S1USTUSEBIBUDU china

‘o d1s1stuSTINKa

Korea
[ _TNS
a

to3uaua

" New Zealand

- - akSgoKkSuLIsnd  F 3
akSgoIuSM : donlus

-
UAE i
Singapore

- 9dsnloa Sulde 20dl0s1ay

India Australia




NISsUS:¥V Thailand CERTs

Commuhity (TH-CC)

Thailand CERTs Community Meetlng (TH-CC)

MSUS:BU Thailand CERTs Community
(TH-CC) nasatduviuawulgurgnas
dotasuuazdauuayuluniswauningnIw
ArundwluAvUanangniIvlBluosuoo
Hu':)amufnsoa§wov“\7ugwuéhﬁfgmoawsaumn
AoNASY uastonsu TRduunassiuaina
SodauUsgUAUAIIUYOY Thailand CERTSs
Community (TH-CC) WatJumsadw Network
la:a571oAUSOUTD aUUaUUNSASINSOUE
TuNMsAIIUSOUNU S:kdWw Sectoral CERT
Wo3uA 24 FokIAU 2565 IWouNs:AU
Ao wbuAvUasangnvlgiuos [agi
walon USEnN audaul lanSmsAnUENSSUMS
mMsSnuADWTUAYUaDaNglBIUOSIKOBIG
Duls:sunaiaus:u mod asiad kiudans
AUSNUINAOGUANALA:NSSUNNS TB-CERT
LazWaoNMANS oUS BUIBY SovlausNsY
wSouwunu NCERT,TB-CERT, TTC-CERT,
TCM-CERT, TI-CERT ua: KU2gvU
AOES:K3VIOZHUNNSIAAD BU WiNUEUINOU
DONSOVIKOBNG (Sectoral CERT ANUADULILAD)
WuNUAUNOIUUAANStNSDVd181STUdY
(Sectoral CERT @iudisistudu) uas

—_—

drdanowuwauuisguraddna (GOV-CERT)

[WNSOUUSYY

Thailand CERTs Community Meeting
(TH-CC) was organized according to the
policy to promote the capability of cyber
security of critical information infrastructure
agencies in the public and private sectors
to achieve the international standard. The
working team of Thailand CERTs Community
Meeting (TH-CC) gathered to build a network
of collaboration between sectoral CERT.
The meeting was held on 24 August 2022
to improve cyber security, chaired by
Dr. Prachya Chalermwat, Secretary of
the National Cyber Security Committee.
The meeting was attended by Dr. Kitti
Kosavisutte, Honorary Advisor and
Committee, AVM Amorn Chomchoey,
Assistant Secretary, representatives from
NCERT, TB-CERT, TTC-CERT, TCM-CERT,
TI-CERT, and other organizations that were
in the process of establishment, such as
representatives from Sectoral CERT on
National Intelligence, Sectoral CERT on
Public Health, and GOV-CERT.
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MsauuayuNIsunavwadugnsSAuzNSSWISNS

NISNKISUAAIWLUADYDDSY JedN las
dUNDIUANIANITUADIKDBIE

Supporting the Achievements Declaration of the State Military and
Security Commission, the Senate, and the Office of the National

Security Council.

n1saluayunisionisadunas
0wgNsANEas¥IGAUAdILTUADAS
uwuudunnigldgnsAidassia us:iGu
A WUUAY [agsouunaswanisdduoiu
vovdiUnoiufuaavfiowadunnslunis
IGUOUMILENSANEASBIGAUAIIWTUAD
LazuwuuunnigladgnsAldassiads:iau
AWLUAS BodalagAnu:NSSUIEMSNISNKIS
Ua:AWLUADYONSY Q0TEN uazdlnoiu
aMAULIUADIKOEG

Contributing to the implementation
of the National Security Strategy and its
Master Plan. This includes having the
National Security Strategy’s Accomplishment
Declaration, which was held by the State
Military and Security Commission, the Senate,
and the Office of the National Security

Council.

NCS
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NSIWSOUNISAUNUN The 5 Edition
of the EU - ASEAN Security

and Defence Policy Seminar

fu NSoUSaldad UstinAlualgay

Participating the 5" Edition of the EU - ASEAN Security
and Defence Policy Seminar in Brussels, Belgium

MSdUUUN The 5% Edition of the
EU - ASEAN Security and Defence Policy
Seminar Stk3103UN 24 - 30 DOUNYU 2565
fu nsousaad UssinFluailden sodadulay
Ns:NsovNISIvUSINALKYaKN WY [SU
(European External Action Service: EEAS)
SOUNU EU Enhancing Security Cooperation
In and With Asia (ESIWA) lagiidanus:aor
WonisuaniUaguiusAa Ussaumsni uas
k13olonduazuuonivdiksuakniwelsu
tazodsulunisadunousaudoosolu
sUSSSU  UWIINSOUMSAULUIDINKUDEDU
AdWUUAYYOYUS:INAdUNBNoBgULA:

akmwglsu Aonstdn
SoOuduuuNalgQuULoD
naswius:uuooulau
SOUNJN 100 AU dKSU
Ussinfilng  dwunuon
dUnNvIUATUENSSUNNS
n1sSNuIAdILLTUAD
Uaoanalgiuosukosia
ns:znsovnailky ua:
NStNSOVNSAVUSEINF
[¥1S2UNISAUUUNADY
lasbds=audrary laun
A wOuUAdluusuNlan
La:nNINIAADILLUADNION:LA NISSNUN
A WUASUaaanslgiuos ta:ufuamssnun
JUBNWIA:MSUSKISINNANSTI Uono NG
golawuu:a:k150souUnu DG Miguel de
Bruycker @oU2INISAUE BIUDSUKOUSEINA
watgdgu (Centre for Cybersecurity
Belgium: CCB) IWouantagunudaauas
YuUoLININUNSSNUIADWLUALUADANEY
1gwos Uszdunsnd Urykd wazgudssa
Tunsdadokudaouldiuas Nstasuasy
AngmMwynaimMsnwlguas soufiomMsaidu
[ASON1S safeonweb vooUs:INFlUAIEgU
lagUs:inAlnguaszus:inAlualdgulao
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A2WAQIRUASOAUAD:WAUIUIAIIUSIUDTD
s=k3wNURIDUSUSSSUBDTU AoemsSaruuiin
ADWIINID (Memorandum of Understanding:
MoU) Boo:ladnmiskidalusigazidaasounu
dolU

The 5t Edition of the EU - ASEAN
Security and Defence Policy Seminar was
organized during 24 - 30 June 2022 in
Brussels, Belgium, hosted by the European
External Action Service (EEAS) and the EU
Enhancing Security Cooperation In and With
Asia (ESIWA). The objective of the
seminar was to exchange ideas, share
experiences, and discuss the opportunities
or ways for concrete collaboration between
EuropeanUnion and ASEAN. More than 100
participants attended the seminar, including
representatives of national security agency
from ASEAN and European countries, both
in person and online. The representatives
of Thailand were officials from the NCSA,
the Ministry of Defence, and the Ministry
of Foreign Affairs. The key themes included
global and regional security, maritime security,
cybersecurity, peace operations, and crisis
management. The NCSA also had a meeting
with DG Miguel de Bruycker, Director of the
Centre for Cybersecurity Belgium (CCB), to
exchange ideas and perspectives on

cybersecurity, his experiences, and obstacles

S1gVUUSENU 2565

in establishing a new cybersecurity agency,
building capacity of cybersecurity workforce,
and implementation of Belgium’s safeonweb
project. Thailand and Belgium agreed to
develop a more concrete collaboration
through a Memorandum of Understanding

(MOU), which will be further discussed later.

NCS
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R RN ELUREELITRELT .
WdIUADNSIUIJOANUNISSNUNAINNUAD
Uaoangldiuos

Creating a network of mass media to achieve collaboration
in maintaining cyber security

mMsaswindothedoudatu wanunWSIUDo This event aimed to create a network
drunissnuindubunvUasanglgiuos of mass media to achieve collaboration in
s'auﬁuzﬁusu1r1§oziwljne‘iomsﬁoga|8\>én : maintaining cyber security with Thailand
uKoUs:INFlNg Thailand Data Journalism Data Journalism Network (TDJ). The
Network (TDJ) TunisuaniagudioAaliku participants shared their opinions and
1aKI3oUUINM IUMSSOUTONUAS AN TD gdiscussed ways to establish an
StK3W dnU. wa: TDJ TR0 ADWASKUN understanding between the NCSA and TDJ,
na:Sudonunglgiuosyoods:¥I8u duo:ldu to raise awareness among the public of
nIsdswaduas:kundlulgiuosuazdsio cyber security, and convince the people to
Ao WBoduluKkLs8vUAUTBIUDSODUS:INFA be confident in cyber-related agencies in
TRAUANSISTUBU U AUNALUNGDUNKIAOWUW * Thailand. This event was held at the Tha
uKoUs:INFINg Journalists Association.

aanvnd

news agencies

SapAdunuInduiios:auauooyoINUAOUIaBUS:AURUSKIS

Organized a seminar to brainstorm ideas with executive representatives of mass media
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NISILADADATUENIDIUDANUWUSUITO
IKANIANANIDLBIUDS

Appointment of the working group in making a response plan
for cyber threats

mstdvdonnuzivusaruwusudakanganmMuNwlsiues watlunaln
TunissuidonsanaunIdlBiuoslus:ausd dvuds:aulisigusvould
ds:audnna dowalkinan1s81ud8n1sUSKISINHAaMSNIALUAYS:AUBIA
azUs:dIundIuSOULONUIASOUNENISUSKISIKONISTUN1gludsEinFAlas
stkdwUstINAlGog1wilUs:dnSNIw

A working team was appointed
to prepare a response plan for cyber
threats as the counter-mechanism
against cyber threats at the national
level. The plan involves countermeasures
from non-critical to critical cyber
threat events. The response plan will
facilitate the operations to address
national security crises and collaboration
with domestic and international
networks against cyber threats

effectively.
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NISIWISEIVIKANIANAINNIDIBIUDS
IWoaUUaUUNISUNUGANISEIIIKAD
goAUIUS:AUNSSNUIAIIWNUAD
Uaoangs:uundNwILaaSUKY (G

Vigilance for cyber threats to support operations of the Thai
Computer Emergency Response Team

AugUszarunisSnuiAdIUbUAD
Uaoafigs:uunouwalaasukos1a Boidu
kuogowludona anuy. Aovlwdrynu i
Urykinouwsauduynainsiia:puds:Ie
uAdd8UNUINNSAD taskiNA - AudUs=anu
MSSNYINDWLUAOUADANESUUADUWILADS
KOG Sndudovdiduvumelanswenns
Adogogwna lagodendwsIubonn
cyber situations, there have been several

dndoyadfduazaniunisninio :
T8wa$URIOAWILLY WUFIKQMSTISILDU
LNAKLDEoUNASIAzioNsuN Pududdina
wans:nulufivnouduavUasaneyovioya
uazAWIBoluvodUsWUlUUSHNA MSAD
dMumssnuANUDALUasaREN L [8IUoSEoD
AugUszanu MsSNuIAWLUALUaOORNES:UU
ADUWILODSIKOENE o ldgndnalawims
UfuasaunukuideulnsoaswowusudAny
N10&@1SaulnA  KSOSOUNUKUDYVIUYODST

kagnNIndou

ridu

DEUAIVKINDWISIVITOSIKIW KUDHOUMASY
longusouiivnIAUS:BIBU
Wodwrsodukuogolukan
lunisquasnuinduluA

The Thai Computer Emergency
Response Team (Thai CERT), an agency
under the supervision of the NCSA,
encounters personnel and budget shortage.
Stil, Thai CERT manages to perform its
duties successfully thanks to cooperation
and support from several sectors.

According to previous statistics and

incidents where public and private
organizations were attacked so critically
that information privacy and public con-
fidence were compromised. Therefore, the
mission of Thai CERT in maintaining cyber
security is not limited only to collaboration
with critical information infrastructure and
government agencies.

Thai CERT is committed to seeking
collaboration with government agencies,

private organizations, and the people sector
nol FudUs:anuNMSSNVIAILLUAY :
Uao0figs:uunDUWIIODSIKOBIG ooy

as the country’s leading agency in
maintaining cyber security, vigilance, and

preparedness for prompt and timely
: response to cyberattacks.
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dnuNsSuUNgANAINNIIBIUDS

luuszinAlng U 2565
The situation of cyber threats in Thailand in 2022

Unit : Incidents

Ussinnnganmu/idou nw. DA Wy waA D8 nA dA. Ny SOU
Type/month Feb Apr May Jun Ju  Aug Sep Total

Abusive Content

Availabililty

Fraud

Information Gathering

Information Security 3 1 2 1 1 0 1 0] 1 1 19

Intrusion Attempts 4 13 95 17 6 22 6 29 33 18 18 268

Intrusions 14 4 3 23 3 4 1 2 0 17 24 | 109

Malicious Code % | 128 | 127 | M 66 | 201 | 126 | 36 | 151 | 50 | 79 | 94 | 1365

Vulnerability 31 25 35 55 52 | 106 | 80 | 45 | 48 24 | 43 57 | 601
Total

s 1 : udavan@neAnmU 1GoU QanAL 2564 - NUENBU 2565 Yoo ThaiCERT
Table 1: Statistics of cyber threats from October 2021 - September 2022, Thai CERT

54%

i 11%
(o} 0, 0,
RN 5% o, 2%
E— N .
Vulnerability Malicious Intrusions Intrusion Information  Information Fraud Availabililty Abusive
Code Attempts Security Gathering Content

WA 1 : udavuszinniganAUNWIBIUDS
Figure 1: Types of cyber threats

ondoyaananennmunwlguos ul 2565 [0g ThaiCERT UsingwungAnniu
nwlgluosds:innMalicious Code UINAGQ 54% Sovavulfio Us:inn Vulnerability
lla: Intrusion Attempts dadouagn 24% ua: 1% awadu

According to the statistics of cyber threats in 2022 by ThaiCERT, the most common type of cyber threat
was malicious code (54%), followed lgy vulne ?bfli’cy W and intrusion attempts (11%), respectively.
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NISUDOIABUIKANSINIANATY
’lmumaamumoq 2g1010uN1ONS

Official warnings of cyber threats to other organizations

msunledrykungonuikanisainganaunw18was Tul 2565 Audus:aunissnyindutuavUaoany
StUUNOUWDILODSIKYEIA K30 National CERT ldativayunisunludrykifganuikamsainganawn lswasAiadu
In 2022, the Thai Computer Emergency Response Team (ThaiCERT) supported the solutions to cyber

threat incidents. The details are presented below.

Preventive measures U1C]Sﬂ1$li$\)§ﬂ

43 misudvifioudoyaindansinganungAnMUNIBILOS

_nsfo Sending warnings and information about cyber threats

NSIWEUWSTONANYANAIY  Disseminating news
nwlgwasuaziioans about cyber threats
Aduus:oBldoansistu:  and helpful information

nIshadaundWUAdUasaNgyoavs:UUIASavIiNgIa:DUTEA

Testing security system of servers and websites

misudvidoukgmsninasikAuzinlunisun ludryrn 467

Kansal

Sending warnings and advice for solutions ol
incident

MsadududvIazSuiangAnmMUNIBIUDS
Responding to and settling cyber threats

Uszanuvuwos:Sumsiwauwsiulsduaouksoldgunuu 43

Coordinating for taking down fake or fraudulent websites Sulsd
website

1. DANSOUSUKANGASWUNDIU 2. @5 10ANASEKUNSINGINU 3. didunsuszanuuniukUdeURINEIToD
13ROI W.S.U. MsSnu Soanamunolsiuodlksu |wa|Uumszs:)eJUoonuua.aon:)'\maaomnnannmu
5i S : " : nwlsiuo$Adowans:nucious:8u ot
AUUUAYUaDONY 181UDS KUdBYUCGD
W.F1.2562
31 TWdiGumsiuustnAbdoueation
P AuBUjuUaNS:uY
UWiwnsounvdu
- 3.2 wolAs:dumslkusmisy I3ounauwaindu
: ASY AU dwsuaunun AlReonuBURUONS:UU
KUdgvIu AU i)
agencies participants

3.3 valks:zoukugannsAwWNANINGINU
PUNUDNS:UU




Overview of cyber threat incidents detected and settled by ThaiCERT in 2022

~ Vulnerab
Data Breach

Ransomware

Emotet Malware
Fraud

Command and Control Server

Cyber Incident Notification
to The Organizetion

Mail Phishing
DDoS
APT ‘
ETC 17
NsSVLEIKOMSUNZANAUND BlUDS
The graph shows the overview of cyber threat incidents

IKANSTU incidents @ 4 8

Usztnn Hacked Website WNNEQ IKaMsoU
The most common type is website hacking SOVAPNIADUSEINN ?OOOUUOD[KD inciélents

Followed by vulnerability lla:ﬁoua§o1na
And data breach

IKC]ﬂ'\SfI:I incidents

s1g0uUsENU 2565
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Unuanasaulailiingdlgiuoskeypedsuprortfoperations

PENTESTRATION
msUfUANMSIWoUSHTU
AWIEELADEMISNOEOU
D1S:UUIWOAUKIDOSOU

Tumsignfivs:uucioe
lael3yideosry

This operation involves
a vulnerability assessment (VA)
by conducting a trial penetration
into a website to find vulnerable
points in accessing the systems
by experts

IR

12

Units

INCIDENT RESPONSE

MSUAUGNS Wonsaodoukangu
TRAnUSnunluMsdoaikdonouauoy
ta:5uijod KUdsoUASoVYBIAzadWUR
[BI8IKa0 ASIVdOUWGIUKaNT U
SaruwuWuwkdomssaKalkiu
KUDEUASOVYOIAIMSAaN

KAOINIKNSBISIKED

This operation involves verifying
evidence, consultation for incident
response (IR) to cyber threats,
preparation of recovery plans, and
follow-up for the units that request
support.

o v

A shguus=NU 2565
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anuy. TKNSBI8IKaoKUIFV U
lunssuidongAnAINNID1BLWDS

NCSA assisted various agencies in response to cyber threats

[WARNING,

nasUszauvIuwas:SunganAIuNI1BIUas TulooUuwulSulsd
KudgouvonsggnUasutluduouuinlosylius:avAd 13ulaouo:i
ok kDounuISulgdose RlRikdokdowidAoISulddkasiBosulu
15u18do3vyovkLdevIu [asufvnoalBulnosornkaanlklUiSulsdive
adtlkaavaudsAidusuasis dang 91oR1RIBUKUAUNYE BoISUSH

AgnuaoukSoldsuuuu o fdu 15ul8d DsI wa:15ulgd nsuasswans

At present, the websites of many government agencies are being forged into-

phishing websites by scammers. Phishing websites contain similar content to real

ones to trick the victims and visitors into believing they are the official websites.
Scam call centers will trick people into visiting their websites to download malware
As a result, victims will lose all money in their accounts. The websites duplicated
phishing websites are, for example, the DSI website and the Department of Revent

website.

[\
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adagvdaniunisniondyinssuniolsluos
Anszhuaaus:B1BullatiANNANWUSNHUANNIIUAD
Uaaananoldiuas

Cybercrimes that affected people and cyber security

wunistaguunuutdulsad
YoVKUD¥DIUSIBNISITUUDULAN
lasmelukinidulsdianuruzndaronio
AUISUl8Go3y KandwkaviBorinnas
andtilkaaueuwalndunazdado Usinsuy
AludunsrgavlugunsnilnsAwnridofio
fo:gnulusdoya

NANIUNISAIALNAND dNUY.
1GUS:aUPIUIWOUDSESUNISIWEUWS
15ulgduasu WolavfiunduidgkIado
Us:z3su
SOUDIUDU amount

There have been many phishing websites that look like official websites of
government agencies. If people are tricked into downloading malicious applications
or malware on their mobile phones, their data will be pirated.

Due to the aforementioned situation, the NCSA has coordinated with relevant

BUldd website parties to shut down such phishing websites to prevent damage to the public.

nstu SMS [ag13 Sender Name KIJOUNUKUDEDIU (D98 DIBU

AUS19doUsagUasuIlu call center Yoy E-commerce platform
A summary of phishing on E-commerce platforms in 3 steps

ENGE SMS °1°u Sender Name willaufu Platform Lwam\aml,ﬂu Call Center Wimiianades

5167
fififausvieliiuiieu Wain Username, Password, Pin code unumile

A scammer starts by sending an SMS using the sender's name that resembles the call center of a famous
E-commerce platform. The SMS will lure the victim into clicking on a link that contains malware or ask the
victim to add friends to acquire the victim's username, password, and pin code.

lidayadusafils Log in iWuduasnl Wdadusasulal Aeunsowfeuanw duduld
Wiy vasianinuaaulal

They will use the personal data the owner has used to log in to purchase online products that can be cashed,
such as online game credit.

udnvanelaulufiaude visvua Tinanweslufunindsannaudadnfeiogdmials

All the credit will be transferred to the scammer's account. It takes only a few minutes after the scammer
accesses the victim's account.

shguus=NU 2565
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The trend of cyber threat situation in 2022

wunislaufmaanisuanidules unnnannislaui
gﬂu‘uua"'uq Amflu 2 u 3 vaenmsTausimiolmuaifinesa
wuludszmeing u nnsTaudludnuasvinluifanisudls
nitnFuniuaaulafluduled vemmisaem ainlania
wazlseAnBnIwnIsAUNIENU SearchEngine, N1sTauRint
wWasunlaminuiules (Website Defacement) Ua9mtaegnm
Wiol¥ifluRufinasouauaIu1snuasLantnos niouany
n1stadaulnananisifies uanannit dewunnsTaudsoe
msuﬂnﬁu‘lmﬁuuuﬁ'uq finaula 1du nasafremila
Aulad ianann Phishing ogumiules misaviuuaciy
waznstaurssunsneuunindulasmise s uiionanaanls
ﬁm’jqﬁ\‘imaﬂ‘fmmlﬂﬁmgﬂﬁ

Website hacking is two or three times more common than
other cyberattacks in Thailand. For example, some attacks intended to
disguise online gambling websites on official websites for search engine
optimization. Other cyberattacks defaced official websites. These were
meant as a showoff of hacker skills or political movements. There
were also other intriguing hacking activities, such as phishing on official

websites and concealing malware on official websites that trick visitors
into downloading dangerous applications.

nslausianaasanudemelvifuniiasusneg  uazanald R
natlunisui luunnfige 1aun Ransomware Tnelagusaeudn dnifiawme

MUIENNUAIUNITANET UATNUIEINUATUETEITOIEY

Humirevudssianiidsauauniamsugniauanaelauadgegn

o

Tneanrzulaailfidudedssorduiuimialivinnsaeidu

RMWAUUN

Websites of educational and public health agencies were most

hit by cyberattacks, especially those used by many people.
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The cyberattack that might cause the most damage and take recovery
time is ransomware. It was reported that ransomware occurred to major (
government agencies or large private organizations in many industries.
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TRuUs=BBUNS1Y
Cybersecurity Knowledge Sharing

Cyber Security Knowledge Sharing

dnuy.AdunIsYadUSUAIIUS The NCSA organized training on
dunwlupvUaoanulsiuos (Cybersecurity & Cyber security, focusing on up-to-date
Knowledge Sharing) TukodionidudoUuna: topics. The training is organized monthly
AualdgdolkanIsad Zodaduduus:3 : to raise cyber security awareness among
r]nldou M’}Oa§qoﬂgqumsmuﬂ§]ﬁﬁwmwu youths and the general public. This training
wa:Us:818uia 101K A AU 18iuos call CyberSecurity Knowledge Sharing.

AWauuNlUogiwsoaisouaskainkangsuuu

losiywnsovausuluszuuooulad
With more than 22,000 online participants

Personal Data

Protection Act

Stop Bullying
d:anNIKU_.DSTK
INgsanuU




Security Concerns

in Using Blockehains

and Smart Contraects

StUU DNS' (Domain
Name System)

UnyKINISKkaanasw

NYlBlUDSDINS:UU Remote Working

d8Indanugalkl Kwlnanglsiuas

N1SgNSzauuNasTIU Cll
0 W.SU. 18was

Cybersecurity Knowledge Sharing

SinnungaAnAmIMDlBIUasSatUWUNIU
Uo91¥W : Cybersecurity for professional
employees

Data Layer Protection

Infrastructure Tusuuuu Multi-Cloud
NUADINAWUSOIU Cybersecurity

AJDUAUADUWILNDS - Us:layu
NIANAY LasNISSULD
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msooousmwaaswonmums KUnS
KduUs:B8undU

Cyber Security Knowledge Sharing
fnS'\‘)-OOUSIJIEJ'IDULIS:LITKIJSII‘hﬁLIﬁEﬂZ‘IUOSr Cyber Security Literacy Training for Youths

N1S900USUIEIDBUSUIKLSININU ;
nglguos valdunisasoAd A WD
AUUNISYUSEQUUSTIUANU USYUANUT Llas
Gao/anAnuanouszinA 1Raszkundofien :
owinadusINMIsdsuInosibauazinalulad :
wSouIBgUSISUovAUNYANAIUNIAUNDSITN
Tuidoodu tasanunsnihnonusAlasUlUdhenoa
ungunAsaoia:ynnasoudwld Snnoldums
aswnoAunungnwlgluos launwsoulRU
doaulng aasaduldunisasousoduanald
TRnuenoBu UniSeu Unfinyl 1Han>wauld
owauAWUUAvUasanglsiuas tiludms
waunAngnIwilaswuynaInsaulsiuos
vouUsHNAlUOUNNOSNADY

ﬁlm:)ziuﬁl"lsi:)ug OOO
UINNIT o AU

With more than 9,000 youths attending
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The cyber security training for youth aims to
establish knowledge and understanding of cyber
security among students in primary schools, high
schools, and universities across the country to be
aware of the dangers when using the Internet
and modern technology. The training also offers
basic ways to protect themselves from online
threats. The knowledge from this training can
be transferred to their parents and the people
around them. This training can improve cyber
immunity in Thai society and inspire young
people and students to be interested in cyber

security careers, eventually leading to improving

cyber security capability and personnel of the

country in the future.

A
!



NISUSNISIYINISAIUNISSNUNIAIINIUAD

Uaaangldiuoas

Academic services on cyber security

anud. laasskunfionnudAnglums

TR WMo uAWbUADUaoaNElBIUS
ALYENS:AUADWESITOLUAAINSNUAD W
UunoUaoanslsiuas uazdunistwauws
A2IWU3NI03BINMSAIUNISSNLIADILLUAD
Uaoanglsiuas sounvidunisianiuasu
O0ANDIESKI AU hunBonisans:Au
A2WSIWalkunansawisnihluId ki
Us: logu1aTukuiogo unoKU80 Uugo0 5y
IazoNBu 0N LKIINENAgUUld LKISNeNay
USWY NS:NSOOMISCioUs:INA uSun  dadu
Polnds (UszinFilng) 91na wausun lulhs
gown Us:inrilng 10udu

The NCSA realizes the importance

of cyber security and aims to improve
the capability of cyber security personnel.
Academic services on cyber security help
disseminate and share knowledge on
cyber security. Cyber security personnel can
apply the knowledge to their organizations,
whether in the public or private sectors, such
as Maejo University, Burapha University, the
Ministry of Foreign Affairs, Nissan Motor
(Thailand) Co,, Ltd, and Microsoft Thailand
Co,, Ltd.
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N1Sas$1vAINASKUNSNISSNUIAWKUAYUaDONY1BIUDS

Raising awareness of maintaining cyber security

dnuy.ladnisvadnssANIsS
TkAWSAUKLDEDIU ovANS  [SoiSaucio
0300Us:doA WalwawsAdWIazasio
A WAs:KUNAUADWLUALUaoang 181UDS
TRUNNaUITIKUIEEIDY AoNIASTLAONYU
Unideu G3a Undnul uasus:ssundlu
01 01U “NAlufEsind) usanssumokt

SngiArdastinwy wasundunio:ngle”

The NCSA organized exhibitions to

disseminate knowledge to agencies,
. organizations, and schools and raise
. awareness of cyber security to various
: target groups in the public and private
- sectors, students, and the general public.
- For example, the “Advanced Technology,
. Advanced Innovation, and Science-led
: Physical and Mental Health” exhibition was




NISISPSANISWAIJUIUAAINSATUAIINKUAD
Jaoanglduos sta:n 1 Intensive Cybersecurity
Capacity Building Program)

Intensive Cybersecurity Capacity Building Program Phase 1

fﬂSWCUU']UHa'mSOWunDWUUUHD § Building the capacity of cyber
Uaoonahﬁluos”lur]ﬂskounUUskénsmw security personnel at all levels urgently to
TRIMsWauLynaInsaunUbuUALUaoQre ! support the operations under the Cyber
Tgwoslus:g:isodou @uuayunisaduoiu Security Act BE. 2562 (2019)
QUWSESIBUNYJAMSSNLIAULUAYUAQNY

T8wos w.A. 2562

NIWSOUNISWUUNUAAINSAUADIWKUADUADaNE18IUDS

Overview of cyber security personnel development

n1sausuBLUUGnIskangasaundwluAdUasanalBiuos
Workshop training on cyber security

wWhkurgandulnsons
Target of the project

léU[F'ISDﬂ']S lle wuNAY 2564
Starting in May 2021

waaSovoolnsons
Achievements of the project

WhKUIEAAD1

3,200AU

WIINSOWOUSUSIU
4,169 AU

Target 3,200 participants

Actual participants 4,169 people
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WaETUf]nSUO\)ﬂ"ISWCUU"IUF'IE-'I"IﬂSO'\UF’ID'\UUUF\DUE’IOQI”IEH?SIUOS

Achievements of cyber security personnel development

Course D&E: Kangas Course A; KaNZOS Course B: Kangas Course C: Kangass:Au
St ouwmaamm mnugun Wug Kanaass:AUWUSKIS StaUYIBEI¥IY wuw:nhrulam A

D&E Cou )
et gt it Course A: Basic program Eraiin Begam
—————————

Course B: Advanced Program Course C: Specialized Program

WITSOWOUSSOY WiI1SOUBUSUSOY WiI1SOUBUSWSOY WITSOUOUSWSOY WIgSOWOUSWSOY
450 au 2,867 au 69 Au 599 Au 224 au
Target 400 participants Target 2,250 participants Target 50 participants Target 300 participants Target 200 participants
Actual participants Actual participants Actual participants Actual participants Actual participants
450 people 2,867 people 69 people 599 people 224 people
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NISWILIUNNUENIDIBIUDS
Thailand Cyber Top Talent 2022

Thailand Cyber Top Talent 2022

anuy. YaMslodu Thailand Cyber Top :
Talent 2022 lusUuuu Capture the flag OulA 2

WolokdolRiduionssuwandunasguindou
TRUs:inAlngIiaMswaula:wUSuduYAaINs
drundulunvUasangldluosikaoasunu
A AoOMsyovUs:INA [aadikunaldudnisau Gaa
UnAnul ta:us:=unaly AldIsSounIsuyoiu
INAMSIBIUS Wauunnnu: asuszaumsad knanatdu
ynansAdAWEAWaLIsSORaIfsUlus:auaINa
ua:iunsas1oAdWAas:KUNSUSINEINUNBANAL
nwadulguas1knuyananaluuniu aasasutdu
n1sastoynainsaiunduiunvUaoaneldiuas
oondnarausvouluounna3nady

BT WDURALAINS LI TUADAU

There are totally

393

UWIUELTUNIN
With more than 1,138 competitors

1,138.

S:QUIJSIUFNUN
(Junior 166 M)

116 teams in the junior level
487 competitors

suou 487 o

The NCSA held Thailand Cyber Top
Talent 2022. It was a “Capture the Flag”
competition aimed at developing cyber
security personnel for Thailand to serve
the country’s demand. The target group
was students and the general public who
participated in the competition to develop
skills and experience toward the international
level. This competition also helped raise the
awareness of cyber threats for the public
and produce a cyber security workforce for

the labor market in the future.

S:AUQANANUA (senior 110 fiu)

110 teams in the senior level 325 competitors

9udu 325 AU

s:GuUs:¥BURdIU

117 teams in the open level 326 competitors

(Open 117 NW)

s 320
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nIsauuayuuasuNsouus: gy
AUKUDIDIUNTUDN

Supporting and attending meetings with external agencies

dnuy. laaduayuynainstdnsou
nisus:gululoniddiog Atfeddoo
QWABIYYOOKLDEDIU 2R NISUS:YL
Us:grauTgiuasnoonwlng ASoR 4/2565

MSUSEZUWNSUUONIDNISANTUDIU oD
Regulator dud@isistuguaniIsus:yy
ATUOUNSSUNISUSHITUWANSWNNISUSKIS
Snnamsnis:ausia Ussl 2565 ASoN
2/2565 10udu

The NCSA deployed its representatives
to attend meetings on various occasions upon
invitation, such as the 4/2564 Cyber
Community Meeting of the Royal Thai Army, the
Review of Operation Guideline of Public Health
Regulator, and the 2/2565 Subcommittee Meeting

on Evaluation of National Crisis Management.
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NISUSSINIWIAUSIUNUNIAINSOUNY
TuPSIWUNNUYE AT WAIUNTAADINEINNSD
TRUYAAINSKLDIDIUADUAUKSDONINU
QUa KUDYDWYDDSF LAzKUIFLIU
[AsvasrowugiudrAtynioaisaune

Special lectures with network partners in developing and enhancing
competencies for personnel in regulatory agencies, government
agencies, and critical information infrastructure organizations
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900USUSOUNU The Computing Technology Industry Associa-
tion (CompTIA)

- Koo “Two Sides of Same Coin: Investigating Critical
PenetrationTesting and Security Analytic Skills”

- NS Workshop: “Peeling back the onion: Taking Security
Onion into battle”

kaspersky

YQ0USUSOUNU Kaspersky Lab Singapore Pte. Ltd.
- KOUO “Building a Safer Future for Thailand”

900USUSOUNU Mandiant Thailand
- Koo “Briefing - HIVE Ransomware”

900UsHSIUNU USGh Insudlulas (Us:inflng) S1na
[rsomMsA2WSOUTaMIPIBINSIWOWMILNUAANSAUTBILDS DIUdU 3 KANGAS

Kandas Build a Strong Security Awareness Program (General),

(Train The Trainer)

kandas Next Gen Information Security Leaders

kangas Cyber Security Capability Skill Building

Koo “msmamsnitud [Uuta:AFnvyodngnnmuNlgiuos Ul

W.Fi. 2565”

Kado “srgvnuamumsninonuuasansnlsiuosdksundousnuosl

WA, 2565” IusnwMsUnUoowuwos udRuensadIwuiu

== Microsoft

daoususounu ustn lulnssown (Us:infilng) 91na

- KDUD “Microsoft Women@Cybersecurity

Y0aususouNU duinuloadaunds
NAWUNSPINWUKIUAS

- Kol “(ISC)* Bangkok Chapter: August Event 2022"
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N1SIQOUSHIWOIWIANUEIAEWAIUY
yandWANSOIKNUUAAINSKUDFD U
ADUANKSONINUQUA  KLDYDUYODST
ua:ktsgoulnsvasrowugiudiatynio
ansdautnfi (NCSA Cyber clinic)

Special lectures with network partners in developing and enhancing
competencies for personnel of regulatory agencies, government
agencies, and critical information infrastructure organizations

(NCSA Cyber clinic)

anug.daousudatiovaasansl :
WowauuNIa:ans:AUANU:AIUSAIUAII
UunvUaoans l8iwos IRAUYAaNNISKUDEU
AJUAUKSOMAUQUA KUDEPIUYOOSY LA :
KU WIASHASIOWUTIUAATYMDENSAUINFA

la:@INUINKLDEPUAEUTD

The NCSA organized training (Cyber
Clinic) continuously throughout the year to
develop knowledge in cyber security for
personnel regulatory agencies, government
agencies, critical information infrastructure

: organizations, and representatives of
. interested organizations.

lagdwignsouuINNIN
With more than 1,800 participants

1,800 ..

NuOUBI [USOUNIN

Total training period more than 5,500 hours

5,500 :.c.
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N1SYAOUSUIWAIWNNANUEILATWIUNTAAINETNISDIKNUUAAINS
KUDYDIWAJUAUKSONINUQUA KLDIDUYDDSH llazKLdEDU
[AsoasowugiuarAtynivaisauind (NCSA Cyber clinic)

uudNIwMsYana/
NUNDUNISUSKISADULEEDY
awulsurgnisuskisdanis

(UdNIYNSIWIUWU
tazSamuwumsioans
Tuna:3nnawonouauoy
aoaKQMSNIM 0WNSOU
NIASTIU (MIOSNISIWBTYIKQ)

msSamuwundUGoIio
NSsNO (Business Continuity
Plan: BCP) CT'“JﬂSOUU'\OSg'\U laz
MAUQUQO (Workshop)

uudnwnsidoudos:a:Ina
(Remote Connection) QUNSDU
LS UUdNWNNSTaMsEo
iudoyauuunaald aunsou
LIASTIU LUdNWMSIUvIUTOYa

NS:UdUNSYaNIIASTIU
dunssnunULUALUasaseY
18wos uazuszaumstidiunisdam
IASTIU SOUHDUSEUDAIUINIVUNUG

(Information Sharing) 0WNSOU HA:NSOUNASFIUANUNMSSNVIADIY
UIas3u UunAoUaoany 181uas voo dwso.

. \ uudNMOMsMIRsEUUTANLLTOINSD
msus:ougoolko

a:NISNQADdUINESEUU
0WNSDUNASTIU llas
MAUJUGNSSamMuwumMs
NAdoUIDESEUU

(System Hardening) 0WnsoUUIASTU
MAUQUG 1300 CIS benchmark ta:
nsUs:gnd18ornRs:uudAWIEDINSPUAILUNIDMS
ADUAUNMSIINTD (Access Control) MWNSOUNIASTIU”

Indoviioua:ns:uounslumsasdvdou
HLUOMOMSSNUNa:WuwANUIEEKe uastwhs:3ongAnAIINID lgluasaunsauuassu
ﬁlﬁomnﬁannmun‘:wwluaé 1IaxNAURUGMS GRS IUASIDEOU
: uaziws:3ongAnNAMUNI 18IWas tazmMsasdvdou
dunssnunoutunsUasany l8IuoSmUNSaULNASIIU
taxMAURUGNS SadvAuasovdoudumMssnun
A WLUAYUaDArY 1B1UDS"

OWNSoUNASTIULANSTUANUY
1500 MsSNua:WuwWAUIdIKY
AadInNgaAnAIND 18IWwas

s1gvuUsS=9U 2565 A
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mswauninaluladadnanvuustuninis
IWOENS:QUAINANSOUAAINSTUNIS
JoonusuilonganAIunvlBiuos

Integrated digital technology development project to enhance
personnel’s competencies to prevent and respond to cyber threats

anuy.1ada Workshop n1s1dviutaznisWvndous:uu Cyber Range Platform
dkSukuogviulnsoasrowugIudIATYNIVENSAULNALRA:KUDYOIUYODST

The NCSA organized a workshop on applying and testing the Cyber Range

Platform for critical information infrastructure (Cll) organizations and government agencies.
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NISINSEQU

Upgrading

MsgNSs:QUKLDgU RSV aSWWUFUdATY
N@SAUINALLATKUDYDUYODST

Upgrading critical information infrastructure agencies
and government agencies

s1g0UUSENU 2565
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MsUs:IiiUADIIWSoWIUNISSUDD
AWIEILANIANAINNIIBIUDS
staunaukLsgmulnsodaswwugudny
NYANSAUINFALLAES:QUKUDYDIUTODNIASH

Assessment Security for Critical Information Infrastructure Agencies

and Government Agencies

anug. 1asarinmsdnuiwonisus:ou
A WwSaulunisSudonduideodusingu
Ad1ArylunisaandWdgvonnaslouad :

nlgluos dkSuovAns Bonasus:lidu

A2WWSOU:EdaluaUUNMSHIKUQNaYNS

urasMIsk3ouuoNURUG lunsdoviundl

[dgoonioAnAUldiuassuns:nudon :

UUAYODSY

The NCSA conducted a study to
assess preparedness as the foundation to
minimize the risks of cyberattacks against

: various organizations. The security

assessment will assist agencies and

gorganizations in outlining the strategies,

measures, or response guidelines for

preventing the risk of cyber threats that

. may compromise national security.

ww S190UUSENU 2565
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Countdown Us:udauudsniouijutiuas
NSOUNIASFIUAUNISSNUIAIINUAD
Uaoanglgiuos d1KSUKLDg»IUYaDST
ua:kusgvoulnsvasrowugiudiney
naNsauLnF

A countdown to systematize the code of practice and frameworks
for cyber security maintenance for government agencies and
critical information infrastructure agencies

NoNssU Countdown Us:udalludoNw
JijuduasnsouuiassauaiunIssnun
A WLUALUAoaNglBIUDSKUDEDIUYODST
KUDgLIUADUAUKSONAUQUA  llazKkUdg» U
[Asvad1owugiud1Atynivaisautnd
Wodun 6 nsnpiAU 2565 [0udRWIINSOU
AdNSSUSIUNDAU 287 AU MMIK1ANS LD
wuosnwMsabusulkiduluauds:miAAcu:
nssunIsMAuQuadtuAIUiuAvUaDaY
Tgwos

A countdown activity was organized
to systematize the guideline practice and
frameworks for maintaining cyber security
for government agencies, regulatory agencies,
and critical information infrastructure agencies
on 6 July 2022, with 287 participants to be
aware of and comply with the notifications
issued by the Cybersecurity Regulating

Committee.
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NSIKAMUSNUNGIUNISSNHUIANIUAD
Uaoangldiuos

Giving consultations on cyber security

anug.laandumsTkAmusnu
LLNKUDEDIWCID 7] WIUBDOND

cii@ncsa.or.th

J9IUDUKUDYDU 1 1 |
KUDgvIU
DIUdULAE 1 5
lnd

Lazwiugoonionisus:yuuas
USSeNy

J9IUDUKUDYVU 27
KU28v U
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NISWAJUNIQADINAIINSDNSEUDUNIS

a7 L 4

Jnuaoiua

uldwasmuprasgiuaina

vookLidgoulnsvaswwugudnty

NIvalsdulne

Development of cyber security competencies of critical information

infrastructure agencies

NISWCUUNTQADIIEIISONSEUDU
nasujuavudUlBluosSauLINSIIUEINa
vovkUdgviulAsvadowugiudrAny
NIvdisdulnA Oni1svaousuKkangdas
WulnIsufuanas(Lead Implementor)
La:kandasyunasoddou (Lead Auditor)
Wodolasuiiazaduauunisdidunissnun
AdWUUAVUaoansldluosyovKLd8vIU
[ASPASOWUTIUIATYNDENSAUINA StKIW
SUR 9 WOuMAU 2565 fid 2 AUENEU 2565
Suounvau

- Lead Implementor 4 Su 230 AU
- Lead Auditor 3 Su 138 AU

Training programs were organized

for lead implementors and lead auditors to
support the cyber operation competencies
- of critical information infrastructure
- agencies toward the international standard.
The training courses extended from 9 May
- 2023 to 2 September 2023, including

- Four lead implementor training

. courses with a total of 230 participants

- Three lead auditor training courses

with a total of 138 participants

s1guUs=NU 2565
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NNSPANISIOUIASTIUIBBW

wupuavuaulduos

Preparation of Cybersecurity Professional Standard

JN1SYaSIUNASTIUIBBWHUNUE
oudundwbuAvUasanslsiuas waldu
NSMKUALIASTIUSBIBWAIUADIWLIUAD
Uaoanglsiuos #oo:dowadoniswasun
unansaulgluasnisvaniIsAnuyIouUSY
NIsNIKUANISWNANY: soulUfioniswauu
nisvanIsfnulkdoandoonudiklivou
la:NsiosryiaulaouangouAigddon

The standard of the cybersecurity
profession was drafted as the guideline for
this career. It will be helpful in developing
cyber security personnel, skill and knowledge
training, and education design to be suitable
for the positions and promotion in related
professions.
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nmsWniWonadoulioAWEWNSD
nwldwasknukusavulasvasowugu
darAtynvasaulnf Thailand’s National
Cyber Exercise 2022

Thailand’s National Cyber Exercise 2022

nIsWniWonadoudandIuEIuSH
nwlguaskAUkL8vUlASVESIOWUTIU
drAnynvansaulnA Thailand's National Cyber
Exercise 2022 S:K3W03UA 22-24 SUDAU 2564
gnisda@WniwonadoudandIudIulsn
NLBIUDS IWolKKUDEOIUAIINSIUNISHN
Gnonu3nouEloWULNIUNEIAUMSSUDD
NUNYANAIUNIIBLIUDSATUWSESIBUTYTYQ
mMssSnunWUUAYUaoanglBuas W.F.2562
logdyunuLINKUIELUNDUAUKSDNINUQUA
Hu'aamufnsoa§wov‘\7ugwuéwﬁrgmomsaumﬂ
$SIUDU 66 KLDEVIU SOUSUDUNDAU 486 AU

Thailand’s National Cyber Exercise 2022
was organized from 22 - 24 December 2021
to test the cyber competencies of critical
information infrastructure agencies and
educate the participating agencies about
cyber threats according to the Cyber
Security Act B.E. 2562 (2019). The event was
attended by 486 participants from 66 critical
information infrastructure agencies.
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NI1SYAvIU Prime Minister Awards :

Thailand Cybersecurity Excellence
Award 2022

Prime Minister Awards: Thailand Cybersecurity Excellence Award 2022

AUNLIUAUENSSUNISNNSSNUIADLY &
dunoUaoanelgiuodikosnd (anus.) 1aiEoku
fivAowdrAnylunisans:AuAdIUEIUISH
YOOKUDEDIUNIASY KUdEoulASLESID ©
v@ugwuéwﬁmmomsaumﬂ (Cll) KudIUNBU
soulufiokuogorudu q 3o1ddndunns
209NSSU Prime Minister Awards: Thailand
Cybersecurity Excellence Awards 2022
Wodolasunisduduniu ta: fminuquanaoa
QUASIADIWASKUN Ua: NISSUSHoRgAnAY
n1ol8luo$1RaoandooTUAULUINIDYOD :
ws:s Uy nJan1sSnuIAdILTUAYUaDang
181wos w.A. 2562 tafulumuuiassuana :
Aod anuy. laBrynssumMswnsoAnICD
AUAW ) KAINKANYAWINBW WISTUNUSELDU The National Cyber Security Agency
mfuricﬁum']udunanooﬁaMtuos’o:lfJLIJms (NCSA) acknowledges the necessity to improve
9M030INWSESIBUNYTYANISSNBIADILILUAY i the competencies of government agencies, Cl
Jaoanelgiuos w.r. 2562 ua: Us:nIF :

: agencies, and other private organizations. The

AfUzNSSUMSIMNUQUAAIUADIIUAYUADANY ¢ prime Minister Awards: Cybersecurity Excellence

18Wwas 15ooUs:udaIUINOUAUG 1Az Nsou Awards 2022 was organized to promote the

LasguaUMSSnAILLUALUa0NE l1UDS : operations and regulations, to raise awareness

SUKLUENUYOLSY La: KUdeoulASKESI i of cyber threats according to the Cyber Security

wugwuémrymomsaumn R Act B.E. 2562, and to achieve international

TuintuAus:IouduAWSOUDToIA:ANUNISWEUUN +
« standards.

Ananw 10unN1sd108001NABGAIEIas:AU . -
_ _ . _ g Honorary judges were invited from
NISWUIUINISSNUIADIULUUALUADQNgNIY -

. . : several professional disciplines. The criteria of
Twoss:aulan (The Global Cybersecurity Index: :
GCl) vovakniwlnsAuUIAUS:KIWUSEINA ¢
(International Telecommunication Union: ITU)

TuRdToMSWULNANENW (Capacity Development) :

cyber security were referenced from the Cyber
Security Act B.E. 2562 and the Notification of
the National Cyber Security Committee on the




nssuUNIsaadusivda

as.UStytyn Kowloun as.Adxsnu Adlunusssu

Us:sunssums nssums _ .

gnsonnuAIAUMSSNIANULUALUaOanElBILOS guemsauainalulagivonuiuAvYoLUS:NA
ta:MsUszgNABOWNTUBY (NSD) &ond.

unglwyad ousinylryinesd NFBBU SFDSNIVF]

NSSUMS NSSUMS

WNSOACUDCTANUNNKUY UsssunssuMsAUgUs:anumudunIubunvUaoqny
inAlulagansaunAnAnssunAS (TB-CERT)

sF.as.dadvou vwgsalsou asyia dsnawwal

NSSUMS NSSUMS

9NMSHUSEINNAUSBISNYINNSADUWILDS KoKUnAU39eALLUALUaoasaSaUINF

aruzinaluladansauinrita:nisdoans (ICT) AuginAlulagdiannsalndla:nouwolaSIIKosIa

UKIINIAgUROA (NECTEC)

asuw.uduns nswaauysai

NSSUMS

MNSHUSEINIBINTUIWNYFNENSASSIBWENUIA

UKIONENAuUKaa

IWOWDISTUNDKUDEDIUAWAIUNISUS:LTU
dunwunoUasansua: 1asuluds:mAifesantu
drsurtngouATMsENTUAUAULUAYUaDAE
Twosi0uan (Certificate of Cyber safety)

Judu

collaboration and capacity development were
referenced from the Global Cybersecurity Index
(GA) by the International Telecommunication
Union (ITV) in the topics of Capacity Development
and Cooperative.

In 2022, a total of 127 participated in

. the event. As a result of the judgments by
KUd8gvu

agencies the honorary judges appointed by the NCSA

soufiodiktioonuAldsuldsodamuus:inncie @ i Some agendies passed the qualifications on

Trophies were given to : cyber security and were awarded with the

Certificate of Cyber Safety.
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MSYANMIWUNAYNSNISUSKIS
HA=WQIUAUAAINS (W.F. 2565-2567)

Preparation of a three-year management strategy and personnel development plan (2022 - 2024)

558 ﬁﬁ l:l Vision

USKISYIUUAAALA:dSWIOSTIUNMSWIIUNUAaINS lunndnu
TRwsSaudnuamsnalumssnunuuuAvUasany l8lwasTknuUs:InA

Personnel management and well-rounded human resources development
to be prepared for cyber security operations for the country

Workforce planning HRM action plan
BUwuuSKISdaSINED DuwuusSKIsnSwennsunna

Individual development plan
JuwuweuununaInssigunna

I
WHII;I'IT'M

LHRD action plan LTaIent management “® Monitoring

Puwumsvan1sAOS PJUWUNISUSKISYAMS and evaluation plan
liaswuwalunuAaINs Waussnulzgo JuwunisGamuuazus:iuwa
s1901uUszU 2565 A
90 A ]

[\
drdnpiuntuENSsUMSMSsSItAULUALUaoaNSlBIuoSIKDBIG (ENUB.) "“



MSWAJUITaAEWNSD
NISUUOLIUYDOLUAANNSTDDAUNDIU

Development of operational competencies of the NCSA staff

NISWIUITAADINEINISD Operational competency
MsUHUGoIUBOOUAAINSYOPAIINDI  development activities are organized
1a9alkinIswayundandiuaiuasn  continuously to improve the skills
MsURUGOIUBOOUAAINSYODAUNDI  of the NCSA staff based on their

méluogodioion tazawANUAUlD  interests and promote learning new

yooynaInNs IWoddlasumsiSauglkl 4  things.

anuy. YandNssU CSR aswAtuAINaugdavAy Corporate Social Responsibility (CSR)
NCSA organized corporate social responsibility (CSR) activities to return benefits to society

270mw 2100urAciGning snunglgiuas

llej-Uf:l: 3 dokAu 2565 Painting of Thai children’s future and cyber literacy

U [.-9 gusaUsUegn1d On 3 August 2022 At Wat Poramaiyikawat School
visgu b Pak Kret District, Nonthaburi

9unoUNINSa dvkKIauunys

muuval (dvidon) vrukos (duu:)

llej-Uﬁ' 37 unmnu 2565 Making fish houses and clam houses
On 31 May 2022 At Kung Krabaen Bay Royal

Development Study Center
D12APNSHUU DUNOMIKL DOKIADUNYS  Tha Mai District Chanthaburi

U AUgANNSSSUEIaUSIeIaU

Unwryus:logd

Wooun 16 NUNIWUS 2565 Volunteer activity
16 February 2022

At Wat Chonprathanrangsarit
WS:015MWKAaov 5on5auunq§ A royal temple, Nonthaburi

U davaus:musvanua

Jduadwgydov 9 WWn1snwaigan

llej-Uﬁ: 16 doKIAU 2565 Happiness Sharing with Visually
Impaired Children

16 August 2022
At Makut Khiriwan School for the Blind

ru [suiSgudounucuoa unNnAsIU (1wlkny)

anssfin1s mMelauusAa KUS stay cyber safe

IKaowsaowunelsivos Exhibition: KUS Stay Cyber Safe

¥, . 24- 25 3 2565 Education about cyber threats
QR U 4 VAIAU on 24 - 25 August 2022

U [SoISgUANSNKOUKIONENIATNUASFNANS  Kasetsart University Laboratory School

NCS s190UUSEU 2565 91
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NNSOUSNIAdNNUNIWOWAIUNFANINIW
govwWUUGLIUSHUIAIIWNUADUADANE1BIUDS

Training and seminars to develop the competencies of cyber security personnel

msauslia:duULIWOWAUUNANSN WYooWUAUaNU
SnunAULUALUaoanElBIuDS T30NUS:aoAWoWULINAIUS
lazAAUSHIUNMSURUAOUgoLyURTAOUlUA N
ATUENSSUNISMISSNUIAULUALUEDANETBIUDSIIKLBNA
[aoIuNSIWUAILSIA:ANG:AIUNSSNUIADILLUAD
Uaoanglswos msmwouduiundus:ansnw  msaso
AW oBoAUNa:AU MsdoansnDUs:ANSMw  NMSWeLN
NS:UOUNSAQ (Growth Mindset) nazn1stdsudsIvNID:
MsuwinlRwUFUGNU
MsSaoUsSUIWaWUIUNRINUY:MSFoansNndonnu Meldso

“lnsoNISWJUNNNU:NISdodans
MUOONHUAKSUWURUGADUYOD dnuy.”

Tukoodioudnuisu - AUgPU 2565
From June - September 2022

The training and seminars to develop the
competencies of cyber security personnel were aimed
at improving NCSA staff’s knowledge and operatio-
nal capacity, particularly cyber knowledge, mutual
trust, effective communication, growth mindset, and
leadership skills.

92 s1g0uUsENU 2565 NCS
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luus:mrdauasaruldiuasnwinoiudtinoiu
ATUENSSUNISNISSNUNANIKUAYUaoang l8uasukost (anuy

The Cyber Certificate was given to employees at
the National Cyber Security Agency (NCSA)

Out of 41 employees

UssmAdetasaina dugo SUsooyURUaNMUAIAIILLUAD
Uaoanglgiuos CASP+

Advanced international certificate for cyber security personnel CASP+

9 AU AalduSosa: 21 95
employees representing 0 percent

Ussmrdetasana dunamw dksughuuaouludumssubo
IKQMSNYANAI CompTIA CySA+

Intermediate international certificate for cyber threat response personnel
TompTIA CySA+

AU AaWuSoyas
12 employees representing 29. 26 percent

& Ustmriligdasanna gunatd AuNSIDNES:uUU CompTIA PenTest+

Intermediate international certificate for CompTIA PenTest+

—

A4
7
/
{
4

1 5 AU Aadusoga:
employees representing 0 percent

Us:mrdisUaslsuos kangaswugiu

’f J AWSASNOUlUNNSUAUGDUNOAUTBIUS CompTIA Security+
p p ’r Basic cyber certificate for necessary knowledge for cyber operations
t CompTIA Security+

/
e”uf
5 AU Aadusoya: 85 36
employees representing n percent

NCS s1g0ulszNU 2565 93
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NNSASIIWUSSSUNNINOADDANINS
uarweoJuaunaansNMglu

Creating a culture "of knowledge transfer and internal human
resources development
N1sdsivdusssunNIgnoaq
ovANWSIa:WaUUUAaINSMElU. dnug.
ogodoltion WalRINONISWAULNAD WS
IWUFNgNIWIUNMSUAUG»IUQIUNNSADYOD
danou logdadunnduws yoodUank
The culture of knowledge transfer
and internal human resources devel-
opment is gradually and continuously
enhanced to improve the effectiveness
of operations according to the mission.

The culture is repeated on Wednesdays.

UDUSIUNDAU Totally

KM Wednesday Talk

ﬁ:)il'a topics

94 s1g0uUsENU 2565 NCS
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StUU Back Office IWOdUUAUUUSKAS

danmisngludtinvu

The Back Office System to support internal management

nastin s:UU Back Office 829 :
ddudyuuskisvanisnigludrdnoiu
Wolkns:uounismoudnousoaidoua:
JUs:ansnw  soufividAduunoUaoane

T8wos laedsieadaadod

The Back Office System is intro-
duced to support the internal management
for fast and efficient operations and cyber
security. The details are as follows:

11 s:uufnsoa§1omsaumnv‘\7ugwu (System Infrastructure)

1) SaKIAZOLADUWIINDSE TN
dmsuguuaouludrdnou uasgafdo

WusudKSu N U

2) TKusnNass:uuuygslwanatvuon
&dnoiu NCSA Drive TRunwUUGoUlU &
dUnou WawunWa:aonluMsIgsToya
dkSuMsUUGLMIU  llazaadrykiaundWy
Uaoariguoomsldoiu Thumb Drive AGAIL

BaodulosSatazianns

3) samionaisvolingunsnidoudd :
BvwuNMsludtinoiu (BYOD) wSoufiuay +
n=dau wiouasovdounUlUALUaoanglk

URWUATaUMEludInNoU

4) daKIlazQUas:uUBOWAIDS
gowauuayumsujuanis 1dun szuums i
Ustguooulad szuuaisusstudlannsolng
S:UUBIWAYoLEUNOIU S:UUNSIAMSUSKIS

vuyAna Wudu

1) Office computers were acquired
for office workers and installed with basic
office commands.

2) Files are shared in the NCSA drive
to facilitate NCSA staff to share their data
and provide more safety instead of using
thumb drives, which are more vulnerable
to viruses and malware.

3) The documentation system of
BYOD (Bring Your Own Device) was
established together with the registration
system. Cyber security was verified for
NCSA staff.

4) Supportive software and programs
were acquired and administered, such as
online meeting platforms, an electronic
correspondence system, official emails, and
a personnel management system.

NCS

shguus=NU 2565
95
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5) damua:lkusnN1ss:uu  Active
Directory &INoIUW3oUNOIQESSKIUIAKL]
vovdunviu uadnslunasidnfivdoya
0WNaU (Role-base Access)

6) YakIllasduuayuounsnisou
fioiskinANDAcWaIIsnlunIsido
N1sUs:gudUUUN StuunNIstlgnaadq
AtfgoAunISiwanwsdoyadiidals
dunissnuindulunoUasaneldiuas

96

00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

190 UUSENU 2565

5) An active directory system was
established, along with agency
categorization and role-based access.

6) Equipment and personnel were
procured and supported to produce
media, organize seminars and meetings,
and live broadcasting related to cyber
security

FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,

NCS



1.2 StUUIASOUN9ADUWIILNDS (Computer Network)

1) YQdsslazuuvdaddus:uuinSouY
AoUWIIOOSE NV lasuuoludadou 1aun
1. glBowumeludrinou
2. yldorumauonyundado
AU 180 Us:uUasaunANeudTNoIU
3. szuulnsFiwndtnou
4. stuunaovdvdsua
5. [Buvaoanawiriu (DMZ)
6. StUULASOUNgYDOFUY
Uszaaunissnuinduunolaoanegs:uu
ADUWIIQOSIIKOBIA (NCERT)
2) TkmsusnsinSonnglSany WIFI
TRASoUMAUWUAZ N
3) TKUSNSIASOOWUWIONENSWIU
StUUINSOUNYNDUWIINDSADESUUANSAUINA
YOVOVANS
4. TkusMsszuulnsAwndtnNuIUaDY
StUU IP-PHONE AsooSus:uusuanada lulia
(IVR)

1) The office computer network was

allocated for different users:

1. NCSA internal users
2. Visitors using the NCSA’s

internal IT system

3. Internal phone

4. Surveillance cameras

5. Demilitarized zone (DMZ)

6. The network system of the

National Com puter Emergency Response
: Team (NCERT)

2) WIFI service that covers the entire

: office area

3) Printer service through the computer

network using the internal IT system
4) IP-PHONE with IVR support

NCS s190UUSEU 2565 97
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13 szuudundwluAdUasanslsiuasludouyovdtinonu
(Internal cyber security system of NCSA

1) dadvs:uumMsUovAuLa:0oUaUDD
doanmsnindnouidsonolsiuasunindon
ADUWILNDSEUNDIU (End-Point Detection
and Responses)

2) GadvaUNsniduInasSINAEEY
Next-Gen Firewall W3oURDIANSAUIFD
TunsJoonu Threat, Anti-Virus, Web Filtering
lla: Application Control

3) Gado DNS Sinkhole Wal8lums
Nson Advertisement lla: Tracking Uwddu

1) Install an End-Point Detection and
Responses system

2) Install the internet gateway equip-
ment using the Next-Gen Firewall and other
threat protection systems, such as antivirus,
web filtering, and application control

3) Install the DNS Sinkhole to filter
some advertisements and tracking.

01ﬂ91UﬁOg8ﬂ51 From the database of more than

200,0

00
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nsYanuwunisasdddounslus:g: 5 U
(Uvuus:zunnu W.A. 2565 — 2569)

Preparation of the 5-year Internal Audit Plan (Fiscal Years 2022-2026)

whgasdddoungluladsariuwunis :
asdodouMelus:g:g10Us=TouUs:N
W.A. 2565 - 2569 WolDuAFNMoYodMsUAUa |
VIUASIEDU  llazdoandovnuldkuieg  [ag
ddunmismislauiassuNMsasoddouNelu
tazulguroaudo 16 (2) vovdoUvAUATUE
NSSUNISUSKISEIUNDIUATUENSSUNAS &

MssnuAWTUAYUaoaNglBIuDs (NUA.)

The Internal Audit Division prepared
a long-term audit plan for the fiscal years
2022-2026 as the guideline practice for audits
and compliance with the goals. The audits
will be conducted according to the internal

MSYANNNUASANUENSSUNISOSIDEOU
dUnvIuAnUENSSUNISNISSNBIADIULUAD
Jaoanglgiwosukosna ladamnguasarus
NSSUNISASI2da0UdUNDIUATUENSSUNIS
n1ssnuIndWUUAYUaoanglBluaSIKo¥1a
WatdutuoMBIUNSCITUMUYOPATUENSSUMS
asd9doulROUS:aNSN W llazUs:anSwa a5
A WLUDIRNNWIE31EUN0IUATUENSSUNIS
mMssnuiAWLUAvUaoanslBluoSIKOBG [
MSUSKISAOWIADY 1a:S:uUMSARUAUNNEIUAG
lazIKN=EL

The NCSA prepared the charter of
the auditors of the NCSA as the operation
guideline for effective, efficient, and reliable
outcomes to ensure that the NCSA manages
risks and has appropriate internal control

audit standard and Item 16 (2) of the policy systems.
of the Executive Board of the Office of NCSA
(EBO). :
s1gouUszNU 2565
NCS - 99
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National Cyber Security Agency
Financial Statement
As of 30 September 2022

UM
Bath
WL 2565 2564
S UNENE Asset Note 2022 2021
AunIwduyuIsu Current asset
RHUAALAEIIINISINBUVINEUER Cash and cash equivalents 5 96,675,385.01 28,354,116.76
anuilszerdu shortterm receivable 6 43,791.78  114,871.08
Fe9PINAD Remaining material 72799517 185,584.80
imﬁuw%'wémg‘uﬁﬂu Total current asset 97,447,171.96 28,654,572.64
AunInglainyuIsu Non-current asset
iRy e1A1suargUnTal Land, property, and equipment 7 16,461,228.65  1,371,436.30
Funsngludfiinu Intangible asset 8 5,076,595.93 -
39uAunSNElUngIBY Total non-current asset 21,537,824.58  1,371,436.30
FAUFUNSNE Net asset 118,984,996.54  30,026,008.94
wﬁﬁmmzﬁw%’wﬂqwﬁ/ﬁi'sunu Liabilities and Net Asset/Equity
wilAunyuiieu Current liabilities
Wnilszardu short-term creditor 9 1,783,074.75  189,545.66
BuSUrnsTaYdY Short-term deposit 10 2,288,697.90 401,250.00
Mﬁaumuﬁaugu Other current liabilities 11 323,308.12 85,411.81
im%ﬁﬁumuﬁ&u Net current liabilities 4,395,080.77 676,207.47
i?ﬂ%ﬁau Net liabilities 4,395,080.77 676,207.47
AUNSNIGNS/E21UNU Net Asset/Equity
U Capital - -
518ligandnAldangaean Revenue exceeding cumulative expense 114,589,915.77  29,349,801.47
FUAUNSNEIGNT/dIUNU Total net asset/equity 114,589,915.77 29,349,801.47
i'swﬁﬁuuazﬁw%'wsﬁqw%/zi'suv!u Total liabilities and net asset/equity 118,984,996.54  30,026,008.94

NADINIFANS

Air vice-marshal (O3 )

(Amorn Chomchoei)

(WEin@n AisEzeliug)
(Mrs. Muttika Jongpiriyaanan)
HE18NTEINNTR UL NAENSIANT

Director of the Office of Finance and Corporate Strategy RN Al

LAYITNITAULNTIUAITAITSAEIANULUAIUABANY

Secretary-General of the National Cyber Security Agency

wnewsUsznauIunMIiududiumilavessenunsiul
The notes to the financial statements form an integral part of this financial report.
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National Cyber Security Agency
Statement of Financial Performance

For the fiscal year ending 30 September 2022

UM
Bath

dnsudaugn
Fuil 30
AU 2565
For the fiscal
year ending 30
September 2022

dususousyezna Ul
AU 1 UNsIAL 2564
(Fuaanzidoudnga)
893uh 30 Aueeu2564
For the accounting period
from January 1, 2021 (the
date of registration of
the establishment) to 30
September 2021

41,591,500.00

41,591,500.00

2,375,000.00
4,420,939.32
4,484,891.91
487,896.94
355,871.36
117,099.00

12,241,698.53

29,349,801.47

NHYLYAG
51814 Revenue ot
shelaanauUseane Budget revenue 12 163,544,100.00
578lASUUSANA Donation revenue 108,245.00
5951818 Total revenue 163,652,345.00
Anlgane Expense
AlEA18YAaINT Personnel expenses 13 40,007,560.83
AMBULNL Compensation 14 1,719,496.16
Altd@os Sundry expenses 15 29,022,682.53
A13aR Equipment expenses 16 2,873,801.15
Aas1sayUlam Utility expenses 17 622,810.76
AdeusIA1 Depreciation 18 4,165,879.27
s9uA1 Y318 Total expenses 78,412,230.70
sqalé’gan'jqdﬂ%’ahsqw% Revenue exceeding total expense 85,240,114.30
WapINIANS

Air vice-marshal

(W9RANT 9N38L D) (PUT YUE)
(Mrs. Muttika Jongpiriyaanan)

He1nensdinnsRulanagnsesAns

Director of the Office of Finance and Corporate Strategy

(Amormn Chomchoei)
LaGU’]%ﬂr]iﬂm%ﬂ“ﬁllﬂqiﬂqﬁgﬂﬂqﬂ'ﬂquﬁu@\?ﬂaaﬂﬁﬂ
liuns e

Secretary-General of the National Cyber Security Agency

mngwnUsznevsumstuludiuniwessenunisdull
The notes to the financial statements form an integral part of this financial report.

190 UUSENU 2565

106

NCS

FUInoUAnUENSSUMSMISSNLIAULIUALUADANETBIUDSIKOBNG (AN,



A1UnUANMLNTIUNITNISSNEIANNNUAIUANNY lwLUB S LsYR

; 6
JusanIn1siUasuLUasaUNSWEgME/daunu
duulaugadun 30 Aueneu 2565
National Cyber Security Agency
Statement of changes in net assets/equity
For the fiscal year ending 30 September 2022
U
Bath
U Teligand  swdEunindans
Copital gyldgreavan dnumu
MUY Revenue exceeding ~ 'otal net asset/
Note cumulative expense equity

YOAANLAD A JUN 1 UNSIAN 2564 Balance as of 1 January 2021 - -

iﬂﬂlﬁq%’hﬂ'ﬂ‘ajﬂ'ﬂEJ??’]‘VI%/UQ’J@ Revenue exceeding annual expense
YOAAILRAD A MUY 30 AUBIBU 2564 Balance as of 30 September 2021
SﬂﬂlﬁQQﬂ’jWﬁﬂ‘ajﬂlﬂEJﬁ’]‘Vi%)U\‘l’m Revenue exceeding annual expense

YOAAILRAD A MUY 30 AUBNBU 2565 Balance as of 30 September 2022

- 29,349,801.47

29,349,801.47

- 29,349,801.47
- 85,240,114.30

29,349,801.47
85,240,114.30

- 114,589,915.77

114,589,915.77

NADINAMNS
Air vice-marshal

(WenfinT 2RTezeTius)
(Mrs. Muttika Jongpiriyaanan)
HenensdinnIsRuLaENagNSeeAns
Director of the Office of Finance and Corporate Strategy

vingmaUsEnovsunsRududuvinessenunistull

(DUT VUE)

(Amorn Chomchoei)
Lamq%ﬂqiﬂm%ﬂiillﬂ”l3ﬂq<§%ﬂwqﬂ?qﬂﬁu¢mﬂaaﬂﬁ8

lauosusisw
Secretary-General of the National Cyber Security Agency

The notes to the financial statements form an integral part of this financial report.
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National Cyber Security Agency
Budget Expenditure Report
For the fiscal year ending 30 September 2022

(idae: um)
iﬁmﬂungﬁuwﬂizmmiwa’ﬁeﬁﬂ 2565 Budget Expenditure Report of 2022 (Unit: Baht)
318013 wans Tudsde/dnyan \Onane ANLUAD
List Net Statement Purchase Order/Contract Disbursemen Remaining
WNUIUUTEUNL Budget plan
JUgANYU Subsidy budget
AldaeyAaIng 20,820,000.00 - 20,820,000.00 -
Personnel expenses
AR U 18,447,457.70 1,322,765.00 17,124,692.70 -
Operating expenses
AAsfnsiuazdsnoains 50,587,212.00 42,988,142.80 7,599,068.20 1.00
Expenses of durable goods and
construction
ANTINA NIV U ULNULATIAS 54,495,230.30 49,792,146.40 4,703,083.90 -
Project operating expenses
UNaN Central budget
Aldaneyaaing 19,194,200.00 - 19,192,620.83 1,579.17
Personnel expenses
39U Total 163,544,100.00 94,103,054.20 69,439,465.63 1,580.17
- - Y U
iﬂﬂaqugﬂumuwﬂszmmiwmﬂﬂ 2564 Budget Expenditure Report of 2021 ((Unit- Baht))
378013 wans Tudde/doyan nane ANLUED
List Net Statement Purchase Order/Contract Disbursemen Remaining
WNWIUUSEUNL Budget plan
JUgANYU Subsidy budget
AldaeyAaINg 2,375,000.00 - 2,375,000.00 -
Personnel expenses
AlgIeANauY 10,412,014.42 550,191.63 9,860,926.75 896.04
Operating expenses
AAsfnsinazdsnoains 19,863,243.58 18,374,708.28 1,488,535.30 -
Expenses of durable goods and
construction
AR IR ILLNULATING 8,941,242.00 8,941,242.00 - -
Project operating expenses
39U Total 41,591,500.00 27,866,141.91 13,724,462.05 896.04

mnewgUsznausunsRududiuniavessenunstul

The notes to the financial statements form an integral part of this financial report.
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A1nUANZNTIUNITNNSSNEIANUNUAIUANN Y L YLUDS AR
NNBWAUIENBUIUNITRY (Fd)
fusulRugaTuN 30 AMueeu 2565

newmail 5 Rudauasien1siigurintuan

UM

2565 2564
RuensRIANS - TusuUseun 94,426,641.31 27,952,866.76
NUAINFUIATT - WaNIUUTEUU 2,248,743.70 401,250.00
SIURUAALALIIUNITIL UV UER 96,675,385.01 28,354,116.76

RuensuIANT a Juf 30 AuBeu 2565 way 2564 511U 96,675.385.01 UM LAY
U3 28,354,116.76 Farhnlitisuiarsngalve Ussnnseiasiedu Usenaume

UM

2565 2564

1. wavdyd 955-6-00528-5 Fotyddinnunmznssunms
msSneausiunsasnselsiuesuimnid (usuussann) 94,426,641.31  27,952,866.76

2. @Vl 955-6-00529-3 WoUgAd1iNauAMZNIINNTT

msSnweasiunsUaenselawesueni (RuuensuUsvanad)  2,248,743.70 401,250.00
374 96,675,385.01 28,354,116.76
NCS s180UuUS:U 2565 13
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A1UNUANLNTIUNITNITINBIANUNUAIUADANY LU ITHAIYIR
NEUAUTENBUIUNISLEU (d)
dmiulRugaiui 30 Nuegu 2565

nnewmail 6 gnuilszesdy

UM

2565 2564
anuiliRugy - 65,600.00
Anldearmii 43,791.78 49,271.08
sgnuilszezdu 43,791.78 114,871.08

anuilRugy a Tudul uenauengnil el
um
grviliiud galyifiatimun nuivuatsy nuivuntsy et
5y TaiAin 30 Fu Wi 30
il
2564 65,600.00 - - 65,600.00
$190UUSENU 2565
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dnauAMznIsUNIINITINEIANNTUAIUaRs Y lYUD SR
NNENAUIENBUIUNTIEU (#0)
duSulaugadun 30 Aueneu 2565

nuewan 7 91a13 wazgunsal

14

um
YDAAILIGD Sruauiituty Fnnuiianas Fulou YDAAILIAGD

a1 udl 30 n.e. 64 (lousen) o Yudl 30 n.e. 65

A
Asfoeidine 513,013.20 6,172,024.44 - - 6,685,037.64
ALY AN 109,936.50 3,092,085.16 - - 3,202,021.66
AyfnusineuImes 737,230.00 4,301,961.76 - - 5,039,191.76
AsfTuiIuIuas 128,355.60 77,920.00 - - 206,275.60
Asfowitiihuasing - 85,129.64 - - 85,129.64
AsfnulsIu - 36,599.92 - - 36,599.92
AN SUNNdLaLInenaans - 79,500.00 - - 79,500.00
Asfinurineasng - 7,000.00 - - 7,000.00
SIUTENINNDEFN - 4,145,887.85 - - 4,145,887.85
ERHY 1,488,535.30 17,998,108.77 - - 19,486,644.07

$in Andeus1Aavay

Afneidnineu (11,313.64) (1,567,341.49) - - (1,578,655.13)
ATAUUYA AL LN (1,461.38) (352,427.65) - - (353,889.03)
AyfndineuiImes (103,679.94) (888,911.62) - - (992,591.56)
Asfaurinuliuuai (644.04) (86,500.74) - - (87,144.78)
Asfnuiliuaying - (7,823.40) - - (7,823.40)
A3fnulssu - (1,469.42) - - (1,469.42)
ATATIIINTUNEWayInendans - (3,267.00) - - (3,267.00)
AsfnuTineasNg - (575.10) - - (575.10)
NUIENINNOATN - - - ; ;
37 (117,099.00) (2,908,316.42) - - (3,025,415.42)
a’]ﬂ’]‘iLLa:qﬂﬂitﬁ - gnd 1,371,436.30 16,461,228.65
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Summary of the 2022 Annual Report of NCSA

As of 2022, it has been two years since the establishment
of the NCSA. In this second year, NCSA declared its status and
unleashed greater capabilities to the public than the previous year.
The internal organization management process has become stable.
The Agency had a higher response system against cyber threats.
In the fiscal year of 2022, NCSA was granted an approximate
budget of 318 million baht. The four areas of particular emphasis
included creating an environment supportive to cyber security
maintenance in the country, increasing the capacity of critical
information infrastructure agencies, establishing knowledge and
awareness of the cyber threats among government authorities
and the general public, and finally, developing NCSA into
a high-performance organization as the central unit in maintaining
national cyber security. This year, the action plan focused on
the following areas:

1. Implementation of policies and plans on cyber security

2. Enactment of minor laws, notifications, and regulations
applicable

3. Promoting collaboration with domestic and international
organizations

4. Vigilance and response to cyber threats

5. Development of cyber security personnel and public
awareness

6. Upgrading critical information infrastructure agencies and
government agencies

7. Developing NCSA into a high-performance organization

Thanks to the dedication of all employees and staff at
NCSA in 2022, all elements of national cyber security have
been elevated, along with greater awareness and extensive
knowledge of cyber threats. In the overall picture of the
country, all sectors have more immunity against cyber threats
than the previous year, resulting in steadier economic growth
and lower cyber security risks. The Thai people have benefited
from all aspects because most daily activities and economic
systems increasingly rely on information technology every
year. Creating a cyber threat-free environment is a critical goal
NCSA must achieve for national security and the peace of all
Thai people.
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Cybersecurity maintenance

Measures or operations established
forpreventing, handling, and reducing
risks of internal and external cyber threats
affecting national security, economic security,

military security, and internal peace and order.

18wos (Cyber)
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Cyber

Data and communications resulting from the
provision of services, or the application of,
a computer network, an internet system or
a telecommunication network and also the
regular provision of satellite services and

similar networks of general connectivity
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(Cyber threat)
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Cyber threat

Any unlawful act or operation which is
performed by the use of a computer or a
computer system, or an undesirable program
with an intent to cause an act of violence
against a computer system, computer data, or
other relevant data and whichis an imminent
danger causing damage to or affecting the
functionality of a computer, acomputer system

or other relevant data.
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(Government agency)
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"Government agencies”

Central administration, provincial
administration, local administration,
a state enterprise, a legislative organ,
a judicial organ, an independent organ,

apublic organization and any other agency of

| the government
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(Cybersecurity Incident)
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Cyber security incident

An incident resulting from any unlawful action or operation which is performed via a

computer or a computer system and is likely to cause damage to or affect the cyber

security maintenance or the cyber security of a computer, computer data, a computer

system, or other data relating to a computer systema telecommunication network and

also the regular provision of satellite services and similar networks of general connectivity
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(Critical Infrastructure : Cl) (Critical Information Infrastructure : ClI)
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A computer or computer system which is used by a government
An agency or organization or any department of such an agency or a private agency in its affairs in connection with the
agency or organization whose electronic transactions have maintenance of national security, public safety, national economic
critical impacts on the peace and order of the country or security, or infrastructure of public interests
the public
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(Critical Information infrastructure operator) (Regulator)
misenuundgramisesuanyy diinisfiansalviuinig wieuraedy vieulantl viayana
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3. AMUNITHIUNITEUNANT
4. TflummTuTelmmsaumﬂLL?meﬂuuqﬂu Reaeieny @ SUREEET T
S. muﬂ'mjua\maz‘[a%mna
W i A government agency, private agency or a person
6. muwun\ﬂuuazmﬁ’ﬁ%ﬂ%ﬂ
7. ﬁﬂuﬁﬂﬁﬂim’;’jﬂ] that is designated by law to have duties and powers
8. ANUAUANUNAULNGTUNSTUS 2NN UALNLLA L to regulate or supervise the operation of affairs of

. . - government agencies or critical information
A government agency or private agency which assumes missions or

provides services in the following areas, according to Section 49, as critical infrastructure ogencies
information infrastructure agencies:

(1) national security;

(2) essential public services;

(3) finance and banking;

(4) information technology and telecommunication;

(5) transport and logistics;

(6) energy and public utilities;

(7) public health;

(8) other areas as additionally prescribed in the Notification of the

Committee.
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(Gross Domestic Product : GDP)
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The monetary value of all finished goods and services made
within a country during a specific period, whether the goods
are produced by using domestic or oversea resources. GDP can

indicate the standard of living of the population in the country.

uwaawosuy (Platform)
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A computer operating system that can expand its capacity
unlimitedly with new functions and modules that can be linked
with other systems. A platform is not limited only to software,
but also websites or services that third parties can write

computer codes to link or extract data automatically.

Jryryds:aus (Artificial Intelligence : Al)

sruLlszinananaNmImAas yusus Lﬂ?‘mﬁnimﬁaqﬂnicﬁ
SiEnvsailing s AinnsTiaseidiinadnaninuaain
URINYBEIUATAINGD AeliAanagwsTIfunsnszvinls
| nsudanisifinannistssunanadudaninuidnudn
Founlaveanunfiunumily gy

a computer system, robot, machine, or electronic device capable of
performing tasks that typically require human intelligence and lead
to various actions. For example, Al translation is done by processing

input messages into a target language.

aglindouuuAvUasang lBwasian

(Global Cybersecurity Index : GCI)

I ms s ELnINWAIINNN9E N AL AT R sE
laiuafuasunazilszsineg Anvinlaaannininsanunau
FeINUILWA  (International Telecommunication Union:
TU) anfiunnssauniuanntiu ABl Research (Alied Business
Intelligence) *‘ﬁqﬁ%mqﬂizaqﬁtﬁlaa%wLtsqga‘lq‘lﬁursiaz
Uszmemssmiindunnsfnunanusiuaslannselauaiifiu
Tausssuradlan wazvaausinlviagluuduuaunalulad
AIEUMALATNNI AN

a trusted reference that measures the commitment of countries to
cybersecurity at a global level. GCI was established by the
International Telecommunication Union (ITU) and operated
collaboratively with ABI Research (Allied Business Intelligence) to raise
each country's awareness of cybersecurity maintenance as a global
culture and unite them in the core of information technology and

communication.

146 s1g0uUsENU 2565 NCS

FUnNUANUENSSUMSMISSNLIANULIUALUADANETBIUDSIKOBNG (dNUB.)



. AUSUoNUANUNISTIANIAURINEINUADUWILODS .

(Computer Emergency Response Team: CERT)

nzjuQL‘E:mmmﬁqumquﬂaamﬁa:u'agaﬁ"}'uﬁmmu’lumsﬂmﬁu A3IRU WazmaUaLaIRRIMANIGL
puaUlaaasanilaiuaduntnAns CERT "ﬁ!\‘lmmioLﬁu‘lﬂﬁmmﬁ‘lmmqmsdm\i 0 L
nisazifiatayauarnis Tauduuudjiaenisliuinis naanaunisiinisudsifauuasuuimnig
NIIANEWIANNSAIENY 9 uanannil CERT Sosifunesnusedeiunnna mszmﬁnﬁuﬁmmwaa'wimﬁm
Ll,a:ﬁ'dquéqu‘lums‘iﬁ'aﬁ:{oﬂ%’uﬂ?o syuumulanasenazifiaoann CERT uAsamunennsin
aanzifaudoiiu quéﬁﬁqmﬁqﬁﬂszmuuax%uﬁamqﬁﬂQnmuBw'qumquﬁ"umww‘l'muaéﬁé’m6‘1?\1
SulvsuasdaonnslifedisAnin cert Q:ﬁmﬁluma‘luagmqm Feanau i Useinelnad Thai CERT

A group of experts specializing in protecting, detecting, and responding to cyber security. Their mission aims to warn
relevant parties and solve threatening incidents, such as data breach and denial of service (DoS). In addition, CERT
also launches campaigns to raise public awareness continuously and participate in research aiming to improve cyber
security systems. Since CERT is a registered trademark, new cyber threat coordination and response center that wants

to use the term 'CERT" is required to apply for a valid license, for example, Thai Cert in Thailand.

AusudoikamsnidundbuAYUa0REAUWILNDS
(Computer Security Incident Response Team: CSIRT) .

KSoNUSUDodNIUNISNUNINYINUADUWILODS
(Computer Incident Response Teams: CIRT)

Auidstanunisiudadupnarusuainuiualasadalauasfaiusafuliauazuilumeg
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Q%’uu‘%ms'lumsﬁuﬁqmnmsm:szuu uanmnﬁ"lumsrsi’mﬁumﬂ‘fm;n CSIRT #1190 lMLEN"g
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LLaz‘lﬁmfmiudQ’Lﬁmﬁiao‘lumsﬁrmmua:ﬂ%’uﬂqqmsﬁmﬂﬁa'lﬁtﬁmmmﬁumﬂaamﬁﬂhmaé

A cyber security threat coordination center that can address and solve threat incidents. A CSIRT has personnel with
skills and knowledge for cyber threat response and assisting service users from hacking. For pro-active
implementation, CSIRT can perform a PenTest and risk assessment and raise awareness of relevant individuals

improving the service for higher cyber security.
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APT (1owi) Data Breach (01G1USY) Fake Website (WA 13u130)

APT gia11a1N Advanced Persistent
Threat Af nqiﬁ&“"[@uﬁﬁ]qﬁaagj‘lu
svununsmdaifiunauuiiei
gngAnssunazaniutayalaadith
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wnsgnAlling wEansadudaya

A computer operating system that can :
nuAERaLsiunnisAn Wusu

expand its capacity unlimitedly with new
functions and modules that can be linked ; : ; ; ; -
: : Security violation, in which sensitive,
with other systems. A platform is not . .
- _ protected, or confidential data of
limited only to software, but also websites o -
; ; . : individuals or organizations are stolen, sold,
or services that third parties can write i - ;
: or transmitted by an individual unauthorized
computer codes to link or extract data
: to do so. For example, personal
automatically. . . :
information of customers is sold, or
research data is stolen for commercial

purposes.

Fraud (WsoQ)
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Fraud is a criminal offense in which an offender exploits the victims by giving them false information
or disclosing real information. As a result, the victim loses some assets to the offender, or a third
party revokes or destroys title documents. If there is more than one victim, it is deemed as public

fraud, which cannot be settled. Fraud offenses can be divided into two types.
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An element that a phisher steals data
by creating a website that looks like an
authentic website as much as possible to
phish users into the system and ask them
to input personal information. As a result,
confidential information is leaked, affecting
a lot of users because their information
might be used for a damaging purpose.
The victims cannot stop the phisher
because their data is real personal data.
This kind of cyber threat incidents has

significant impacts on the victims.



Penetration Test (IwCins3u Ind)

= = . Penetration Test %38 PenTest fludgnnsusziiiy
Misconfiguration (uanouWansﬂu) AINULEENAIENITNAFALIATTTULINDAUNIAA
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An incorrect or suboptimal configuration of an information system Usziiumnuidaginatasaunistasiulinay
or system component that may lead to vulnerabilities #onngnsrannaasailiiunililuuinsnistlaeiu

Sepnarunalaiuadi inuazdmiuaeAnsi

pavn1ssneaulanaseflunime wazanilu
Ransomware (lISUBUIDS) FRIASIRAALITULRLNANNLEHLD

sansisananlo LﬂuﬁaLLﬁéﬁLﬁqiﬁaﬁuﬁaualuLﬂ‘éaams‘j"a Penetration test or PenTest is an authorized simulated
4

inlildausadnfedeyals wasiFananlaanvia attack performed by experts on a computer system to

Wauanfiun1snansiadu detect vulnerabilities. The test can assess the risk of a

client's network system and identify vulnerable points.

Ransomware is a type of malware encrypted in a victim's device. : :
It is an in—depth hack, reports test results, and prepare

The malware blocks information access and demands ransom from : o o
preventive measures. Vulnerability identification is one of

the victim in exchange for the decryption code. : -
the preventive measures for organizations that need a

high security level and regular system maintenance.

Social Engineering (888 Sutpo1USD)

Arnssudvan umailanisnaanadisalindnnisiugundninenieiiiaitamedeya Fuasies
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Social engineering use psychological principles to trick victims to disclose their information. They don't always use technology, and
victims may be victimized with or without intention of the criminal. In other words, if a criminal has a specific target, such as
confidential information of an organization, the victim could be someone who has access to such confidential information. However,
if the target is not specific, such as credit card pins or account information and passwords of anybody, the victims could be anyone

who is convinced by social engineering tricks.
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Supply Chain Attack

(Bwwanaisu uanuna)
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A supply chain attack aims to attack
software developers. The purpose is to
install spying malware into an application
which makes users become victims
unknowingly. This is because the malware
is already installed in the application that
the organization is using or added later
in the form of new updates. It is particularly
probable that the malware to not be
detected and can function in the target
network similarly to an application trusted

by the organization.
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Website Defacement

(BulBaaWBIWUA)
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Website defacement is a type of cybercrime that changes the
appearance of a target website without the owner's permission.
The purpose of cybercriminals is to change the home page or

the whole website into a new one.

Website Phishing

(WuBv)
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It is a cybercriminal technique that tricks victims by using a fake email address
or website to acquire such information as usernames, passwords, or other
types of personal data. The acquired data is used for unauthorized access

or cause other damage, such as financial damage.
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