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Highlights of 2023

Prime Minister
Awards 2023
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Thailand Cyber
Top Talent 2023 (NCX)

Thailand’s National
Cyber Exercise 2023

APEC 2022
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Women Thailand Cyber
Top Talent 2022
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ASEAN JAPAN CYBERSECURITY
CAPACITY BUILDING CENTRE

Partnership by ASEAN and Japan

ASEAN-Japan Capacity
Cybersecurity Capacity Building
Centre (AJCCBQ)

Tevudsyini anu 2566

Knovinliedge
Sharing

AdNSsUUSEAUWUS
ds1vAINas:KUNS MSSAL
A WUUAVUananelsLluDs
dmAUs:ssu

ATU=NSSUMISSUDDAURYANAIY
NIVlBLUDSIUS:=AUSIEULSY (ASS.)

EMESVREVVSEVR
(YalsSws:urlalwanIswau
AUWANNS)

“o—
dulAuLyalsautnAing
(Thai Medical Information
Association — TMI)

https://ncsa.or.th/Ebook_s51891u snuai/aaeiulsedndl anua 2566.html

FUONKIBINISAUAULIUAY
UananulyLluas

Thailand National Cyber Week 2023
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Message from the Prime Minister

Technology plays a vital role in
the administration and functioning of both
governmental and private entities including,
extending its influence into various facets of
people’s lives. Consequently, the government
has formulated policies aimed at fostering
economic and social development through
the utilization of technology and digital
systems. This is intended to motivate
diverse agencies and organizations to utilize
technology for enhanced efficiency,
streamlined operations, and improved delivery
of public services. Simultaneously, there is an
emphasis on advancing the digital economy to
serve as a pivotal driver in elevating the nation’s
competitiveness.

In the context of transitioning
towards a digital government and a digitalized
economic society, cybersecurity has emerged
as a critical national priority. Recognized as
a novel security challenge of the 21st century,
the government has undertaken the
development of a standardized cybersecurity
plan. This plan will equip agencies across
all sectors with the necessary tools and
protocols for managing cyber threats,

https://ncsa.or.th/Ebook_s51891u snuai/aaeiulsedndl anua 2566.html

implementing preventative measures, and
tackling problems using standardized
approaches. Furthermore, the government
actively promotes the enhancement of
knowledge and skills related to the safe
and responsible use of technology in the
contemporary world.

The National Cyber Security Agency
serves as a crucial agency in safeguarding
national security from cyber threats. Its
operations necessitate collaborative
efforts across all sectors to ensure successful
outcomes. This report, encompassing the
fiscal year 2023, aims to raise awareness and
understanding among various government
agencies and the public regarding their roles and
responsibilities in cybersecurity. It also details
the NCSA’s operations in maintaining
national cyber resilience and highlights its
contributions to effective prevention and
mitigation of cyberattacks.

| Pusge=
Mr. Srettha Thavisin

Prime Minister
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Message from the Deputy Prime Minister

Acting Chairman of the National Cyber Security Committee (NCSC)

The frequency and severity of cyber
threats are on the rise across different
fronts, impacting individuals and the
nation at large. With the government
prioritizing the advancement of the
digital economy, it’s essential to enhance
cybersecurity in a coordinated and inclusive
manner. Strengthening cyber security
requires cooperation among government
agencies, private enterprises, independent
organizations, and every member of the
society.

The National Cyber Security Agency
holds a crucial responsibility in overseeing
and assessing the execution of the Cyber
Security Policy and Action Plan B.E. 2565 - 2570
(2022-2027), aimed at upholding cyber
security, and promoting comprehensive
solutions to cyber threats. Additionally,
it fosters collaboration among Regulators,

https://ncsa.or.th/Ebook 518911 &nuai/sneeuilsednil anua 2566.html

organizations of Critical Information
Infrastructure (Cll), and government agencies
to oversee and bolster Thailand’s cyber
security landscape.

On behalf of the National Cyber
Security Committee, | earnestly urge the
National Cyber Security Agency to accelerate
its efforts and foster collaboration
across all sectors to systematically enhance
cyber security. By doing so, we aim to
implement effective prevention and response
measures, thereby mitigating the risks posed

by cyber threats.

Mr. Phumtham Wechayachai

Deputy Prime Minister,
Acting Chairman of NCSC
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Message from the Minister
of Digital Economy and Society

Chairman of the Cybersecurity Regulating Committee (CRC)
and Chairman of the Commitee Managing the Office
of the National Cybersecurity Committee (CMO)

Every year, the task of maintaining
cyber security presents unique challenges.
In 2023, significant changes took place,
including the formation of a new government
and leadership within the National
Cyber Security Agency. The new leadership
has been effectively managing the
organization, leading to substantial progress.
Through the dedication and efforts of its
executives and employees, the agency
has achieved significant progress, attaining
an impressive assessment score of 97.50
from external assessors, as stipulated
in Section 39 of the Cybersecurity Act
B.E. 2562 (2019). This places NCSA in the
‘excellent’ category, marking a notable
improvement from the previous year’s
score of 91.75, representing a 5.75 percent
increase. This milestone solidifies NCSA
position as a leader in the nation’s cyber
security efforts and a crucial supporter

https://ncsa.or.th/Ebook 518911 &nuai/sneeuilsednil anua 2566.html

of organizations of Critical Information
Infrastructure and Regulators to effectively
prevent, manage, and mitigate cyber
threats, while also enhancing public
awareness and understanding. The agency’s
endeavors are fully aligned with the policy
framework and operational plans for cyber
security, ensuring the maintenance
of high operational standards.

In my role overseeing cyber security
and directing the management of NCSA,
| am confident that the nation’s cyber
security efforts, guided by the provisions
of the Cybersecurity Act B.E. 2562 (2019),
will effectively prevent, address, and
mitigate risks with utmost efficiency and
effectiveness for the nation.

ﬂ.a/

Mr. Prasert Jantararuangtong
Minister of Digital Economy and Society
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Message from the Secretary-General
of the National Cyber Security Committee

In my first year as Secretary-General
of the National Cyber Security Agency (NCSA),
I’ve had the privilege of leading the agency’s
executive team. The NCSA plays a crucial role
in our country’s cyber security landscape, fostering
collaboration among government agencies,
the private sector, and various related entities
on both domestic and international fronts.
It’s been a profound honor to serve in this
capacity, contributing to the agency’s mission
and vision.

In the fiscal year of 2024, cyber security
is centered on two key principles: Proactive
Protection and Total Defense. Proactive Protection
involves preventing incidents before they occur,
like the saying ‘securing the barn door before
the horse can escape’, emphasizing the importance
of taking precautionary measures. This approach
forms the primary duty and mission of implementing
the Cybersecurity Act B.E. 2562 (2019), emphasizing
prevention as the first line of defense.

Total Defense, on the other hand, involves
joining forces for protection, fostering collaboration
among all agencies to enhance readiness
in protecting, responding to, and mitigating risks
effectively. By implementing these crucial acticns,
we maintain fundamental principles and maximize
efficiency in safeguarding against cyber threats.
It is crucial for all individuals and agencies

https://ncsa.or.th/Ebook_51891u snuai/aaeulsednd anua 2566.html

to collaborate effectively as a united front
to tackle cyber threats that could potentially
cause harm or disruption to critical information
infrastructure systems. This integrated approach
ensures that the country is collectively prepared
to counter such threats. Many individuals have
already experienced the consequences of their
reliance on interconnected infrastructure
systems, highlighting the urgent need to engage
all agencies comprehensively in safeguarding
against cyber threats.

| am grateful for the collaborative efforts
and integration of personnel from Regulators,
organizations of Critical Information Infrastructure
(Cll), and government agencies, along with
personnel from educational institutions across
the nation and other associated agencies.
Furthermore, | sincerely hope that the staff
of the National Cyber Security Agency (NCSA)
will be empowered to fulfill their responsibilities,
advance cyber security sustainability, and align
with government policies that truly benefit
the people and the nation.

CEY A ad

AVM. Amorn Chomchoey
Secretary-General of the National Cyber
Security Committee
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TARIMUAYT i 136 Uil 69 n aviuil 27 NqUAIAY 2562 waziladaiuldfoudTuil 28 nquaau 2562
Dudulyl Fsimsdnfinnenssunisuasmisny fod

May 28, 2019 The Cybersecurity Act 2019 was announced in the Royal Gazette, Volume
136, Chapter 69 A, on May 27, 2019 and entered into force on May 28, 2019. Subsequently,

committees and agencies were formed as follow:

e “AnENIUNITNISTAwIAuTuAaanStleiuasuiennd” Senlasdedn “nuv.” wiaSeniy
A1w189ngEin “National Cyber Security Committee” (NCSC) lagiuneniguund
wiedMunensguuniuaumng Wudszsiunssuns

® The “National Cyber Security Committee” abbreviated as “NCSC,” with the Prime Minister
or a person assigned by the Prime Minister being the chairman of the committee

L] “ﬂE\J”ﬂ'ﬁ‘SMﬂﬁﬂ"lﬂUﬁLLﬁmﬂUﬂ‘lqﬂMUﬂﬂﬂﬁﬂﬁmEI‘L‘EIL'U'EJ'S" Benlaggadn “nnu.” Tagils: uum%‘a'wm‘s
niwwmqmﬁamamwgnﬂua daau LUUU?“STNﬂiiNﬂ’Ii

e The “Cybersecurity Regulating Committee” abbreviated as the “CRC” with the Minister of
Digital Economy and Society being the chairman of the committee

e “ANYASIUNITUSUITAITNITUANENTSUANSNISSNEIAuTuaslasanelaues” Benlaggadn
“nua.” Tnefisguuniiinsnsennditafelrsvghauazdeny udszsunssunis

e The “Committee Managing the Office of the National Cybersecurity Committee * abbreviated
as the “CMO” with the Minister of Digital Economy and Society being the chairman of the
committee

e “drnsunmznssunIMIshanudunsUaandelsiuesuini” Bonlaededn “@nuy.” wse
Fonduntwndenguin “National Cyber Security Agency” (NCSA) Fufumiagsiuvealy
Tugduuvesamaumvusgngldnisiiuguavesunenisuusd

e The “National Cyber Security Agency,” abbreviated as “NCSA”, is a government agency
in the form of public organizations under the regulation of the Prime Minister.

1 unsan 2564  nuw. usads waln asu g i dand (eelusasiu) Ouesednsrusnssunms
nsinweutiunsvasndelsiuesusrfauusn

January 1, 2021  The NCSC appointed Lieutenant General Dr. Prachaya Chalermwat
(at the time) as the first Secretary-General of the NCSA.

18 wauA1AY 2564 Az ITURSTUAlTIT19N1S ndnaw Wi wieduiRaudule lundeau
99455 Suvivdy 42 18 wfiReud anu. Wunistesnmeluszeznamildosudaduiu
Fefiondundnauyausnuss anus.

May 18, 2021 The cabinet decided to permit a total of forty-two civil servants, officials,
or any other government personnel to be temporarily assigned to work at the NCSA for 180
days, forming the initial group of NCSA employees.
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18 feunau 2564 ﬁﬂmj.1ﬁﬁﬂﬁﬂﬂﬂemasimﬂmmamﬂ@aﬁﬁﬁa%’amme@ﬁ 91A133gUsEAEUSNA
(@1A130) U 6 uaz 7 gudsienisiadunszifies@ 80 Wi 5 SuiAn 2550 auuudeimug
WUNYIHBIVDY UANANE NTUNN

August 18, 2021  NCSA is temporarily located at Ratthaprasasanabhakti Building (Building B),
on the 6th and 7th floor at the Government Complex Commemorating His Majesty the
King’s 80th Birthday Anniversary, December 5, 2007, Chaengwattana Road, Thung Song Hong
Sub district, Lak Si District, Bangkok.

1 9a1AY 2565 nuY. laudada waenens aus vuwe LJuaviSn1sANEnITNAIINITI N
Auuatlasaneluiuesuiand (aufiass)

October 1, 2022 NCSC appointed Air Vice Marshal Amorn Chemchoey as the Second

Secretary-General of the National Cyber Security Committee.

9 §urAu 2565  auziguusdlaTudidleiuil 20 Aueney 2565 WuveuileuiewasuruUoRms
J1818n155nwIRutuasUasndeleues (WA, 2565 - 2570) audl nuv. w@us deulauie
wazuUUFURNsFINa usenAluswAeaunw 1 139 neufiay 288 9 asiuil 9 furiau 2565
warinatsiuld R s Ui 10 funay 2565 Huduly %aﬁaiwLﬁuuiﬂmml.azLmuﬂg'jﬁ'ﬁmiﬁmmﬁﬂm
AnuiiuasasndslowesvesUsunaatiuusn

December 9, 2022 The Cabinet approved the Cybersecurity Policy and Action Plan B.E. 2565 - 2570
(2022 - 2027) proposed by the NCSC on September 20, 2022. This Policy and Action Plan was
published in the Royal Gazette, Volume 139, Special Chapter 288 D, on December 9, 2022,
and entered into force on December 10, 2022. So, this is considered to be the first National
Cybersecurity Policy and Action Plan of Thailand.

3 ANSIAN 2566 WADINIAAS BUT TUWE LAVITN1TAULNITTUNITNITSNEIANUITURUaandulaiues
wiarRlauauAIteNaIAnIRaENNSTULAR B UDIANTYRY anuy. wSaiSendn DNA 289 @nuv.
(NCSA’s DNA) @stsznausie.N - National, C - Competency, S - Strong/Synergy, A - Agility

January 3, 2023  Air Vice Marshal Amorn Chomchoey, Secretary-General of the National
Cyber Security Agency, presented the organizational values and driving force of the NCSA,
also known as NCSA’s DNA, which consists of N — National, C - Competency, S — Strong/Synergy,
A — Agility.

5 ASNIAYU 2566  WaOINIANS BN TWE LaYIEN1TAIEATIINTINISIhTIALdurIUandylaues
wiswd lamuaduaanuuives anus. Juiufl 28 wguaiay seemnd

July 5, 2023 Air Vice Marshal Amorn Chomchoey, Secretary-General of the National
Cyber Security Agency, set the founding date of NCSA on May 28 every year.

25 fupneu 2566  mdsdinuienisuuntil 246/2566 weuvineuazeus Al weglisssn hyedy

wa w o

immﬂn%'guum? ﬂﬁuwmmﬂuﬂizﬁm AU,

September 25, 2023 Order of the Office of the Prime Minister No. 246/2023 assigned and
granted authority to Mr. Phumtham Wechayachai, Deputy Prime Minister, to perform duties
as chairman of NCSC.
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SagnAuua:n1sSUULAIDUDVANS
VISION

WuditunisdulAdautunisusKIsyanIsALUUAVUaDQAYTBLUDS

ypvUs:inA AJUS:ansMwwSauaauaupvdaisnnAUTBLUSNNDE
To be a leader in driving forward effective cybersecurity management in
Thailand and always ready to respond to all dimensions of cyber threats

WupvAnss:AUBIATKINATUIAZDULA:aS1vAULUAY
Uananelsluasuavus:inAua:ldugudnaivadusiuda
KudgviumAsgua:ionsu nungiutLazcivus:tnAa
Acting a national-level organization which is responsible
for advancing cybersecurity in the country and serving
as a central hub for domestic and international
collaboration between government and private agencies

Competency/Customer Centric :
dovowauuntRtduavAnsaussau:gv WUs:AUHLUIgVIU
wa:s=:auuAna JoldunisusnistiUs:INA Us:s1su
Regulator ua: Cll (iaAWUSNUIRLAUAIIUATQHIY
Focusing on developing NCSA into a high-performance
organization at both the organizational and individual levels.
Focusing on serving the country, people, Regulators, and
Clls to impress and exceed expectations.

Strong/Synergy :
dovlduudvadgnnuaiind winmaviunsuguarain
Showing strength and synergy to fulfill responsibilities.

Agility :
dovidAnuadavcwsausuiionnaAuagunuan

wa:nnAIUMANY
Operating with agility, adapting to changes and
challenges for any change and challenge.
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laupuu:ua:
dutAaouulguy
UWUENSMAns uazusudse
ANHUIEY 31008MSSAVIAINLUAY
Uanonelyiuas sounv
ANL3YE MHUALUINIVLIASTIU
uIasmIsALAedalRapanEDY
AuamumsainotusuuLa:suina

Recommend and implement policies,

plans, strategies, and improve laws on
cybersecurity, including study, research
guidelines, standards, and
relevant measures in line
with current and future
situations

AU Qua
LWAs:30 ooy 3tAs1K
Us:uoawa udvtdiou

A ua:upua@nsiwalavAu Sulia
La:aqAULds
9INABANAIUNIVTBLUDS
Regulate, monitor, analyze, process,
alert, and act to prevent,
respond to, and mitigate

the risk of
cyber threats.

Wugudnaio
tun1sUs:alunIusSIuDD
sounvavlasy atuayu
La:¥gLidoruUd8vIUNIAST
tazensu fotuus:Lna
uazcoUs=NA tWan1s$nau
ANuLuAvUaDaAYTBLUDS

Act as the central hub for collaboration,
as well as promoting, supporting,
and assisting national and

INELWSADIUS

ALY wazauuauu international public and
mMswWouuIuAaInNs i private agencies for
% % 2 . cybersecurity.
aumssnwIAUUUAY
Jananglyluos :l

Disseminate knowledge,
foster understanding, and
support the development
of cybersecurity
personnel.

TIER 3

mchuuma:urps:cTu
mMsSAIAILLUAY

UananglylunsSupous:LnA

awuiasguaina

Developing and elevating
Thailand's cybersecurity
capabilities to meet
international
standards

msduladousvAns
Organizational Management

TIER 2

o MSTUIAZDULTELE WWU
LI0STU LazuudUfUuanIssnu
AWlUAVUaaonElBUaS
* misdolasuoiu3daduauluAY

Uaaanelsiuas
* MsWaundornuawsaHuenungulisue
& msgns:au Thai CERT
o Msas1wMssusuAMISOs:RUNSIHAUUS: U
© MSWIULIBVANSAUSSNUEFY
= Driving forward cybersecurity policies, plans, standards,
and practices
= Promoting cybersecurity research
= Developing the capabilities of the target
group organization
= Elevating ThaiCERT
= Building public awareness and education
= Developing the organization to be
high performance

TIER 1

e MsasiuAuSIUDD
e MsIanI0SIIU

wuDUfUa Mssnu
ANuluAvUaDanelBLUDS
* Building cooperation
e Setting standards and
guidelines on
cybersecurity
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Mr. Sutin Klungsang
Minister of Defence

WYUTELETF JUNTTIMBY
SFUURTIININTENTHAING
\loiAsugRanazdany

Mr. Prasert Jantararuangtong

Minister of Digital
Economy and Society

WIBAITO WEIEUN

UannIznInanIsaas
Mr. Lavaron Sangsnit
Permanent Secretary,

Ministry of Finance
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Us:zsaunssunis

Chairman

W5 I5U LYyt

FOMENTTUUAT
s s o o =
U UAnNNUsEsIuNSTINNS

Mr. Phumtham Wechayachai
Deputy Prime Minister
Acting Chairman

nAssumMslagcuHuY

Committees by Position

g =1 =
wanesEm dazlesu

UinnTEn59g AT

Mrs. Pongsawat Neelayothin
Permanent Secretary,
Ministry of Justice

o ° v £aa L
WAAT5IBN ATIANA NARUTZNES
HUR¥INITEIT IR
Police General Damrongsak Kittiprapat
Commissioner General,

Royal Thai Police

~ walen guay unaniley
T:."..‘r 4 (V- Lﬁ‘?!']EﬂWiﬂﬂ'lﬂ'}']lJﬁUﬂQLLﬁﬂ‘?J'la
? General Supot Malaniyom
‘ ' Secretary-General,
National Security Council
f N

WADINNANT DUT YULTE
@UBMIAZNTTUNITNITSNIAINITLAT
Uaannvlgiuasuiwid

“[ NTUNTTUASLAYIYNTS
AVM Amorn Chomchoey

Secretary-General, National Cyber Security Committee
Acting as Committee member and Secretary
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AfUENSSUNISMSSALIANUTUAYUADOAEY

n3.UTYayT vauaun
FrunssnuAusiua
Uaonseliues

Dr. Prinya Hom-anek

Expert Committee on
Cyber Security

walen ulu yyinwu
Arumaluladaisaumne
IR FRLGAF]

General Mano Nuchkasem

Expert Committee on Information
Technology and Communications

WUAITIFNRN QYIUWE B8

FNIAINTTUAERNT
Police Colonel Yanpol Yungyuen
Expert Committee on Engineering

TswoasuKvs1a (AVY.)
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Honorary Committees
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Nation Cyber Security Committee (NCSC)

d a = =
wielwyad ousigyloiesh
AIUNYWUNY

Mr. Paiboon Aamonpinyokeat
Expert Committee on
Legal Affairs

WAy Aufly
AUNITHY

Mr. Vichate Tantiwanich
Expert Committee on Finance

¢ a d af d L3
UIWUNNTUAUNT NINTFUYIU

AUANG T

Dr. Bordin Sapsomboon
Expert Committee on
Public Health

iﬂ*&ﬂ'lﬂﬂi'ﬁ]'liﬁ AT.UMISI TWUIBINT

AMUAURUTTE NI TE NG
Associate Professor

Dr. Panitan Wattanayagorn
Expert Committee on
International Relations
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UaAnNIENINNITANYUILNA
Mr. Thani Thongphakdi
Permanent Secretary,

Ministry of Foreign Affairs

UNBYESTTY WINUAT

JannsgnsHALUIAL

Mr. Chayatan Phromsorn
Permanent Secretary,
Ministry of Transport

ANEATIANSENLAY

= § a
Afwg w9330
Jdansgns1nvia
\WinlAswgnauardny
Adjunct Professor Wisit Wisitsora-at

Permanent Secretary, Ministry
of Digital Economy and Society

wenad dUUAA3
UaANSENTINAIY

Mr. Kulit Sombatsiri
Permanent Secretary,
Ministy of Energy

walan gway unandey

LWAYISNSEN AN ALY

General Supot Malaniyom
Secretary - General
National Security Council
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WEUTLETF JUNTIIMBY
fpuunidiniansensAdvia
WaLASHgN LAz dIAY
Mr. Prasert Tantararuangtong

Minister of Digital Economy and Society

UBENENAY ATy
Udansenswumalng
Mr. Suttipong Juljarern

Permanent Secretary,
Ministry of Interior

yraunnglania n1sgnIuned

UAANTENTNEG1TUEY
Dr. Opas Karnkawinpong

Permanent Secretary,
Ministry of Public Health

o o at cir - Ry ar
WAR139aN ASIANA AnAUTEAsS
AU INTAITIIMINR

Police General Damrongsak Kittiprapat
Commissioner General Royal Thai Police

=3 o !h"
WaLan WAUNE AIaEn
AU BINITITEeEn

General Chalermpol Srisawat
Chief of Defence Forces

o af L
UIGTUINT UITH)

O TEUNYINTBIVAYTA

Mr. Thanakorn Buaras
Director of National Intelligence Agency
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Cybersecurity Regulating Committee (CRC)

= = af g af g =4
wan3 U951 nindaFas
ATUNITSNEIAIUNUAS

Uaonsuleiues
Major General Paniwat Subrungruang
Expert Committee on Cyber Security

n3.594 Aiynany
FIUINYIAIENT

MFOAUIAINTTUAIARNS
Dr. Rom Hiranpruk
Expert Committee on
Science or Engineering

UBLATEFUA HNTNUGWA
1M IsuImsurITEvalng

Mr. Sethaput Suthiwartnarueput
Governor of the Bank of Thailand

=i =
WIAIITUIA §ITTUUIAR
WAINBANSAMYASSUASATUNEANSING

wazAaIANANNING

Ms. Ruenwadee Suwanmongkol
Secretary — General Office of the
Securities and Exchange Commission

welasinl FuzAina

FRUAUITNNT TAWINISUNULEUITNTS
ANYNSIUNNSAANISNTYAELEY
Aanaslngviend wagAansinsauuIANLKITIRA

Mr. Trairat Viriyasirikul
Deputy Secretary — General NBTC
Acting Secretary — General NBTC

NSSUMSKHNSVATUICD
Honorary Committees

ot af E;‘ = af
As.NUSANA ASSyaned
Auwaluladaisauna

wazn13doas

Dr. Pansak Sirirattaphong

Expert Committee on Information
Technology and Communication

o e 4 = g
NWaR133an3 Nawg Widund
AU

Police Major General Pisit Pao-in
Expert Committee on Legal Affairs

WADINTAAS BUT VUL
LAYIBNITAENTINNT
msshwAnusiuasUaenst
lgwuasuar s
NSTUNTUALIAYIYNS

AVM Amorn Chomchoey
Secretary-General, National
Cyber Security Committee
Acting as Committee member
and Secretary )
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Chairman

wgUsElasg TuUNTIIMmed
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\alATgRaLazday

Mr. Prasert Jantararuangtong
Minister of Digital Economy and Society
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Committees by Position

ANENSIATEN LAY
Afwg AAugasesn wetedanl Ar¥ny
Uannsznsundvia L@UTBNITAENTIUNTS
olasusAauaydeny 151N 1SNALSaU

Mr. Piyawat Sivaraks
Secretary General,
Office of the Civil Service Commission

Adjunct Professor Wisit Wisitsora-at
Permanent Secretary, Ministry
of Digital Economy and Society
4 =
mqm'}aauﬁﬂ LYY1UIS
L@YIDNIIANENTINAT

WNAIINAYT AUALANN
asURNIuURYTNaI
Ms. Kulaya Tantitemit WAIUITEUUTIVAT

Comptroller — General, Ms. Onfa Vejjajiva
The Comptroller General’s Department Secretary-General,
Office of the Public Sector
Development Commission

WARINTANT DT YULWE
LUIBNITAENIIUNITAITSNWIAIULUA
Yaonivlauesuiawif

NTFUNTIRASLEVIUNT

AVM Amorn Chomchoey
Secretary-General, National Cyber Security Committee
Acting as Committee member and Secretary
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Committee Managing the Office of the
National Cybersecurity Committee (CMO)

3. Fovus Ansnus
ANUNITINEIANULUAY
Uaondelsiuesd

Dr. Chaichana Mitrpant
Expert Committee on Cyber Security

L3
399A8NT19138 §3ANA FaUNeH
Frumaluladiasaumanaznisdoans

Assoc. Prof. Surasak Sanguanpong
Expert Committee on Information
Technology and Communication

se9F1an519158 asaadd negelsad
AULATYFANERNT

Assoc. Prof. Dr. Sauwanee Thairungroj
Expert Committee on Economics

NSSUNISWNSVATUICT
Honorary Committees

waLen nuned wadds
R AR 1R

General Pushpong Pongsiri
Expert Committee
on Social Sciences

UIBAGEA YneEn
AU

Mr. Krisda Punyasmita
Expert Committee on Legal Affairs

<« |

&

AN

wsunala wedna
ATUNTUTIITIANTTBIANT

Mrs. Kaewjai Nacsakul
Expert Committee
on Organizational Administration
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Committee Managing the Office of the National Cybersecurity
Committee (CMO) Performance for Fiscal Year 2023

msmmsauUs-uuuaonm nssumsusmsmunmu
ATU: nssumsmssnU'm:nuuunanaonatmuas (nua.)
Us:91Uvuus:u1eu W.A. 2566

Committee Managing the Office of the National Cybersecurity
Committee (CMO) Meeting Attendance for Fiscal Year 2023
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NCSA Executives
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AVM Amorn Chomchoey
Secretary-General
of the National Cyber Security

Committee
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Wans 93A INBINIU
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Maj. Gen. Teerawut Wittayakorn
Deputy Secretary-General (4)
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Gen. Suchart Wongmark

Expert on Organizational
Administration

WIAAIUAT VI19VIR
Heauaving 2

Kingnapa Bangchaud
Assistant Secretary-General (2)

Wang AN1s vashindigns

Ansnuqdiniay 1

Maj. Gen. Katavout Kajohonkittiyout
Special Expert (1)
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Asst. Prof, Waraporn Promwikorn, Ph.D.
Asslstant Secretary-General (1)
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fdamandms 3

AVM Jadet Khuhakongkit
Assistant Secretary-General (3)

urenuie Asung Sneaed
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Capt. Sirinate Rugvong
Special Expert (2)
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Phatchicha Kraisangsri
Acting Director of Central
Administration Office
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Panupong Thanutong
Acting Director of Information
Technology Office
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Chamaiporn Pongpayuha

Acting Director of Cyber
Security Research Center
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AVM Vuthibhatra Chansarn, Ph.D.
Director of Cyber Security Strategy
and Policy Office
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Mattika Jongpiriyaanant
Director of Finance and
Organization Strategy Office
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Darunee Phikulthong AVM Jadet Khuhakongkit
L Director of Legal Office Acting Director of Critical Information

&

Infrastructure Management Office
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Maj. Pawich Burapachonlatid Saichon Saelee

Acting Director of National Cyber Director of Cyber
Security Academy Office Coordination Office
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Pol. Col. Naughtakid Phromchan
Director of Cyber Operation Office
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Secretary-General
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Information Technology Office / \_Assistant Secretary-General 2 /
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Deputy Secretary-General 1 Deputy Secretary-General 2
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_ Cyber Security Strategy and Policy Office
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_ Finance and Strategy Office ~ Cyber Security Research Center
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Audit Committee
®

Hensaadaunielu
Internal Audit Section

dhen1sfunsestoyaduyang
Personat Data Protection Section
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\_Assistant Secretary-General 1 /
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Organization Development Section
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L) HNIINAUNLAY | Risk Management Section
A Senior Advisor 4
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Legal Office
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_ F99LAUITN1T 3 58948915115 4 (Wanl1 ThaiCERT)
Deputy Secretary-General 3 / Deputy Secretary-General 4 (ThaiCERT)
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Critical Information Infrastructure : Agsistant Secretany-General 81(Thal CERT] ;
Management Office |
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National Cyber Security Academy Office
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Thailand Computer Emergency
Response Team (ThaiCERT)
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Cyber Operation Office Cyber Coordination Office
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Establishing the Cybersecurity
Foundation of the Country§

- ' o ar Y '
niMmATTENHINET danuntsaldeanatunieleuainantelulssinauassTndng
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AoAuluAIassguazUsryvwiliuandng dAregrensainisloufiusziva Estonia A2 DDoS
|d d 1 =, s =3
ingjilgn denansznudaszuuaeuiameivesUsaimaynszuuiaiuled waznisliuinns
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‘.J ar d d i o ar ar
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ar d =) 3 1 =) 43
nﬂqﬂﬁ'mww'lﬂdwafmnmu “I9AIATNATINATY”

“Over the past decade, the cybersecurity landscape, within the country and
abroad, has been marked by cyber incidents targeting critical information infrastructure,
which affects the security of the nation and its citizens. For example, the cyber attack on
Estonia through a massive DDoS (Distributed Denial of Service) disrupted the country’s
computer systems. Websites and other financial services were interrupted and remained
inaccessible for several weeks. This incident shows the urgent need to enhance and
develop capabilities to respond and anticipate both present and future cyber threats.”
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The largest DDoS attack incident
in Estonia’s history affected all of the
country’s computer systems, including
websites and financial services, causing
disruptions that lasted for several weeks.
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Hackers gained control of the
computers that managed the electrical
systems of three Ukrainian power
companies. This resulted in widespread
power outages, affecting roughly 250,000
households.
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There were attacks on critical
infrastructure in Thailand, leading to
personal data leaks. These attacks are the
major root cause of cybercrime, manifesting
in various forms like social media scams.
The impact is far-reaching, affecting both
the economy and society, with a concerning
upward trend in it’s severity.

¥ o 1 ] = ar
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ns¥nurnusiuasUasndelewes wa. 2562

wazdinavsduldidesudl 28 w.a. 62 Wuduly
Recognizing the critical needs for

cybersecurity, Thailand implemented the

Cybersecurity Act B.E. 2562 (2019), which
entered into force on May 28, 2019.
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do ASL. (S10) W.S.U. UddNasy (1Sovtason 1490/2561)

The MICT submitted The Council of State concluded its
the draft Cybersecurity review of the draft Cybersecurity Act.
Act to the Cabinet. (Finished Case No. 1490/2018)

| ] =3
- 29 sudAU 2557 “ 26 nuenvu 2561
December 29, 2014 T ~ September 26, 2018

-

&

< 6 unsi1AU 2558
January 6, 2015

AsU. DuGiouuaHanMs MDES Lau (S10) W.S.U.

(s10) w.s.u. auuuUsuusv
The Cabinet approved D ASU.

the draft Cybersecurity The MDES submited the
Act in principle. revised draft Cybersecurity
Act to the Cabinet.
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Starting Points
of the Cybersecurity Act B.E. 2562 (2019),

ASY. DuGpuuld
Hann1s (S1v) W.S.U. WS.U. US=mea

QuuUsUUsp USIBADIULUALY
The Cabinet approved The Cybersecurity
the draft Cybersecurity Act was published in the

Act in principle. J Royal Gazette.

N 18 SucAU 2561 ‘*\ 27 waumnau 2562
N December 18, 2018 \ 2 May 27, 2019

28 qUMWUS 2562 28 WauMAL 2562

February 28, 2019 O May 28, 2019

amua@ueyeda oud W.S.U. DwatduvAu
LRUBDU (S19) W.S.U. The Cybersecurity
The National Act entered into force.

Legislative Assembly of
Thailand passed the
Cybersecurity Act.
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Enhancing Cybersecurity

o W5 MsShwausTuag o fAmENTIIANSANTINWIAIY e SIn1sdads National CERT
Uaendyluiues w.a. 2562 Jupwaoadtlgiuesuiand e nuv. Avua Regulator 7 ¢y
fnaldvsdu (nu4.) uwazAmuaSnvasnte Uil

e JdninuAMENISUNIS o fAngnssuMIminuguaniy mstavdelwuiniadu i u
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o HAnznITunsuImsdtinau (waon Usweyn edniand)
AENTIINTMISNEIANN o As. TuReydAlvllfu1Ufo@
sSfumsasastlowes (nua.) i anue. $1uau 42 518

2562 2564

®
e The Cybersecurity Act 2019 e The National Cyber Security e The National CERT was
entered into force. Committee (NCSC) was established.
¢ The National Cyber Security created. ® The NCSC identified 7
Agency (NCSA) was e The Cybersecurity regulators and established,
established. Regulating Committee (CRC) for the first time, the
was created. characteristics of Critical
o The Committee Managing Information Infrastructure
the Office of the National (ClI) entities.
Cybersecurity Committee ® General Pratchaya
(CMO) was created. Chalermwat was named the

first Secretary-General of
the NCSA.

® The Cabinet approved the
appointment of 42 officers
to the NCSA.
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o fim3¥ads Sectoral CERT

Audiunsasndvlowes Excellence AU3vIN13 ATUNNATY
(w.¢1. 2565 - 2570) Anusiunsaoadsloiues e in159n Thailand

e 1in153M Thailand Cyber Top e din138n National Cybersecurity International Cyber Week
Talent A¥ausn Exercise 2959V 3 U e ThaiCERT iWnsauiduaun@n

e 1n159% Prime Minister o finsusisdondneudimdad 983 FIRST
Awards: Thailand Cybersecurity @73 W.3.U. JUUSA 91U 65 518 o fhedinaluiienns
Excellence Awards {Junssusn o flnsda NCSA Thailand ) que’fiwmi 81715 C
(s19¥asunruiunsUasnst National Cyber Week
lguasfiauszaueif) Buadausn
2565 2566 2567

[ ] @

e The first National e A Center of Excellence in e All Sectoral CERTs have
Cybersecurity Exercise took Cybersecurity was been established.
place in Thailand. established. ¢ Thailand International Cyber

e Thailand CERTs Community e The National Cybersecurity Week has been held.
was founded. Exercise was held every e ThaiCERT will become a

e Cybersecurity Policy and three years. member of FIRST
Action Plan (2022-2027) was e The first 65 officers per- Forum of Incident Response
announced. forming activities under and Security Teams (FIRST).

e The first Thailand Cyber Top the Cybersecurity Act were

Talent was held. appointed.
¢ Thailand held its inaugural e The first NCSA Thailand
Prime Minister Awards: National Cyber Week was
® Thailand Cybersecurity held.

Excellence Awards.
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® NCSA will relocate to its
permanent location at
Government Complex
Building C.
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By NCSA Thatlnd S:UUADUWILODSUHOBIA
(Thailand Computer Emergency Response Team (ThaiCERT)
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gliiiaes H il|L Hi I|u[i|
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LA3l Thailand Computer Emergency Response Team (ThaiCERT) tuniagaiuneld
mM3guaves dtnnuingInssundidnvselind wie Electronic Transactions Development
Agency (ETDA) daund w.a. 2554 Tasiintshaludunisineausiuasasndvloveives
Uszina

Uaqtiu mensysvlydinsdnwmnusiunsasndelowes we. 2562 fnateduld
ﬁ'lwum’[ﬁﬁﬂqs'ﬁ'ﬂﬁ’jﬂﬁuﬂﬂizmun'ﬁ‘?ﬂmmmafi’uﬂaﬂaamﬁaszumauﬂ'gma%m‘mﬁ Thailand
Computer Emergency Response Team (ThaiCERT) ¥u Tasidumissunisly dninaiu
AlENTINNMINITInEImmiuasasaduluuesuvisnd (anuy.) uazudnmusiguund Jud
21 nunus 2566 Ileu ThaiCERT (1fal) wienussmmsiafiisasumsinenanuiunsaendy
lguesvesuseina undunthssnuneld anus. uan

Previously, Thailand Computer Emergency Response Team (ThaiCERT) was a unit
operated under the supervision of Electronic Transactions Development Agency (ETDA) since
2011, with the mission of maintaining the country’s cyber security.

Currently, with the Cybersecurity Act 2019 taking effect, Thailand Computer
Emergency Response Team (ThaiCERT) was established as an internal unit of the National Cyber
Security Agency (NCSA) Furthermore, by the resolution of the Cabinet on February 21, 2023
ThaiCERT (previously) along with all missions related to maintaining the country’s cyber security
to be a unit under the NCSA.
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Development of Cybersecurity
Capabilities in All Dimensions

Cyber threats prevention
Cyber Incident Response -
Mitigation of cyber threats — ====7%

“pgfludrsmaiiussrslannusmusave smissnuiiliviisnsanuiuasasady
loiwasvasusema samanisairimsiuiuazanunsewindliiudeauinelasialy Taonns
Jarfununsaseanaduudslifiu anuy, nitenualuguwianiiugua nisenulaseing
WUGIUEIAYNINETAUNA WASUUIBUYDITY”

“Thailand is in the process of strengthening the capabilities of agencies responsible
for maintaining national cybersecurity. This includes raising awareness and understanding
of cybersecurity within Thai society at large. The focus is on strengthening the National
Cyber Security Agency, Regulators, organizations of Critical Information Infrastructure, as
well as government agencies.”
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Enhance Personal Skills and Expertise in Cybersecurity
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WK1 (Cyber Clinic)

Enhancing the skills of cybersecurity officers
cybersecurity awareness training for target agencies (Cyber Clinic)
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Tassadrsfiugruddgmnisarsaune Usesh
Yeuuszana w.a. 2566 (NCSA Cyber Clinic 2023)
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The National Cyber Security Agency
(NCSA) has organized a seminar on the NCSA
Cyber Clinic for government agencies, regulators,
and Critical Information Infrastructure (Cll)
in 2023. There were 10 seminars organized
through online meetings. There were 10 seminars
via online meetings with approximately 1,600
participants throughout the year, including
participants from 74 Government Agencies,
Regulators, and Cll and 17 private agencies.
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Notification of NCSC Re: Characteristics and Measures for
Prevention, Response, Assessment, Eradication, and Containment
of Cybersecurity Incidents at Each Level BE. 2564 (2021)

"ﬂ"lSUS:lUUFD“lUléElOIla:ﬂ"ISO"CIr‘hNaHS‘IJCI"luU"|c15‘l 54"
Ty 599Man319158 AT NNAS AAugled
Section 54 Compliance : Risk Assessment and Reporting
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Section 54 Compliance : Cyber Security Audit and Reporting

"MsSu-dudluaqdedsms PGP”
Tne w.o.0.0mngy wenuduns gennenisdinufifinng anus.
Receiving and Sending Emails with PGP Encryption
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Developing Code of Practices and Standard Frameworks for Government
Agencies and Organizations of Critical Information Infrastructure

msus:tius:auanuwSauduMsSayIANULuAYUasaAETBIUDE

oW NIST Cybersecurity Framework (Wunu uSudn Time consulting)
e a3.5ywa Weeuuy aynssunsensaans ddnauiauisguianiva
(23AMIUMITU) UarANITIUN uiA §3An15lATan1s TIME consulting

Assessment of Readiness Level in Cybersecurity According
to NIST Cybersecurity Framework
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A WUUAVUaRanelsLuas (W.A. 2565 - 2570)
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Implementmg Organizational Cyber Security Policy and Plans (2022 - 2027)
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Driving National Strategy into Implementation through Three-Level
Planning, Project Development, and Outcome Monitoring
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Implementing the National Master Plan on Security Issues
and National Security Policy and Planning
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Notification of NCSC Re: Cybersecurity Knowledge and
Expertise Requirements for Competent Official Appointment
B.E. 2564 (2021)

sz1isuAruznssunsmAuQuaduAIUluAvUaDaABTBIUDS
Jrdoen1supuILIDIUMSANTUNISIWDSUTD

AUAYANAIUNIVTBLUDSTUS:AUSIOUSY W.A. 2565
Tng wanagil Ainaves deensdninngvuig anus.

Regulations of CRC on the Assignment of Powers to Perform Tasks
on behalf of the Cybersecurity Regulating Committee B.E. 2565 (2022)

LASYUNISIONISIFVIULIAST 54 UDOWS:=SIBUTINIG

Ms$AVIANULUAVUADOABTBLUDS W.A. 2562
Tng wae1nAms uin Aveiesia §ieian1Bnis 3 anuw.

Cybersecurity Act B.E. 2562 (2019) Section 54 Compliance :
Report Preparation

= Al
swenuls=l 2566 NC%.M ..

https://ncsa.or.th/Ebook_s51891u snuai/aaeiulsedndl anua 2566.html 49/148



2/4/25, 10:57 PM Tevudsyini anu 2566

N1SoUsU Cyber Bootcamp Project

@nuY. SUAU Australian National University (ANU) UWaganuiengnssnvynesainsiay
Usginusendlne daeusuliiuyeainsgufoanusumiudiunniaendeloies anmioeay
ApSguazienyy $1uau 20 AU WlsenszRuALilasfiuyuTnegliiuyaansmeiuleued
Tudszine WoTudl 12-14 fugioy 2566 o TsausuAnddiu u1dy agammy

On September 12 - 14, 2023, the National Cyber
Security Agency (NCSA) cooperate with the Australian
National University (ANU) and the Australian Embassy in
Thailand conducted training for 20 cyber security personnel
from government and private agencies to improve skills in
cyber security at the Kimpton Malai Hotel in Bangkok.

Tasvmswaundaanuaiwisans:udoumMsUjuiivuauisiuas
mMuUIasTIUAINAUDVKLDEUTASVISWWUFIUG ALY
nvaisauinA (Lead Implementer Lead Auditor)

Project to develop the capability of cyber operations processes according to
international standards of the organizations of critical information infrastructure.

Wemsunsuazaireaudtlalitumbemilasadiugiuddgmeansauna o
yee3g Mrsnumuauuieiiugua wiswitssensy TusuulouisuazngsuleuiiAeades
frumsinwanuiuacasadtluiues Tufwinns iesg wesuurUtitus waruumnans
duasulunmsundemazinmanuiiuasasaselaues sumsesedgydfnissnwanuiuanasnde
lotues .. 2562 amu1nsgu NIST Cybersecurity Framework %38 ISO/IEC 27001

To promote the development of cyber security policies and regulations for government
agencies, regulators, Critical Information Infrastructure (Cll), and private agencies, including
Minimum Standards for Data or Informaticn Systems and Standards and Guidelines for Promaoting the

Development of Cybersecurity Service Systems in accordance with the Cybersecurity Act 2019 and
the NIST Cybersecurity Framework or ISO/IEC 27001 standards.
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AYNSSUMSBUSUIGVURUAMSWIINTaAUEWSaRUHUAvIUMULIaSTIUAING

MeIAlASVHNISNISENS:OUNAL:UAAINSAIASTIWDODUTINEAIILADVNISUDVUS:NA
Workshop to improve competence in accordance with international standards to
improve government personnel abilities to accommodate the requirements of the nation.

finqussasdiiliofmurfnenmyrainsfuiiRnudunsinvnnuiuasiaeadslewes
’Luwﬁwmumﬂ%’gﬁgﬂuﬁmﬂmqL.Lasa";unuﬁmﬂ wazdinguimuneduyeainsniady leua Jujdhanu
misauiesdu fUiiRnumhsnusuasisugy fUiRnumbsauiunsine wasfufiinu
whignunasy uarllaiasidiiulasninia 3,000 au NNTUSEINA lngAndenanglAmuauda
psingUszasHI Y 450 AU thlugmsdnidennguidhmneffidnenmvnsdiuanuiunaaends
lowes Swavlidesndn 225 au Whiumsiauesdauiitedfunsussdiuinuemuunsgu
Tusgduanna FelddudunmsdneusuiaundnenmyaainsfufiRnufuasimeuiuan/aends
oo $1uau 9 Ju el

The workshops aim to develop skills and knowledge in cybersecurity for personnel of central
and provincial government agencies. Among the 3,000 people who registered, 450 qualified individuals
were selected to join the program. From this group, 250 participants were further filtered to enter an
international assessment program. Nine batches of workshops were conducted before the conclusion
of the program.

1 fu ASONWUKIUAS
2 U JVRIOGY TR
mB fu YVRIOWLILan
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Raising Public Awareness of Cybersecurity

1A39N159U5H NCSA Cybersecurity Knowledge Sharing Uszd1Usuuszunnl w.a. 2566
iedunisiasumnudlituyransfuifnusunusiuniasadelaed dndeu dhdnw
A3/01915¢8 fUnAses Aufinig fgeeny wasuszasuihluldiliauiainudile leadae
AunTEutdninudeanaunisleiues Iinsiufateyasieauiirnievesdeauniy
Tusgdiuusenenazszavlan Wifugidhsusuilaftewioususieliviniusuanaamilewes
naend 2566 TiiudonisiAsuudatuasfonnalmi q egnasanan Tnefinnsdneusy
W 10 ASq TugUuuu Onsite wag Online dgaulaidniunda 62,000 Au Feflvdoiuraula

it o5
NV
oautonsoundy | 62,000 au

NCSA’s Cybersecurity Knowledge Sharing 2023, seminars on various cybersecurity-related
topics, were organized to enhance the knowledge and understanding of cybersecurity for
cybersecurity professionals, students, teachers, parents, persons with disabilities, the elderly,
and the public. The primary goal of the workshops is to equip participants with awareness
and understanding of cyber threats, encompassing both domestic and international threat
landscapes. Through this knowledge enhancement, our objective is to enable the public

to effectively confront cybersecurity challenges throughout the year 2023.

&Y wuoaanisus:tiju

Cyber Risk Scoring
“Cyber Risk Scoring”

&
nIva

101 OT Security : AUNSIVUNU IS
auANuUananelBLUaSius:auavANS

"OT Security 101 and How to Prepare
Cybersecurity Plans for your Organization”
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fis Call Center : naajvooulal R
UNLS8USIALWY il

“Call Center Scams and Online
Fraud : Lessons Learned the Hard Way”

| USE CLOUD, CAN IT BE
HACKED? ; P

“| use cloud, can it be Hacked”

o Qn

"aadaenssu Zero Trust
musJyuuuyav NIST SP 800-207"

“Zero Trust architecture based on
NIST SP 800-207"

(PENCTRATION TESTING BEST PRACTICES) “uudU)UGinIsSnaasuIN=S:uU
DAL  (Pcnetration Testing Best Practices)
"o _q & Breach Attack Simulation”

*_g. “Penetration Testing Best Practices &
i Breach Attack Simulation”

-2

o W 5 cvngm srcummy \ Ol | foea \
.. _ davdununuooulau |
Wgvdunungooulau D =
“The Elderly and the Danger P— :
of Online Scams” o

Wate

Romance Sgam Topic
snu Tigisn
“Love Bites: Unveiling
Online Romance Scams”

= Al
swenuls=l 2566 NC?‘? m‘-

https://ncsa.or.th/Ebook 518911 &nuai/sneeuilsednil anua 2566.html

53/148



2/4/25, 10:57 PM Tevudsyini anu 2566

alunIsUs:aiuAdIuSIULDNIVIBINIS

anue. lafinsuanildsuasdauiiuanuiuanasadelyuaisauiumhenuiusiinsniaenyy
Tunseunulifiuypansgujidnuaumiuiuanaendelyueiminiasguasionsy dell

@ TREND "mispnanistdnuditiyua:zAANvuvngAnAMUNVIBLUDSIUT W.A.2566"

lkaspersky

“Cyber Immunity for a Secure Digital World”
NCAS : National SOC Workshop with Kaspersky

“Thailand Future Cyber Thought Leader 2023"

Windows System Security Basics and Reinforcement Training
Linux System Security Basics and Reinforcement Training
Penetration Testing Technology Training

HCIA Security Certificate Training

Global Cybersecurity Trends (CLMV)

- -
HUAWE|

ISC2 Bangkok Chapter : August 2023 Event

Guardians of the Clouds: Ensuring Security in a Multi-Cloud Era

(NBYUDEIVLANUGY DENHINNUDINNETBLUDS

TAsuMSWCUUINNU:UAaINsau Cybersecurity s:GuaQuAnNU

anuy. taaszudndsanuddglunisadaiidanudiu Cybersecurity Lﬁaanﬁugw
Tumsiaurdngnineasmasaulinaulangaudeenisvainingaamnisudiu Cybersecurity
war anwv. laAadeniida/dndnen deia _—
uIngrde/an1tu @aunln nus. way @o8. W M
Uszinalng fidaenisiinuszaunisalivndn
luaw131 Computer science, Cyber security
wazauduY Mieades S 20 A WU
N1SHNUSTAUNITIY AN ol Anye.
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nnssW Industrial Based Skill Day
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INDUSTRIAL SKILL DAY
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ANNY. INNINTTY Uazdan1sasdy CTI-CTF daulandivinielagldszuu Cyber Threat
Intelligence (CTI) luguuuu Capture the Flag (CTF) laeiflinguszasd fail
e liadavennuy uazasuaieunlafgiussuy CTI

o tieiiumuruirudile saludansyssgndldszuu CTl IAaUsETongagauasanunse
nevAUBIHaANABINITYRIMBUldBg 1WA wasy UL CTI

o Lilaenszduinasgunadiseda Ane uasdesiudunnaumdlees aaenvunsaT g
anuiiunsaendenislevesiiiumsnuludsymelneegradisyuuuardedu awnsaiuilefu
seanaumlgiuesluguuuulmiliviusaivanisal

NCSA organized activities and competitions CTI-CTF, presenting challenging questions using
the Cyber Threat Intelligence (CTI) system in a Capture the Flag (CTF).

® Increase knowledge and understanding about the CTI system for government and private
agencies interested in the NCSA CTI system.

® Increase knowledge and understanding including how to use the CTI system to its full
potential and effectively handle the agency’s requirements for it.

® Raise the standard for monitoring, detecting, and preventing cyber threats. as well as
strengthen cyber security for agencies in Thailand systematically and sustainably able to deal with

new cyber threats promptly.
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3¥1NISVIUdY8 Academic Research

vildlunsfiaddnues anu. Ae nsadunnumseiniliunvnniednludenlng v
famaluladidnuiduss fulavesindoudranauynuny quiisoanusiuasiaensdelaves
gvinssusadeyaite das Menusin q Manslulasuendszing sFsuGsaduunai
Wowpuwinnuarudilagiuanuiuasasadslavesiusiig q eaduaiagiduiunas
msaseminidulewes Wdeunanudvinsluseuliiiium “ChatGPT” “Generative-Al” uag
“Post-Quantum Cryptogrphy”

The National Cyber Security Agency (NCSA) primary goal is to raise awareness in all sectors
of Thai society about the latest technological developments and cyber threats. The Cyber Security
Research Center has gathered research data, news, and reports from both inside and outside the
country and compiled them into articles to share knowledge and understanding of various aspects
of cyber security to strengthen immunity and cyber awareness. The topics of academic articles in
previous years included “ChatGPT”, “Generative- Al,” and “Post-Quantum Cryptography.”

b

~ - P \-‘t
ChatGPT Generative ()lm(,):}um

Al Cryptography

Chat GPT Generative-Al Post-Quantum
Cryptography
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WUSHISUH1INgnagnus:tnAnd1 600 AU

NCSA Partners with Ministry of Higher Education for Cybersecurity Knowledge
Exchange with 600 University Management Representatives Nationwide

dlotudl 4 eweu 2565 anuy. saufu
NTENIINTTANANYT Ingrmians Idouas
uianssy (91.) Ian19UsegaBeUiuRng
Foe nisaiufanssuuussuuadetie
arsaunALfioWauin1sAnen ased 41
(41st WUNCA) T¥nquszasdifiotiausuas
wanidsunnuy Fuguimsiaietisansauine
YIUNING1duIUsTINANI1 600 AU laed
WADINIFANT DUT TULWY LAVIBNITAMLATINAT
n13¥nwrautunsUaenseleiuad uiasd
LAy $A.gIENA ANUNIY NITUNITEMTIANLA
Tu Aud. IMAURIINYIFYLNYASAIEARNS
Taumduingans u uminerdsinalulad
swasnasaulnduns Insnenielnata ey
nstEsuas19AUdnle naenIuas19AINsINile
U UniNet Tuuseiiy fasioluil

On August 4, 2022, the National Cyber
Security Agency (NCSA), collaborating with the
Office of the Ministry of Higher Education,
Science, Research and Innovation (MHESI)
organized the 41st Workshop on UniNet and
Computer Application (41st WUNCA). The objective
is to present and exchange knowledge. with 600
university information network administrators
across the country, including Air Vice Marshal
Amorn Chomchoey, Secretary-General of the
National Cyber Security Agency, and Assoc. Prof.
Surasak Sanguanpong, Commitee Managing the
Office of the National Cybersecurity Committee
from the Kasetsart University participated as a
lecturer at the Rajamangala University of
Technology Rattanakosin Wang Klai Kangwon
Campus, which enhances understanding and
creates cooperation with UniNet as follows:

asuaswwauyaansduanuluavlasanslsluas
Strengthen and develop cyber security personnel.

asiasatrstunisUovaunslviuos
Create a network to protect against cyber threats.

untauaua:suwudaUsusitumisaitiunisaiudiv a
udumuaIsautnAGIuUNISANU

Present and listen to problems in various aspects of
educational information work.
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Participate in considering solutions to problems.
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Thailand National Cyber Week 2023

suinssansduniivimssuaiusiuasUasadeluiues U 2566 (Thailand National
Cyber Week 2023 — THNCW 2023) Sanulusudl 17 - 18 naw. 2566 & aweduiinsny
nganme ingusrasdlunsdadiolinhenulassaisiuguddymmansaune misoeu
Ay wasmAenYy @anntunmsine aaesaulszrruiiaulaldilonawanufeussdnug
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Thailand National Cyber Week 2023 was held on February 17 - 18, 2023 at Samyan
Mitrtown, Bangkok. The exhibition was oreanized for infrastructure agencies, government
agencies, private sectors, educational institutions, and general public to have the opportunity
to exchange knowledge and experience, as well as to promote cybersecurity awareness.

ORinsounvau | 15,152 AU
A total of 15,152 people participated in this event.
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Platform Online MOOC ula: NCSA e - Learning

Developing Cybersecurity Personnel,
Platform Online MOOC, and NCSA e-Learning

Wetdunisenseiunazilaloniants
Souisiunuiunslaendeleves 1WAy
FUitAnusunuiunasndeloesuas
graulaleidrFeuslunnil yanan Taedaqiy

= o

T g szuuLaInan 5,000 AU N9 www.national-

U

£

cyber-academy.ncsa.or.th/open-elearning ey

Www.mooc.ncsa.or.th
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NCSA MOOC

The platform was developed to enhance
cybersecurity capacity and provide opportunities
to practitioners and those who are interested
in this field to learn more form this platform,
which is available anytime anywhere. Currently,
the platform has already got more than 5,000

registrations.

NS MCOC
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(CYBER SECURITY E-CERTIFICATE)

..m NC?; swnuls=Al 2566

https://ncsa.or.th/Ebook 518911 &nuai/sneeuilsednil anua 2566.html



2/4/25, 10:57 PM

Kangas “duldlviuas”
“Aunjai Cyber”
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NCSA and Advanced Info Service Public
Company Limited have collaborated to carry
out a project to promote learning about digital
citizenship duties. The “Aunjai Cyber” course is
available in an e-learning format for teachers,
educational personnel, students, and citizens
across Thailand. It can be accessed through
digital learning media on the LearnDi for Thai
platform, allowing users to learn online anytime and
anywhere. The course has been publicized
through various media channels to encourage
educational institutions to use it, and you
can find more information about it at www.
learndiaunjaicyber.ais.co.th.
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Cyber Knowledge Center

drindvinsanuuasasadsloueiuisnd Iddudunissunussdauiuasdai
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IaagnsdzmInLarsIGgT 19 https://linktr.ee/thnca

The Cyber Knowledge Center has collected knowledge and distributed it in various
media formats. Categorized so that interested people can systematically search and learn about
cybersecurity. It has been created as a cyber knowledge repository as a channel for convenient
and quick.
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v THNCA
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THAILAND NATIONAL
CYBER ACADEMY
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Thalland National Cybar Academy
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FITY AVWARENESS

CYBERSECURITY AWARENESS CYBERSECURITY KNOWLEDGE SHARING

NCSA MOOC CYBER-LEARNING dulolmuad ars

insumsnowiunvisoaisluiesurved Insiwi 0-2502-7831 | Swa : academic@ncsa.or.th
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Cyber Incident'Response

MsuIVLGDUIHONMSNIAYANAUIHAUKLU8VIUCGIY a dgvtdunionis
Notification of official cyber threat incidents to various authorities

U1asnmsLgosn

Proactive measures

msusvidaudoyarnansiigrnunsAnAUNVIBLUDS
Sending out notifications for 71 cyber threat incidents.
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Reactive measures

1808 AMsudvtiputramsaiuaztRALu=TuNISUATUUTYHY
ASY Notifying cyber incidents and provide recommendations

to respond to cyber threats, totaling 1,808 incidents

MSCILIUMSALAYITDVAUDBEIINSSUNVTBLUDS
Ans:nUciDHUIgVIULAzUS=B YU

Responding to 426 cyber-related crimes affecting both
agencies and individuals

mMwsauAsAnNAMUMVIBLIUDSA ThaiCERT

QSJOIWU ua:=adunistul 2566
Thailand's overview of cyber threats in 2023 has been actioned and
detected by the Thailand Computer Emergency Response Team (ThaiCERT).

Hacked Websites Vulnerabilities

Fake Websites Data Breaches

Finance-related

gambling incidents DDOS Attacks

Data Leaks Ransomware Incidents
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Vulnerability Assessment (VA) and Penetration Testing (Pentest)

msUfUaMSLWOUS:LOUAIULEEY

. Q28NISNAFDULN:SEUU
LWDAUKIDQDUIUMISLUNAIVS:UUCY A

T0et3RLBYIBITY

This operation involves a vulnerability
assessment (VA) by conducting Pentest Into

a website to find vulnerable points in

accessing the systems by experts

VA scans Pentests

JuuauuUMSINBdIHQAgANATIUNIVIBLUDS
Support for Incident Response

ANSOUaUDVCDLIHANIST
Incident Response

n15UfUAN1s LRensIaasundngiu
TieuInwlunisdieinasnauausy wayiuiia
mhsnuiivswouazasituil irdewmde nsedeu
fignivdngiu daviunuiluudanisdidnme
I funiasuiidesveuazyinshnaundenis
Tin1stheinde

This operation involves verifying
evidence, consultation for incident response
(IR) to cyber threats, preparation of recovery
plans, and follow-up for the units that request

JpudnmsauuayunivlsLluas
Cyber Support Operations

support

IR Operations

..m NC?{.‘ swnuls=Al 2566
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msasionudguanmisUavnunelsiuas
(Cyber Protection Team : CPT)

AIUIASY 19 winsessdyaAnisshwianusiuaaeadelsiuad w.a.2562
1ﬁ’%‘§mum%’ﬁm‘imﬂl,l,m'qégqmm}'ﬁmm§mm=ﬁwmmﬁmmﬁ'ﬂmﬂmmﬁumﬂaaﬂﬁalﬁmua%
T Jundnaud i fisunsesisSayaad lagszAuAUIAMUTINIYAIUNITTNYY
anufuaslasadeloadvemidnaudimidie Wuldauussnirpaenssunisnisine
anusuataenafelaluesuviend Fesnsdmunseduanuiainudiuiaiiunisinm
anudunsUasadelvuesifoudsdauduninaudming wa.2564 Fefilarldzuudeda
\Judmiifiv (Cyber Protection Team : CPT) 2z a9t 1un1sousuiuasesssu Msduaiu
douaiu AuauiuAUaenfvessruvaTsaLmA (Information Security) A13UIW13IANT
winfeana1uleiues (Incident Handling) uagn1sfigaunang un1eAvvia (Digital Forensics)

Section 19 of the Cybersecurity Act 2019 requires the Minister to consider
appointing persons with knowledge and expertise in cybersecurity as officers under the
Act. The qualifications of these officials are in accordance with the standards specified in
the announcement of the National Cyber Security Committee on the level of knowledge
and expertise in cyber security as specified in the Cybersecurity Act 2021, individuals

selected for the Cyber Protection Team (CPT) must receive training in forensics, ethics,

investigations, and digital security.

Cyber Protection Team
(CPT)

yaapUaudVlazsSulD

ipdaurhdometu 1 Hluw Us=naumav CPT

adamu / Us:anuviu
CPT (1Kanw)
damu / Uszaauviu
CPT (Sector)

stenuls=Al 2566 NC;‘{ 6658
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Thailand Cyber Threats Landscape from
October 1, 2022 to September 30, 2023

ﬂiumwnﬂﬂnmwmau f.A. | Ny | 5.A. | W.A. fa | we | we. | fe. | na | 48 | ne.
Type/month Oct | Nov | Dec | Jan Mar | Apr | May | Jun | Jul | Aug | Sep Tota

Application Compromise

Command and Control Server 0 0 0 1 0 0 0 0 0 7 1 0 4

Data Breach a4 3 0 3 2 i 0 0 3 6 8 14 50
Data Leak 0 0 0 0 0 S 33 3 0 a4 60 0 103
DDoS 0 0 0 0 0 1 0 0 3 20 9 0 33
Fake Website N 100 a8l 200 BZel 490 Al 28 [l 13: S50 15 U310
Finance Scam 0 0 0 0 11 8 128 19 B 150 2 5 Bl

Hacked Website (Defacement) 57 58 54 84 60 80 17 13: | 20 8 5 19 475
Hacked Website (Gambling) 26 8 o uEd A PaEe| SE Palng b 8 2 69 522

Hacked Website (Phishing) 1 it 3 5) 7 7 1 5 4 0 4 5 47
Hacked Website (Malware) 0 0 0 0 0 3 0 5 1 0 3 0 12
Mail Phishing 0 0 0 0 0 1 0 0 0 0 0 0 1
Malware 0 0 0 0 0 0 0 1 0 0 0 0 1
Privileged Account Compromise 0 0 0 0 0 0 1 0 1 1 6 3 12
Ransomware 5 1 0 1 6 2 3 1 4 1 5 1 30
Security Misconfiguration 0 0 0 0 0 0 0 1 0 1 0 0 2
Unauthorised access to 1 2 0 0 0 1 0 5 0 0 0 0 if
information

Unauthorised modification 0 0 0 0 0 1 0 0 0 0 0 0 1
of information

Vulnerabilities 1 3 1 1 1 4 6 5 10 45 6 1 84

Other

e R

*\
n'm NCS7 swnuls=Al 2566

https://ncsa.or.th/Ebook_s51891u snuai/aaeiulsedndl anua 2566.html 68/148



2/4/25, 10:57 PM Tevudsyini anu 2566

Asavadula:msvgngna msuavnu
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Support the Department of Special Investigation, the Royal Thai Police,
and other law enforcement authorities in their investigations, preventative
efforts, and efforts to resolve issues of cyber-related crime.

auuauun'isaua:)uumawaua UovauuntuUsyriorseuinssuaaulad SDUﬂU
dUnVIUAISIDUHVLBIA NSUFDUAIUACWIAY I.la-.HLIJE.I\TlLIUOFIUIUFI[]HLI'IUE)U
Investigation and expansion of arrest results, prevention, and resolution of cyber threats
Support the investigation and expansion of cybercrime prevention in cooperation with the Royal
Thai Police, the Department of Special Investigation, and other law enforcement agencies.

APEC : iilseiauagsavavaivanaunlsivesluinisianisusyguduiiaiasvgiaea
LLasmiﬂizﬁmﬁlﬁmﬂﬁ’aﬂuﬁmﬁﬂizmmhaLﬂuLﬁ’fmwwﬁmﬂﬁUﬁxﬂgmmLm WA 2565 anue. Saems
gudufuanisiirszTaavaevaussdoanaumalsives (aundag) ieujianisislunisinwm
arunlaendsfifeatufegnrmmleues ‘s'mﬁaﬂﬂ’%uum%‘dﬁﬁﬁﬁﬁmﬁm%’ﬂmmmﬂaaﬂﬁm{'m 9
paAviuBInIsUsy YNt maATsgRaeaLasnsUsyyRTiAstedugsiussmalneduam
dan1sUszaaieiUn wa. 2565 lag anuy. UJURnsilsede waznevauesdvgnaiumislgiues
FauAudl 11-20 waeRneu 2565

Asia-Pacific Economic Cooperation (APEC) 2022 in Thailand : NCSA has been monitoring
and responding to cyber threats at the APEC Economic Leaders’ Meeting and related meetings
during Thailand’s hosting of APEC 2022. During Thailand’s hosting of the APEC meeting from
November 11 - 20, 2022, the National Cyber
Security Agency (NCSA) established the Cyber
Threat Surveillance and Response Operations

Center to monitor and respond to cyber threats,
including providing operational assistance
to various security agencies throughout the APEC
Economic Leaders’ Meeting
and related meetings.
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Personal Data Leaked

Wodun 14 Jwran 2566 ATIANY
msUsemeuadayadiuyanaveseyIty
D 3
Tuussinalvefindivledaisisuse
Fayarailanunsarindsld wavensindeya
sanam unlanmiasauly Uszneulusy
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Tevudsyini anu 2566

= o ¢ o & ¢ as ' W o
og wasnangavlnsdne el Inaddanandulalvi

anilnandeyadiog s Tumsil Wetud 16 fuau 2566 livszanuauiunasiyyinisansiaduaiy
dgaualueveInsIumawmalulad (ur.aen.) Wesmiuanvaeuieyauasauifeltesiumanisal
MANMsTaIiuasnaeuteya warsiRnsauhlugnsdunugnssyianuiin WeTui 12 wwiew 2566

On March 14, 2023, an
announcement regarding
the sale of personal
information belonging to
Thai citizens was found
on a public website and
claimed that information
was obtained from
government agencies.
The announcement
includes the ID card
number, name, date of
birth, address, and phone
number. Furthermore, the
post is still available for
download. In this regard,
on March 16, 2023, it was

coordinated with the Cyber Crime Investigation Bureau (CCIB) to collaboratively review data and

linkages with the event that resulted in the perpetrator’s arrest on May 12, 2023.

Al o
-.m NC“;} swnuls=Al 2566
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False Base Station UanulahdeusdneuinsAwnav SMS Haonadv
False base station (FBS) detection and SMS fraud

\lasnnilagiuiifidevefinnidumbonnsuiunisds sMs ludnwurdivasy Taesnsde
\Humintsauvesiguarandunmsiiu evasngaRufidevne Fauiumsinan Mdunsszuin
\uegaun mndssmsunandouaznadeifindrn szfnduuaunainduniuquiaissszesina
Tneanunsalauiuandgdsuinsiniosinsdwiiiu Mobile Banking

neelgyrIn1sinseduaruasuaiuevgInssumavalulad (vv.aen.) Wumiigsunan
lumsdfiunisduadu laesaududdnauanenssunisianisnseareidess Aansinsiiaduay
Aan1sinsauuIALLATIR (nane.) surrsuislsemelng (sun.) suimsndnsing aunausuiaisineg
way anuv. SUfiRnmseuilugnmsdunudnseinmnuie Taedletuil 24 wauanau 2566 Tdduna
Fiieades $1uu 6 Au uazvesnanadiugunsaivasuandayyadoans (False Base Station) $1uau
5 1389 sosud Sy 4 du sevmuldderienirindliniafiesl#Bnnhgunsaivasmandygyn
doans BaldsvaniFoninumnszivy ldlilusasuduazdueenluauaniuiisng q luwangamne
wavUIuuma Lﬁaa'qﬁmuﬁyﬁmlUé’aIm5ﬁ'wﬁﬁaﬁaﬁag&'u’%nminélﬁm wadde SMS ludnwuzasivasu
Taodnadariuantunisitu

Currently, some victims receive
fake SMS links claiming to be government
agencies and financial institutions to deceive
money from them. This process is becoming
very widespread. If some victims believe
and click on the link, they will install a

remote-control application and transfer
money from your bank account via Mobile
Banking.

e rrrrrey il

On 24 May 2023, the Cyber Crime Investigation Bureau (CCIB) was the lead agency conducting
the investigation together with The National Broadcasting and Telecommunication Commission
(NBTC), Bank of Thailand (BOT), Kasikornbank Public Company Limited (Kbank), Thai Bankers

Association (TBA). and the National Cyber Security Agency (NCSA) cooperated in the operations,
which resulted in the arrest of 6 perpetrators, 5 communication antenna counterfeiting devices,

IR

and 4 cars were arrested. The investigation revealed that malicious actors used a False Base
Station method called “Stingray” to enter the car and drive to various places in Bangkok and
surrounding areas to send a signal to nearby mobile phones and send fake SMS links using your
name as a financial institution.
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Reducing Risk

Us:udauuonivdjudua:nsauuiasgiu

AawunIssSnuAIUlUAvUaDaneTyLUDS
Codes of Practice and Standard Frameworks

anuy. 4113 MAY gua wazAARIUN1ITANIUAITAINNINTT 44 UWAINTETIBUY A
msdnwianusiunsaendolowes wa. 2562 vesmiisiiuvedsy wihenunuaunieiify
aua wazmiapnulasiadsiuguddgrsasaune Tnsluieudaney we. 2566 1ailnsli
MEUTINa1 SurueAy 426 wiheny Tadsszananavs foRunsinwanusuas
Uasaduloluesveantisaiu uida anuy. ieidunisnmsasunisdudunisainuing 44
savaraeldudsnunsewinderuddaueansivuamdunisieiu fulle wasanaudose
Fuanerunislaiues lnedszanauuimsujiae Ussnaudae

In accordance with Section 44 of the Cybersecurity Act 2019, the NCSA supervises and
audits the activities of governmental agencies, regulator, and organizations of Critical Information
Infrastructure. A formal correspondence dated August 25, 2023, requested the submission of
cybersecurity codes of conduct by 426 agencies. These codes serve as guidelines for the
identification and implementation of preventative, responsive, and risk-mitigation measures in the
face of cyber threats. Listed below are the guidelines:

uudIMuUjHuams

asJ>vasudiuaduluavUapanielsluas
Guidelines for cybersecurity auditing

uuomMuujuams

Us:tiiuAutdevdiumssnunanuluavlaaanelsiuas
Guidelines for cybersecurity risks assessment

unumssuiionennmUMOIBLUDS

HUD8VIUYDVSY HUDEVIUADUAUKSDAINUQUA

KHudgvU ta:lasvasiowugiuaAtgnivaisautna
Cyber incident response plan for government agencies,
regulator, and organization of Critical Information
Infrastructure

.,m Ncgﬁ“ swnuls=Al 2566
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ﬂ'ISﬂ'IHUOU‘ICISU'IUUUC‘I'IllEI ﬂ‘lSC’ISDOEIE)UU"ICISU'IUUUCn lax
fI'ISCICICl'IUﬂ’ISUS"lUUFD'IUlEIEIO AU Qua ua: aamumsanduns
MmMuulas) 54 UE)\)HUDEJ\)'IUIFlS\)EIS'I\)WUQ'lUEI'IF'It'UI'I'IOEI'ISEIUlnFI

Establishing the Organizations of Critical Information Infrastructure

minimum standards and inspecting, following up on risk assessments,
and supervising operations in accordance with Section 54

AN, lﬁﬁmﬁwﬂixﬁm%‘ﬂ%ummL%'ﬂmﬁmﬁ’umiﬁi”uﬁummmmmw 54 WAIWIZ IR
nssnwmmiiuasiaenddloues e 2562 Uszd1l 2566 WaTuns 30 ey 2566 Hude
Bidnnselind Tneil wan3 3534 nensal seaavBnisauzassuAIMsinmIALiunUasnst
lsivasuviannd 1udsesrulunisusegy Iﬂaﬁm:ui’wiauﬂﬁzﬁuﬁmuuﬁﬁu 235 AU %dﬂﬂiﬂixﬁMﬂ%ﬂﬁ
Hngusrasdiitelimissrumuauviodifugua uasmhsandassaiiiugiuddymaansaume
NIUAWUIMNAITALTUNITAINLIRTT 53 msﬁwummmgm%’mimasnﬁmmﬁaummﬁm%’uﬁw
wava19s7 54 nsUszdiveudssdunsinwauiunsasadelaues wiswsesedydinissnw
ausiupsaoadtliues we. 2562

On Wednesday, August 30, 2023, the NCSA conducted a comprehension meeting via
electronic media to discuss the implementation of Section 53 and 54 of the Cybersecurity Act
2019. The meeting was led by Major General Teerawut Wittayakarn, Deputy Secretary-General
of the National Cyber Security Agency. A collective of 235 individuals was in attendance. The
purpose of the meeting was to ensure that and regulators and organizations of Critical Information
Infrastructure were aware of the operational guidelines outlined in Section 53, establishment of
minimum standards and inspection, and Section 54, assessment of cybersecurity risks.

Aninowsnenssumsmisinnanuiurslasofvloiuasudona
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msilniwanaaouiaanuauisanolsluss
msvyailn Thailand's National Cyber Exercise 2023 (NCX)

Cybersecurity Capabilities Staff Exercise
Thailand’s National Cyber Exercise 2023 (NCX)

anuv. lasanisAniieneaeudamauaiunsanisdeiues Thailand’s National
Cyber Exercise 2023 Wlofuil 17 - 18 Awnau 2566 tlelvimitgnuvesiy mirssuaiuay
viornfugua wasmieanulassairsfugruddgmansauma farudanudiladunniy
Wenfunsiuieduanaumislaued auwsesedyginisinwanuiunsaondeleues
WA, 2562 lagdnui891ud1990971U9U 155 ®u84U ﬁ@'ﬁ'ﬁ'mﬁnmuﬂgagu 515 AU
HansUsEiuauiianelasien1sdnnisiln Segay 92.09 agluinmeinisuseudiv s:Quauln

¥ Thailand’s National Cyber Exercise 2023 (NCX) was conducted for government
agencies, regulators, and organizations of Critical Information Infrastructure from August
17-18, 2023. In accordance with the Cyber Security Act 2019, the Exercise intends to increase

LA

knowledge and comprehension of cyber threats. 515 participants and 155 agencies are
__ participating. The Exercise received an outstanding rating of 92.09 percent on the
E satisfaction evaluation scale, as determined by the criteria.
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Critical Incident Response Committee (CIRC)

fenuznssunsiiuguamuiunwasasddlaues (inu) ldueususlinusnssunsaaenis
Fend1 auznssunssulledudegnarunidlevesluseduiiouss (Ass) Ysenausae (1) Sguuasding
niwﬂaa%ﬁmﬁ'ammgﬁw,azﬁaﬂm Wuvsesiunssunis (2) gogwinisnisgegn 1unssunis
(3) frnisisrawisnd Wunssuns (@) Ydansensasddviaifiewmsugionasdeny Gunssunis
(5) wusmsanImusiuAviend 1unsIns ues (6) lawnBmsanenTIAINTSNwIATIuRIaenY
lowwesuviannd WWunssunisuaziaviynis Taedl ess. wihiluazsunslunisquanazdidunsieduile
fufsanaumsloveslussduiiounss Wilanunaduariuind Wedesfunieanaiiuidenie
ﬁm%sLﬁﬂfﬁumnﬁ’mﬂmumﬂmuaiﬁﬁmﬁu

Fasfy ierdunisdndouanudrlaiieafumiriinassruranunguute sadanisfiansun
dnsnsdindsanauniluiveslussiuiouss anuy. ldhmefoanaiumsleaiainnisisin
UAESNARBULKULNT MR (Thailand’s National Cyber Exercise 2023 : NCX2023) unduantunisal
FraeaUsznoumIRTaNdnisves Ass. Watudunii 25 Ausnou 2566 Tnsll wieUssiasy Sunsmes
fuuniinnsnssninadvalioirsegiauasdeny Mnthiivsssrlumsussgn Sannsdndeudangn
Fadunisysannisanuindalumsisionaunienlunmsiviadufeanaunelaueslussduius
JEUIN ATT. ANWY. wazviesudy q MAviteadndae

Cybersecurity Regulating Committee (CRC) granting authority to establish the Critical Incident
Response Committee (CIRC), consist of 1) Minister of Digital Economy and Society (Chairman);
2) Chief of Defence Forces, Royal Thai Armed Forces Headquarters (Member); 3) Commissioner-General, Royal
Thai Police (Member); 4) Permanent Secretary of the Ministry of Digital Economy and Society (Member);
5) Secretary-General of the National Security Council (Member); and 6) Secretary-General of the National
Cyber Security Agency (Member and Secretary). The CTRC - C is entrusted with the responsibility and authority
to supervise and respond to cyber threats at a critical level in a timely and effective manner in order to

prevent or mitigate potential damage caused by cyber threats.

The NCSA has included cyber threat
incidents in its simulation scenario for the
CTRC - C meeting on Monday, September
25, 2023, to help understand legal
obligations and authorities, especially when
dealing with cyber threats at a critical
level. The scenario was created as part of
Thailand’s National Cyber Exercise 2023
(NCX2023). Mr. Prasert Jantararuangtong,
Minister of Digital Economy and Society,
presided over the proceedings. Chairing
the meeting rehearsal involves
coordinating collaboration between the
NCSA and other relevant agencies in order
to prepare for addressing cyber threats at

a critical level.
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Chart Showing the Operational Process of the Critical
Incident Response Committee for Critical Cyber Threats
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Sectoral CERT ahuaisisauau

Sectoral CERT in Public Health

FD‘IUﬂ'DHLI‘IUE)\)ﬂ'ISC!‘IlLIU'[FIS\)ﬂ1SHUUEUU
msdadv Sectoral CERT auasISUFUY
Progress of the project to support the establishment

of Sectoral CERT in public health

anuy. Widavilasesnisaduayunisiae
Sectoral CERT f1uanssugy wazlasenisaud
Whsedy Yesduuazsuile Avanmumnnuleves
dwmiulsaneuialy szpefl 1 (Healthcare Cyber
Defense Center) iiaiaSuai1spnuiiunsaondy
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nfognanslnml q fiAndy wazdanstudesing
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NCSA has initiated a project to assist
in setting up a Sectoral CERT in public health
and the Healthcare Cyber Defence Centre for
public hospitals, Phase 1. The center’s goal
is to enhance the security of public health
information systems by monitoring, detecting,
addressing, preventing, warning about, mitigating
new threats, and managing vulnerabilities.
It involves inspecting and processing organizations
within each Critical Information Infrastructure
(CIl) sector to maintain security around the
clock and alert about high-risk threats. It offers
inspection and troubleshooting services to
ensure the security of internal information system
for Cll. The Sectoral CERT is now comprised of
15 established locations.

1%! IF]S\)ﬂ'ISEIUUEIUUﬂ'ISDQC‘I\) Sectorial CERT O'IUEI'IS'ISEUEIU
K\,, P/ Project to support the establishment of Sectoral CERT in public health

I Isowsnuiaaivw I (SoRSaWueulan) TsowenuIamuwoLwys
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Province
I Isowenunaas:us I Isowenunavauunu I TsoweNu1aRass
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a“IHSUIS\)WEJ'IU'IaSU s:g:N 1 (Healthcare Cyber Defense Center, Phase 1)
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AIPNSSUDUSUHANGNS "MIStingnaaAIUSILa:us:aumsaiaIunmsusSHIS
Security Operation Center (SOC) tusUuuunmisidnoiu (On The Job Training)”

A memarandum of understanding on cyber
security cooperation was signed between the NCSA
and the Permanent Secretary’s Office, Ministry of
Public Health, during a signing ceremony organized
by NCSA on July 19, 2023, The goal of this
collaboration is to create a computer system security
coordination centre for organization of critical
information infrastructure. NCSA has provided
support to the Office of the Permanent Secretary
of the Ministry of Public Health as a regculator,
serving as a Sectoral CERT in public health. The
Office of the Permanent Secretary of the Ministry
of Public Health has set up Computer Incident
Response Team for organization of critical
information infrastructure in public health (Health
CIRT), and it is now operational. The Information
and Communication Technology Centre, under
the Office of the Permanent Secretary of the
Ministry of Public Health, has been designated as the
responsible agency.
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Development of Malware Information Sharing Platform
for ten agencies
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Monday, October 9, 2023 marked the beginning of a pilot programme between NCSA and
ten agencies to implement a cyber threat information exchange platform with the objective of
establishing a reliable source of national-level intelligence. The success of the Malware
“Information Sharing Platform Development Project” in which ten agencies participated including
the Ministry of Public Health CIRT (HealthCIRT), Ministry of Transport CERT (MOT-CERT), Ministry
of Energy CERT (EnergyCERT), Thailand Telecommunications Sector CERT (TTC-CERT), National
Intelligence Agency, Thailand Banking Sector CERT (TB-CERT), GovCERT, RTARF, PEA and EGAT was
officially announced at a press conference hosted by the NCSA.

1 NS:NSJVa1s1studu (HealthCIRT) nNs:znNsJvAuUIAY (MOT-CERT) 2
NS:NSJVWavviu (EnergyCERT) dUnu1dNSDVLHVBNA 4
AuUdUS:anU0IUSAAULUAYUABONES:UUABUWILORSALINSAULNAL (TTC-CERT)
AudUs:anuvuANLUUAVUaRaEinATUTadansautnAMAMSSLINAS (TB-CERT)

u

ddnviuwauuisguiaddna (@vANSURIBU) (GovCERT)
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-
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FTHIPEAT INTELLIGENCE

By means of an automated
information exchange process, the
systems link a variety of technical
cyber threat data, including
indicators of criminal groups that
are probable targets of Thailand.
By proactively exchanging
information, a programme
known as Proactive Protection
intends to eventually encompass
the entire nation. The primary
of the
design concept are scalability to

objectives system
accommodate future connectivity
expansion and the filtration and
control of cyber threat data.
It contains a mechanism for the
exchange of information that will
foster confidence in the NCSA’s
interactions with other agencies.
The Traffic Light Protocol, an
international standard designed to
govern the exchange of information
between entities, will be
implemented as a result.
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OT Cyber Security News
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Cyber Range Simulation Operating System
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The Cyber Range Platform is the outcome of a comprehensive digital technology

development initiative that aimed to improve the capacity of personnel to defend
against cyber threats. Overseen by ThaiCERT, it functions as a training system for dealing
with such threats. In order to evaluate security systems, the platform’s principal objective
is to enhance the capabilities of the organization’s cyber personnel in domains such as penetration
testing and cyber threat analysis. Moreover, it contributes to the enhancement of operational
capabilities in the realm of cyber threat scenario surveillance and analysis.

The Cyber Range Platform can be incorporated with sectoral SOCs at the technical, tactical,
and strategic levels for the purpose of training with cyber security operations centres of various
organizations of critical information infrastructure. Therefore, it is a vital component that fulfils the
requirements of cyber personnel development, guaranteeing preparedness to efficiently counter

cyber threats.
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AvASsULUVTUNNY:NIBLUDS Thailand Cyber Top Talent 2023
Cyber Skills Competition Activity “Thailand Cyber Top Talent 2023"
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The qualifying round was held on
September 16, 2023. A total of 831 teams
participated in the competition, divided into
3 levels: secondary school level, university
student level and general public level. In total
there were 3 levels, with 2,323 applicants
participating in all regions of Thailand, resulting

in 30 teams competing in the final round.

ADNSSULUVTUNNY:MVTBLIUDS dHSURKETY tazwAamMwIDuHedY
“Women Thailand Cyber Top Talent 2022"
Cyber Skills Competition Activity “Women Thailand Cyber Top Talent 2022"
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The qualifying round was held on Sunday,
December 11, 2022 via the online system.
The participants were divided into 2 levels,
totaling 132 teams, including 83 teams at the
student level and 49 teams at the general public
level. The finals was on Sunday December 18,
2022, with 30 teams passing through to compete
at Novotel Bangkok on Siam Square to win
a total prize money of more than 200,000 baht,
along with commemorative medals, plaques

and certificates.
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Cyber SEA Game 2022 Competition
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The NCSA has organized the qualifying round of the Thailand Cyber Top Talent 2022
competition. This round takes the form of a Capture the Flag competition in the Jeopardy format,

and the winners will be qualified to represent Thailand in the Cyber SEA Game 2022 competition
which was held in Thailand from November 10 - 11, 2022. Forty individuals representing ten ASEAN
Member States participated in the competition. Thailand was awarded the second runner-up, while
Vietnam was announced as winner of the outstanding award. Singapore, in that order, is awarded
the first runner-up
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Notification of NCSC Re Critaria and Characteristics
for Designating Agencies with Certain Missions or
Services as Organizations of Critical Information
Infrastructure and the Regulation Assignment
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-| Motification of NCSC Re: Characteristics and
Measures for Prevention, Response, Assessment.
Eradication, and Containment of Cybersecunity
Incidents at Each Level
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| Notification of the CRC Re Codes of Practice and

Standard Frameworks for Government Agencies and
Organizations of Critical Information Infrastructure
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Notification of the CRC Re: Cyber Incident Reporting
Cniteria and Procedure
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Notification of NCSC Re: Cybersecurity Policy and
Action Plan 2022 - 2027
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(Draft) Notification of NCSC Re the Standards for

i Defining the Attributes of Cybersecurity for Data or

Information Systems
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(Draft) Netification of NCSC Re: the Standards and

Service Systems
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¢ Guidelines for Promoting the Development of Cybersecurity
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and Responsibilities of the Coordinating Center
of Computer Emergency Response Team

for Organizations of Critical Information
Infrastructure and Related Missions and Services
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Notification of NCSC Re: Cybersecurity
Knowladge and Expertise Requirements for
Competent Official Appointment
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Notification of NCSC Re: Establishment, Duties,

and Powers of Thailand Computer Emergency
Response Team (ThaiCERT)
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Wil Regulation of the CRC Re Assignment of Powers

to Perform Tasks on behalf of the CRC
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Notification of NCSA Re: Criteria and Rates of Fees,
Maintenance Fees, Compensation Fees, and Service
Fees for Operations
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(@4 (Draft) Notification of NCSC Re: the Minimum
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(Draft) Notification of NCSC Re: Measures and

£ _: guidelines to enhance the knowledge and expertise

in Maintaining Cybersecurity
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Implementation of Cybersecurity Policy

and Action Plan to maintain cybersecurity
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NCSA organizes and participates in events that increase knowledge and comprehension
of cybersecurity policies and regulations. This endeavour is a component of a larger undertaking
that seeks to execute a strategic blueprint with the goals of bolstering cybersecurity, advancing
public relations, and disserminating information in the field of cybersecurity throughout diverse
academic, private, and public spheres. The objective is to enhance consciousness regarding
cyber threats and the criticality of upholding cybersecurity measures to ensure the secure and
advantageous operation of digital technologies and cyber activities. Furthermore, the objective is to
foster cooperation in the field of cybersecurity by means of diverse partnership models involving
both individuals and organizations. This collaborative effort will provide direction for policy and
action plan, culminating in concrete execution that optimizes the effectiveness and productivity

of cybersecurity maintenance.
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Performance Results for Implementing the Cybersecurity Policy and Action
Plan to Maintain Cybersecurity in the Fiscal Year 2023 are as Follows:
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Ensured alignment of the target agency's plans
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Implementing the Policy and Action Plan at policy level
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Implementing the Policy and Action Plan at Operational Level
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5 PART : 3

ANSSAUVNAIULUAY
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Sustainable Cybersecurity _
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The goal is to build a perfect digital society with a defense and immunity system
for all sectors in Thailand. The National Cyber Security Agency (NCSA), with its highly
effective personnel and operations, will serve as a hub to drive various initiatives through
the Regulators, organizations of Critical Information Infrastructure, government agencies,
including the community. The ultimate goal is to ensure that Thai citizens are safe from
cyber threats.
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nAMvMsgns:auANIUlUAvUaDaNBlBLUDS
Directions for Enhancing Cybersecurity
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WWosns:auANULUAVUADQABTBLUDS
The establishment of a framework to enhance capacity of target agencies

(The inspection report is shown below)
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The Prime Minister delivered his policy to the Paliament on September 11, 2023, aiming
declaring that the Government will drive the economy, politics, and society with precise and
up to date information. It also emphasizes the importance of preventing transnational threats
and strengthening cybersecurity. In the light of this policy, Mr. Prasert Jantararuangtong,
Minister of Digital Economy and Society, Chairman of the Cybersecurity Regulating Committee (CRC),
chaired the meeting which was arranged by the NCSA on Wednesday, November 22, 2023,
from 1:30 p.m. to 3:30 p.m. at the NT Auditorium, National Telecoms Public Company Limited,
Bangkok, to expedite the implementation plan in accordance with the Cybersecurity Act 2019
for the fiscal year 2024. He underscored that government agencies, regulator and organization
of critical information infrastructure implementing the Cybersecurity Act 2019 and the
Cybersecurity Policy and Action Plan 2022 - 2027 to effectively enhance country’s overall

cybersecurity.
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Expanding International Cooperation
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ITULvents

2023 Interregional

CyberDirill

for Europe and Asia-Pacific

from 2B November 2023
to 1 December 2023
Limassol, Cyprus

FCyborsacurity
¥Cybardril

NCSA and the International Telecommunication Union (ITU) collaborated by sending
speakers to the ITU Europe & Asia-Pacific Interregional CyberDrill, which was held in Limassol,
Republic of Cyprus, from November 27 to December 1, 2023. During this event, speakers shared
insights on Best Practices for Critical Information Infrastructure Protection and representatives from
cyber agencies in Asian and European countries participated. International cooperation in advancing
the field of cybersecurity is an area that the ITU is eager to expand. In 2024, NCSA also intends
to conduct activities in this particular domain. Furthermore, representatives of nations (including
the People’s Republic of Bangladesh and the Kingdom of Bhutan) that were invited by the ITU
to participate in the conference have expressed interest in exchanging information and perspectives
regarding the protection of critical information infrastructure. Furthermore, they show enthusiasm
for establishing a collaborative partnership with ThaiCERT to enhance and refine their capacity
to address cyber threats, as well as to develop operational guidelines for joint CERT operations.

..m NCg:,‘ sienuls:Al 2566

https://ncsa.or.th/Ebook_s51891u snuai/aaeiulsedndl anua 2566.html 94/148



2/4/25, 10:57 PM Tevudsyini anu 2566

amuudvImsAINLuAvUaanelBLIUDSUHYUNO
Institute of National Cyber Security
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NCSA recognizes the rapid growth of cybersecurity competencies and the workforce, as well
as the limited number of cybersecurity personnel who have been granted specialized training and have
cybersecurity knowledge. However, this also means that the severity of cyber threats against citizens and
agencies is increasing, which has far-reaching consequences for the economy, society, and national security.

It is crucial to develop competent and productive personnel capable of preventing, responding
to, and mitigating the risks posed by domestic and international cyber threats. This will elevate the proficiency
of both cyber security personnel and the general public. The process should help promote
confidence in utilizing digital technology to advance society and the economy. Furthermore, it is vital
to enhance comprehension of cyber security and generate awareness regarding potential cyber threats across
diverse endeavours. A comprehensive understanding and perception

will enable individuals to execute integrated and ongoing tasks.
The content delivered should serve as appropriate for the intended
audience and maintain its relevance over a prolonged period.
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The Establishment of Cloud Computing Security Standards
for the Organization of Critical Information Infrastructure Agency
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On September 11, 2023, the Prime Minister delivered his policy to the Parliament,
declaring that the Government will drive the economy, politics, and society. with precise
and up-to-date information. The proposal also called for the transformation of public
sector operations into a digital government, increased accessibility to public services,
and an integrated natio al administration that aligns with long-term national development
objectives. The consequence is the Minister of Digital Economy and Society’s Go Cloud
First Policy. With standards for maintaining government data, this policy seeks to provide
a framework for expanding cloud infrastructure to the private and public sectors,
with an emphasis on the creation of public and private clouds. NCSA has initiated
the development of preliminary cloud computing security standards for organizations
of Critical Information Infrastructure with regard to the policy. This is being achieved through
the invitation of industry experts to evaluate and analyse relevant standards established
by reputable organisations including the National Institute of Standards and Technology
(NIST), International Organisation for Standardisation (ISO), and Cloud Security Alliance (CSA).
The objective is to establish standards that are suitable and in line with the policy
and context of Thailand that will serve as an important foundation of support
for the Organisation of Critical Information Infrastructure as it implements cloud computing
in a policy-compliant and efficient manner.
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e wary
COMPUTER SECURITY RESOURCE CENTER

NIST SP 800-144

Guidelines on Security and Privacy in Public Cloud Computing
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Implementation of Cybersecurity Policy and Action Plan
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Implementing the Cybersecurity Policy and Action Plan by enhancing
outcomes, promoting collaboration, and bolstering efforts
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In accordance with the Cybersecurity Policy and Action
Plan 2022 - 2027, government agencies, regulators, and

organizations of critical information infrastructure, will be evaluated M i

and monitored in a manner that facilitates productive and concrete
implementation. The guidelines for operation are as follows:
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ulgurgua:unuluanisy Set up a compliance meeting
(w.f1. 2565 - 2570)
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. o Follow up on the progress
TASYNNSUDVKUDYVIUNLALIUDY of ongoing pDIojecls
Us:hU w.A. 2567 metduloute B

llatllNuU;_]l'l'ﬁmsq (W.A. 2565 - 2570) for the fiscal year 2024

msaamuuazus:tiiunamsotduviu - Monitor and conduct

Tasomisus:91U w.A. 2567 project performance
meldulgunigua:unuljguansy  assessments
(w.A. 2565 - 2570) for the fiscal year 2024

asYyamsigviunansoduviu

metdulguigua:uNuUjuGnsy
(w.A. 2565 - 2570)

Prepare a compliance
report
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Thailand International Cyber Week

AMswaunauaisdsimsius:auaina
Development of an Academic Week on a Global Scale
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Tul 2567 AmumdneIu Cybersec Asia & Thailand International Cyber Week 2024
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Cybersecurity
awareness has been
promoted by the NCSA.
[t is planned that
Thailand International
Cyber Week will be held
annually.

CyberSec Asia &
Thailand International
Cyber Week 2024 took
place from January 31
to February 1, 2024.
The event was a global
cybersecurity academic
expo aimed at offering
attendees insights into
the latest advancements
in cybersecurity technology.
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Facilitate a Research Network
and Promote Cybersecurity Research
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ningnsmimastmiuiunalnausiiefdwidouariauuinnssuwazosranuiiinedes
funsinuidesuausiunsasadulauesuessuna Jaldiimsiafnssuiaunadetisnsidy
suamsiuasUasadtlewues iefuuanseuniiteuasaduayunuidouaznsiauiniside
fupnusiunsasaduluuesveslssine

The Cyber Security Research
Centre focuses on fostering
collaboration in research
and innovation, advancing academic
staff, generating new knowledge,
and utilizing academic research
to assist students and researchers.
A cooperative structure is formed

to investigate and develop novel
approaches linked to cybersecurity in the country to facilitate information sharing and educational
resource utilization. Thus, initiatives have been arranged to enhance the network. The Cyber
Security Research Network intends to create a framewaork that supports research and development
in the country’s cybersecurity.
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N1SSUJDHAVEA Quantum

Responding to Cyber Threats
in the Post-Quantum Era

AUz tuNsSuidaHaveA Quantum

Advice on How to Respond to Cyber Threats
in the Post-Quantum Era

arufmaiisaduatoudursuiawesiduudldundouldareludnlufd dranin
AAuaiuisalunisoenTiadudayaginiineuiiimeslussuviagtuetaiievlals Awusdn
wumensudansmseununieudmiuganleuau (Guideline for Post-Quantum Readiness)
AoANuNENEYY ANNY. UarngulnivINdtumauduABNfIwes UausuuImUjURIviesdng
wirgnunelulszmalanssudnuavidlafeanuddglunsuainaluladuazesiaiiuginl
ufulge wasdsuuwasmaluladmsdhstadudeyeiililudagiu Tuduusinseneudodoya
Aerfumeluladiimuniletestumg msdanisauningdudoyavesesdns saulufanisusziiiu
amamdeunaraudssiesinsiiuimsdudesusumlulufiendluy wasdansduniwensesisls
TuszansnmgeiananelddadAnvetesdnsusaz s

National Cyber Security Agency
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MsgNs:auUAISSAVNAULUAVUADQAYTELUDS
awwunasyu Global Cyber Index (GCI)

Enhancement of Cybersecurity according
to Global Cybersecurity Index (GCl)

] = o di 7 7] o = lz'.r L7 L3 .

andunisiumiaunIsanseaunsiauIRTtauiuasUasafelsiues (Global Cybersecurity
Index: GCI) vasUszmelneluszozi 2 Uszant w.e. 2567 sy “uwuﬂaﬁﬁmnﬁaﬂnssﬁuﬁﬁﬁﬁ’iﬂ
fruaudunsUasnieluiues (Global Cybersecurity Index: GCI) U898uATNINSANUIANTININS

Uszwnd (ITU) dmiudszindlne szoz 3 U7 Taedinsanduanuiididey 019

Conduct a comprehensive operational strategy formulation in accordance with the
“Three Years Action Plan to Raise the Global Cybersecurity Index (GCI) of the International
Telecommunication Union (ITU) for Thailand” in order to advance the development of the Global

Cybersecurity Index (GCI) of Thailand in Phase 2, fiscal year 2024, including critical tasks such as:

IN

~JAANCH

damuwumsaduoiu (Project Work Plan) agiwazidea
Develop a comprehensive operational strategy

Anu1sousoudaya JoIRvdZY KangnufanandavAunuuUsTUMETa
auligia Global Cybersecurity Index: GCl upvasmwlinsauunAu (ITU)
Research and acquire data, facts, and evidence that align with
the evaluation criteria of the GCl

dafionssuAaldon Talent tunguitikuie twabudounuuav
UsztnATnetumsuanidagumetalasvnis “Cyber Security Program
Exchange 2024"

Organize an event to discover talented individuals from the
target demographic to serve as representatives for Thailand in
the “Cyber Security Program Exchange 2024"

Jam MOU w‘iaa§1on_3'!u§3uﬁas:n:i1o N1A38INIS A1AST
MAABU Metuds:inARigIdovAu Cyber Security tWadadotdu
"mAnsathennuliuavlasaselsupsupvus:inATng” KD Thailand
Cyber Security Consortium

Create a Memorandum of Understanding (MoU) to facilitate
collaboration among academia, government, and the corporate
sector in Thailand on cybersecurity, with the aim of establishing
the "Thailand Cyber Security Consortium”

swnuls=Al 2566
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a\)lasuua as1vAuSILLDS:HIW HUdBUMAUQUA KUdEUMASY
fAtAedUov ua: “mnmsauwnmuuunodaannuImuasuaoUs~lnnIna"
Promote collaboration among government agencies, regulator, and
Thailand Cyber Security Consortium

misdaruuuasunudiunasgiuanuiuavlasafeniolviuas
Create a survey on cybersecurity standards

msUs:umwamHunlnmnua.wmsmmamsUs.tuu
Hu:)umunuumsmumwuunodaanﬂeﬂmuas alan

Arrange a meeting to establish criteria and review evaluations
of organizations with outstanding cybersecurity standards

asunauazvamdalauduu=tinu anuy.
Provide a concise summary of the findings and offer suggestions
to NCSA

ITuPublications Il Rl i

Global Cybersecurity
Index
2020

[/h‘" Capaci bfdnulupm-n!
fl_,} (‘r;,)|

S Cooperation

#0) st P wilkens

Uasafislswad (Global Cybersecurity Indax: GCI)
sasarmwinsAuNATSKTWE=m (ITU)
dhnfuusanaine sz 39
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nMsvYacdous:v1AUTELUDSUHVBIE
Establishment of the National Cyber Community

A1FUTEYL NUY. adad 2/2566 Woauit 30 TlunA 2566 Wiureunsiage “Ussyauluiued
wisw R ieliaenrdamiunns 9 (6) wazu1msn 42 (4) w.s.ushwanusiunsasadtlsiues
WA 2562 lngaesdinisuszaumusuileszninaniady Lenvu wazauimileseninseine
\Welatesine anmandssdsluived UsnouuloursuasunudfiRnnsindaenssnweuiiuag
Uaeadleued w.e. 2565 — 2570 fvualdiinisinds “Uszanaulewaiuvend” wedudnonm
duafuatuayu Waun wasn1sanugua (Governance) supuuasUaendylaues

The NCSC Meeting No.2/2023 on March 30, 2023, endorsed the establishment of a “National
Cyber Community” in accordance with Section 9 (6) and Section 42 (4) of the Cybersecurity Act 2019.
The National Cyber Community requires coordination and cooperation among the government, private
sector, and international partners to address the gap and mitigate cyber threats. The establishment of
the “National Cyber Community” is in line with the Cybersecurity Policy and Action Plan 2022 - 2027
to enhance the capacity for promoting, supporting, developing, and governing cybersecurity.

WuAnemMwlumsmnuqua (Governance)

fHuansauMsUs:aiu fRUOUTIUIENISUSHISIONISALAEIAU
ADIUSOUDDAUKUDgVIU misSnuAWUUAvUananelsluos
tuds:tnA cnous:ina Us:u2auuanoufua nsaULNOSI U

Tnsfinguitamuiendn Ae wrsawilisafunisnumaudunsasadslsiues o1d
mhegnunaly nigunuAurIamiugua wazmirsenilasiadraiugiudAgmisansaumea
ngudmnesemisnunaenty wazssspvuialy fllanuaulauasifsadestunsuiames
svuuaeuianed [sunsueufinnes neasudeRnfiuituunisdmiunisdadesssaulsves
wisnd iudegdayauuuaeumuiisliUszneulunsinssinatiau 360 yadoya Usviliunadugys
nuuuasuny Jadudannaelafuuudenneuliteifiswasdonneuldvanete S1um 7 4o

The framework aims to construct the National Cyber Community, focusing on agencies
responsible for maintaining cybersecurity, including government agencies, regulators, and
organizations of Critical Information Infrastructure. The secondary target group comprises individuals
from the private sector and the general public who have an interest in computers, computer systems,
and computer programmes.

In order to reach a conclusion regarding suggestions for the establishment of the National
Cyber Community, 360 datasets of questionnaire data samples were ccllected for analysis.
An assessment was conducted on the achievement outcomes derived from the gquestionnaires.
The survey comprises a total of seven closed-ended questions, comprising both multiple-choice and
single-choice responses.

Al o
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Establishment of the National
Cyber Community

9IUdu 303 AU
Aausova: 84.17

2 AUAQIRUAIUUNUINLA:

HUMAvVUS: 1 AUTBLUDSUHYBIA
Roles and responsibilities of the
National Cyber Community

swu 303 au
Aausosa: 84.17

3 AWAQIRUGIUBIUMSTULAADU

nuaulsluasuavUs:InA
Authority in driving country's
cyber operations

9IUdU 319 AU
Aausosa: 88.61

4 A WAQLRUGIUNSDUAUSIUITD
AUHUIEVIUGTY 9 UdvUsS:BIAL
TswosSuKoua

Prospect of engaging in collaborative
efforts with various agencies comprising
the National Cyber Community

swou 319 au
Aadusova: 88.61
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AOWAALRUAIULHEYALY
UavvUUSNUTUNISYIAAD

ua:andumuvavls:v1Ay
[BlwasuHvsO

Sources of funding for the
establishment and operation of
the National Cyber Community

9IUdU 303 AU
Aausosa: 64.44

6 m1uﬁmﬁud:1u§uuuumséams
Us:u1duwusnozu9aswanudty
Formats of public relations
communications to promote

comprehension

9IUdu 305 AU
Aalusova: 84.72

7 A2IUAQLRUAIUAS:UIUNTS
AY:NMIAUS:BIAUTBLUDSILHOUNA
ausaasivnAlASaueY

Procedure that would facilitate the
formation of network partnerships
by the National Cyber Community

9IUdu 291 ~u
Aauzosva: 80.83
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Developlng NCSA Tmto

‘ a High‘:Performance \Orgamzatlon
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\] /) s1w3auivadumanito
\ 2. ¥/ Awards of Pride

[ as.nAUY. AN s1wda CS030 ASEAN Award 2023

Air Vice Marshal Amorn Chomchoey, Secretary-General of the
National Cyber Security Agency won the CS030 ASEAN Award 2023

f ¥ o w o a 1 = @l é’

/ : qngen 30 dduenuUaeadevnsleiuesuvisen@eu lavsnadall

J woulvitiufihlusnuanudaeadslulanluues (Cybersecurity) e 30 AU

— Tugiinmendeu Ine CSO failussdnsszdulanilivinstayadians
AR = N\

3 , -
UMIATIEYREYUITEAUANNYARAABLAYNITUTINSIANITAMULESS
d | Tewfiarsanaindadelunisifumdsdfglunistuindeudsvine
fasutanssu dren1senseRunisanulaseadneiugiudidynis
ansaume nsafuayunsdaRwarenssiuguiUsrainsinnauiuasaenfosruuneuiames

W@ (ThaiCERT) wazguduszanumsinminrusiunsasafussuunaufiumes dmiumiopau
T,ﬂ'iaa%’wﬁugwﬁﬂﬁmmamsaumﬁ (Sectoral CERT) I#pdnifitfudiy sruvanistuindoudie
mMsWRAyeaInsiumsiunsUaeadeliuesnin 5,000 au MItuseTadinaniinanansudnsu
uazduindouniuves anuy. IWiluiisensulugiine

The CSO30 ASEAN Award 2023 is given to the top 30 cybersecurity leaders in the ASEAN
region. CSO is a ¢lobal organization that provides information services, analysis, and research on
safety and risk management while being a vital force in driving innovation by upgrading critical
information infrastructure units and supporting the establishment of the ThaiCERT for critical
information infrastructure agencies (Sectoral CERT) significantly.

Winning the award was attributed to pushing and driving the work of the Office of the
National Cyber Security Agency (NCSA) to be recognized in the region and develop mare than
5,000 cybersecurity personnel.
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msuUs:0udulsannaautdfvldoiuuiasgiu WCAG

Jaou.

uiwmninhmmha;ﬁhmm'mgi: e amunndguess
sruiuleieanhseummsnsn il el

Web Content Accessibility Guidelines (WCAG)

nsUszifiudivlediinnay
windaleimuunmsgiu Web Content
Accessibility Guidelines (WCAG)
Wunisduasuuazaduayu
sl naudaE e
(Web Accessibility) Hulusnil
anuy. 1W1funisuseiiiunas
Tifuseda Fovirld anuy. qud

The evaluation of websites
accessible to all by the Web
Content Accessibility Guidelines
(WCAG) aims to promote and
support the development of
websites everyone can access,
thus promoting web accessibility.
This year, NCSA has been evaluated
and received an award, allowing it

AsRaIuFal

' md'wuﬁ!‘-m.é_“ ’
s imhysaling
i

to improve further and develop.

e mrevel Tlimdo e Snars e
chiad bl

Wwamsus:llu Data Catalog (Data Catalog results)

anuy. 143U 100 Azwuu dugegn
lunsussliunsiUamedoyan1ATERILLLINe
AdrdnauimuIszUIafiva (e3dnsumvy)
wie dns. mvuna lag danuy. lanseninda
ausnduvesnisianesansiugninduesdins
Advia iilesesiunsuiuiasulussuusiuns
AaviaegadugUnuulusuen JaliaudAgiu
nsUsuUssdeyalumnusuinyeulveglusuuuy
A3via Weldmiagarusng 9 uazfiaule awnse
ihasldednsaznin san132 yniinnnan Tnglide
Aldane savianansathluldeesen uasian
udnnssy enstiesiu $uile uazanaades
Auanaunisleuesvessymaliegnadivszdnsnim
wagviuseanun1al
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100 highest scores for evaluating
government information disclosure according to
the Digital Government Development Agency (Public
Organization: DGA) guidelines. (Public Organization).
NCSA has realized the need to transform the
organization into a fully digital entity to support the
government system’s complete digitalization in the
future. As a result, we are committed to improving
the information under our responsibility in a digital
format that can be easily accessed and used by
various agencies and interested parties, free of
charge. We aim to facilitate convenient and quick
access to this information anytime and anywhere,
with the ability to expand and develop innovations.
The well-developed innovation will help prevent,
manage, and reduce cyber threats in the country
promptly and efficiently.
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wamsus:liu PMQA PMQA Results

(PMQA: Public Sector
Management Quality Award)

nﬁﬁ'néﬂﬁ 2 994n15UssLiuan Uz
mi';sla'mmﬂ%’glumm‘f]uszumwmi 4.0 (PMQA 4.0)
ANUY. WAUIDIANTABNANSTNULUUATINTY AR
910U 2565 lasumanisuseiiiu 210.80 Azuuy
¢ 457.53 Azuuy isﬁuﬁnwﬁ'nlﬂ'lﬂﬁ:LLuuLﬁu 500 AzuY
Tud 2566 Taell 2 mudn NilFAzuULgeNgn laun
IR 2 N1SINNUHUTIYNSAIERS 479.17 AzLUY
WATWLIN 1 N1TUNBIANS 468.75 ALLUL %(aaamﬂé’m
Fudt anue. Wumbsauulsuieiifinnsduiadey
Ussiiusunsinwianuiiuasasaieleiuedves
Uszina uaz anuy. sglfidunumslumsaesingiu
gnsadnssuseiadady ves nas. sealy

@@ nws NC3%
> ‘

dninmuaaEassumsmssnmauiuaslasanuinuasutiona
méummselsnmnamﬂaﬂmummhmmltm&hnn 40 (M-\ 4.0)
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As NCSA moves into the second year of
evaluating the status of government agencies in
becoming Bureaucratic System 4.0 (PMQA 4.0),
NCSA has made significant strides in improving its
performance since 2022. In 2023, NCSA received a
total evaluation score of 457.53 out of a possible
500 points, substantially improving from its
previous score of 210.80. There are two categories
with the highest scores: Category 2 Strategic Planning
with 479.17 points and Category 1 Organizational
Leadership with 468.75 points. It is consistent with
NCSA being a policy agency that the organization has
been actively promoting the maintenance of cyber
security in the country. In the future, the NCSA will
use this as a guideline to establish the foundation
for applying for the Public Sector Excellence Award
from the Office of the Public Sector Development
Commission: OPDC

S L e

Wanisus:Liu ITA ITA Results
(ITA: Integrity and Transparency Assessment)

HUAU 3 VINUIBNUUSLANBIANITUNIYY
Yusnveanisussiliuamsssunaranulusddalunis
flunuvesmignuniedy (TA) Gudusie seiy
HUR ARemzluL 95.13 ATWUY NASWULLAY 100
azuuu Tnefinansusediupsuuusioft Tniitinzuuy
aaam’[.ummw 1 miﬂgﬂ'ﬁwﬂ"&ﬁ 98.92 A¥LUY UaY

q

mmmw 7 Uivﬁ‘ﬂﬁ.ﬂﬁ‘i"lﬂ’ﬁaﬂﬁ?i 84.81 ﬁmmmwu
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NCSA ranked 3rd among agencies in the
category of public organizaticns. In the first year of
assessing morality and transparency in the opera-
tions of government agencies (ITA), an excellent
passing level score of 95.13 out of 100 was achieved.
The performance of duties (Indicator 2) received the
highest score of 98.92 points, while communication
efficiency (Indicator 1) had the lowest score of 84.81
points. NCSA is developing an easily accessible com-
munication process to disseminate complete and
up-to-date information for transparency and clarity
through various channels for the public and service
recipients.
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MSWUIUAAINS
Personnel Development

msW‘mmqna'ms dnNUU. ajumsg'luama
Developing NCSA Personnel Towards International Standards

wunvul Juou  Aawdusosa:
Core, Managerial, 1 81
Functional 4 au
Competency
wunviuil
Juou  Aadudosa: Certificate

dulsuasiugu
CompTIA Sec+
HS® CC(ISC)2

senuls=Al 2566 NC%.‘.‘ m.
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MSHNDUSUYNS:QUANYNW
ua:NAY:UHUAVIUUDY anuy.
Developing NCSA Personnel

asranisildrusiulufanssunisvinaiu Throughout 2023, NCSA arranges

2
= w Slw o

Tasdsdsaniuunin uaainsnnseaususuay capacity development activities for personnel,
) ; N with key performance indicators set at 60% staff

=y ]

fduswlufanssuve dnuy. Sosaz 60 wadlls

= v o YV

. - participation, achieving 80% participation.
A ‘U‘ﬂa’]ﬂ‘i‘l/lﬂitﬂ'u‘iUELLazﬂJﬁ’lu‘i’lﬂuﬂ’ﬂﬂﬁm

Emphasis is placed on developing next-generation
o v o & o I
Va9 #ANUY. 088y 80 LLﬁ%Luum‘EWWHMUﬂ"Mﬂu leaders and enhancing essential skills and

Aihgalvl wasiiinAngnmuagaudilavineg  understanding for the modern era.
nsviuidntulugatag iy

TASUMSIASUaswWIANENIWUAAINS  “Leadership Capacity Enhancement
S:GUUSHIS NCSA Leadership Program  Training for the Management”

AonSSUWUUIUAGANIW “Personality Development Workshop”
fvonssuWUNNNU:NISUS: YU “Presentation Skills
uhaus uazusseneasu Development Program”

msausuULIdulHuanIstwawcuun
msAalBuoonuuu (Design Thinking) “Design Thinking Workshop”
dHSUNUSHKISS:GUdU anuu.

MsauUsULBuUHUaMSIWDaSWLSVUUQIaTD
tumsweuunnnu:MWuNaUEHSURUFUGNU
UDv anuu.

“English Communication
Skills Workshop”

'.m N[H;ﬁ sienuds=t 2566
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MstasuasvovAnILS el
tufidnssu KM. nasuAns P T e e e

KM (Knowledge Management)

whus:uu ZOOM

12a114.45 - 15.00

KM Friday Talk
"Data Analytlcs

IUHUUUOUE\ Wunsouionsowao

winAmumdo il mgouinioudon insauwuriu w
KM FRIDAY TALK

2 -
"msunﬂtymnqumn

Gr838MSWUNIKL"

SPEAKER
walan aud Joduin

Y RN -

an

i’ﬂné 15.45 (Uudulu
25 waFAdnigu 2565

Raw CO-WORKING SPACE

KA FRIDAY TALK
E-Saraban Series

UPDATE

Workshop misids:uu
Saraban Electronic

Suuqﬁaﬂ 75.n. 66
ua: Anéi 15 5.n. 66
12a115.00 -16.00 u.
#iu Zoom Meeting

>
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nansqus-mauwusaswn:nuns-uuns
mssnmn:nuuunotlaaonulzuuasan'mUs-uwu mquU 2566
Creating Awareness of Cybersecunty

dredeansesdny lddudunisinounideya
117815 919Usseduiug Aflarseusslovide
mssuuTiavensznay wasileasan wdnwalfia
WU anuy. TansteunsUssrduiugnshamii
Pasideudy Tianuiniavluued aasnay
Tlesiudoanaunidlavasigiuuuing  ulagnasn
Tnelud 2566 lavenegoamenistiaugunussvy
Hrumsdniianssueenysinssanisussuduiug

The Corporate Communications Department
has communicated news and press releases that
are useful to the lives of the people, and to create
a good image for the NCSA, including publicizing its
mission, news, warnings, knowledge regarding cyber
awareness, as well as ways to prevent various forms
of cyber threats. In 2023, it has expanded channels
to provide knowledge to the public through public
relations exhibition booth activities.

NauLUIHUIENIN 30,000 AU AVKUQ 17 vall

Target group of more than 30,000 people, totaling 17 events

1. 91U Enterprise [T Infrastructure Day 2022

2. 474 BOT Digital Finance Conference 2022
NuMIUsgguivinsanitiunszlning
afad 24 Be1 “Arusunslniiy
Uszsdlne”

. 41U DigiTech ASEAN Thailand 2022

5. 47U “Thailand 4.0 Uszmalnglulnanin
#ifin: Thailand 4.0 The Future and Beyond”

6. UdULUY “PDPA Going Forward”

7. nuiudgeenguianduas fuuriseseuaia
Usgdl 2566

8. 17U Cyber Operations Contest 2023

..m NC?{.‘ swnuls=Al 2566
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9. 91U Smart Cyber Security Summit Thailand 2023

10. 97U Privacy & Security Summit 2023

11. erudunun“feanarudiuleivaiiu wuinig
As¥nwmutunsasndeleiues”

12. 91U Healthcare Technology Summit 2023

13. 971U HACKaTHAILAND 2023: DIGITAL INFINITY

14. 91U eBiz Expo 2023

15. 91U CyberSecPro

16. 97U MDES FutureScape 2023

17. U@ 504 “ﬁw%‘umﬂ'ﬁmjwmﬁagﬂﬂnﬂ'm
ndeluiues”
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aswins:UavAunelsiuasStufdnssuIwadvAlU (CSR)
Corporate Social Responsibility (CSR)

duasuliusyvrvunndaeis $vu Jesiu delsives awnsolddin
vulanlewesliesraiunuazlaonie Wrufanssuiedinu Corporate Social

Responsibility sau@ina1ysmelaa afnnisasewming Wannvinvesdulees
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The audit committee’s examination shows that

the National Cyber Security Agency operates
in compliance with regulations and policies.

There were no significant discrepancies found.

Key findings are summarized via QR code.
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Conclusion

In 2023, NCSA had two significant changes. First, It was an internal change.
This was the year that NCSA had the second secretary-general of the National Cyber Security
Committee, named Air Vice Marshal Amorn Chomchoey, who had already been in the position
of deputy secretary-general of the National Cyber Security Committee in the first era. Secondly,
it was an external change due to cyber threats becoming more severe both at organizational and
individual levels, making every sector of Thai society aware of cyber threats, which was a new
type of threat that could cause greater damage to oneself and one’s family than any other threat
before. The creation of NCSA, to eliminate such dangers, was the expectation, like the light at the
end of the tunnel that society was waiting for. With both changes, NCSA had to leap out of the dark
corners of the building to show itself as a hero in chasing the thief which causes severe distress
to the country and its people. Under the management of Air Vice Marshal Amorn Chomchoey,
new Secretary-General of the National Cyber Security Committee, we must quickly adjust our
strategy to deal with emerging cyber threats. Reinforcing by defining the DNA of NCSA, so that all
employees share the same commitment is the main focus of operations through 4 components:

In order to achieve effective operational goals and aim for success in quickly preventing
and eliminating cyber threats to the country and the people, NCSA has adjusted work strategy
into 2 main areas in order to be able to allocate resources appropriately and the highest values are:

1. Strengthening oneself and one’s network
e Strengthen NCSA in every aspect
e Strengthen Regulators, Organizations of Critical Information Infrastructure (Cll)
and government agencies
o Create awareness and immunity for the people

2. Immediately alerting of dangers and minimizing losses
o Efficient Intelligence
» Destroying the source of cyber threats and eliminating cyber threats quickly and in time

Restoring damage from cyber threats to return to normal promptly

As a result of its performance in 2023, NCSA successfully prevented and mitigated cyber
threats, ensuring the safety and security of the nation and its citizens on a broad scale. The lessons
learned from this year’s experiences will fortify NCSA for the future, fostering peace and stability
while advancing the country’s development. This commitment will drive Thailand towards greater
progress and prosperity, bringing happiness to all its people.
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