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Agency constructs 40 new rules to bolster law

The National Cyber Security Agency (NCSA) aims to roll out 40 subordinate regulations
of the Cybersecurity Act to strengthen the country’s infrastructures this year.

To guard against cyberthreats, roughly 100 organisations linked with Critical Information
Infrastructure (ClI) stipulated by the act must be complied the standard framework of security
requirements this year, said the agency.

The act stipulates that NCSA is responsible for providing assistance to prevent and mitigate
risks from cyberthreats to 7 sectors of Cll: national security, public service, banking and finance,
information technology and telecoms, transportation and logistics, energy and public utilities,
as well as public health.

NCSA established in January 2021, will develop cybersecurity skills for organisations of
Cll to meet international standards through intensive capacity-building programmes targeting 2,250
attendees, including 400 specialists and executives in 2022. This move will enhance the
country’s capacity to defend against escalating cyberthreats.

Additionally, regarding to Section 44 of the Cybersecurity Act, the agency will formulate
a code of practice and standard framework of cybersecurity as a guideline for organisations of ClI.

NCSA will enforce security standard including software and operating systems for state
and private agencies linked Cll by the end of this year. The requirements include daily monitoring
of threats to ensure the security of their databases.

NCSA plans to work with regulators in various sectors on this tasks, such as the Thailand
Banking Sector Computer Emergency Response Team, the Securities and Exchange Commission,
the National Broadcasting and Telecommunications Commission and the Telecommunications
Association of Thailand.

In August 2021, NCSA established a national computer emergency response team
(National CERT), which was transformed from ThaiCert (Thailand Computer Emergency Response
Team) under the Electronic Transactions Development Agency.

The agency received a budget of 40 million baht in its first year of operation, which was
raised to 140 million in fiscal 2022. Also, it secured another 200 million baht from the Digital
Economy and Society Ministry’s Digital Fund for its operations and management in fiscal 2022.

NCSA aims to have 480 staff for its full-scale operations, but it may take 10 years to reach
that level.

Gen.Prachya Chalermwat, Phd.

7i99nmiledeiunt Bangkok Post 2 FEB 2022
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ua 3lauRlng Ransomware axdiiunltiugedy
Huvigu Seduduiiasiesaiiamunszaingloiun
Hidnunnauegaselilessield

« MISWQJUIUAAINS Kangasaiu
A WluALUasansnwlBues aasadu
asonsas:kung

anuy. lednlasan1sisesansiaiuIyaaIns
frumnusunsUasndeleiues seoed 1 1Oy
Tasinsfidavinduiiesnseduauunsasnsde
Igiuadvosusenaliagadu uagiil o e
@L%mmml,msqﬂmﬂsﬁm Cybersecurity %ﬂiﬂﬂ’]ﬂ%ﬂ
waznAenvu Wiisanesessuiudeaneulsiues
fiumfentugaiavia fn1sdnnisussens/iaun
Iﬁmmi Cybersecurity Knowledge Sharing
N139A9UALLUN Thailand National Cyber Week
2021 msUszyusluRnsdmiumhsnuaiua
viserfiugua vihgnunasy uagmheamilasesng
fuguddnmsansauma UssS i ne. 2564 - 2565
(NCSA Cyber Clinic 2021 - 2022) n139alASINTS
arisadievdnmaiiteiauyrainsiuleues
1A53715 APT Expert Mission in 2021 kazlAsnis
Microsoft Women@Cybersecurity Dudu

« NISgNSs:AQUKLUdgLUlASDESTID
wugnudrAtynvaisauinAlazkusgou
YOSy

anu. ManRanssuiosnseRunaenuy
Tnssaseiiugudfomisansauma nelfinnsnis
MUANTAINIAANLTSFUIARUAEBINTANNTUNS
ssunlsainidelisalalsun 2019 Seladnnsousy
WaufuanslunisliBluaiearsie Pretty Good
Privacy (PGP) 3An135a97u Thailand Cyber Top
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Talent 2021 1W1920L93TU Cyber SEA Games
2021 napnIudIANITaUTH World Class Cyber
Security Practices lag MITRE/CISA/SEI ﬁwm
TugUuwuvesulal

wanisus:tiiunsatiuoiu govdltiinou
ATUENSSUNISNSSNYIANIULUADUADAAY
T8wosuKoy¥1d Us:oU 2564
Nan15UsZIHUNISAHUUYE TN
ADENIIINMIM TN PIsLAsUaen Eluue SwieR
AINLINTY 39 WA W.5.U. N13SNwIAINsiuAg
Uaoadeleiues w.a. 2562 dn1susziiiuna

nsadunuesAnslulusnEuLAnN1sUTELEU
Tugues 4 17 su “2E25” Ap 1) TRduUsyanana
(Effectiveness) lAsgAUAZLUL 95.330 AZLUL
2) fifeuUszandnwn (Efficiency) laseaunziuu
99.995 AzLUL 3) AMUNIINOUAUDINDUTZH WY
(Service) lasgaumguul 100.000 AZLUY
8) deueuiiiu (Sustainability) I6sesuazuu
76.000 AZWUL FuLAbAAZLUUNANTUTEITU
MMIANENIY UsednU 2564 Ae 92.831 Azuuu
39 “Aun” lngenaresiiansanuSulsinisuims
gumelu welidannuddulussezen

SUdAD8AUSIUISYSIUTDUOOWLDY anuy. Jorlkislasunisgousula:

1un3InogonIoud0lES I HoTuWaULNdolUagwlukgadowalkoordnsidu

WuWooldng og1owanis1aiuisngagoiundolknjuoosguialunisiuinaou
IFsugAouaAUbUAYoSUsHNAINElugA
NnNgAnAMUNlBUasnaoall

oo s o ~

adnaua:rIkWiooUs:8IUNNAUUaOONY

s1g0WUs=NT 2564
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SovlavIsSNNs 4
(KOKUN NCERT)

WBd81auIsSMs 3
(SO0KOKUN NCERT)

FUgUS:aUNMSSNUN
AWUUAYUaDQNe
StUUADUWILODSIKDBIA
(NCERT)
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Bunlapgeln “anuy.” wiskeniluniwdingwin “National Cyber Security Agency” (NCSA)
ladanagumunszaydayainisinuanuduaslasadalsues w.e. 2562 melinisiiugua
YDIUNENIFTUUAT

|

11 §uaAU 2562 AINNINTT 5 wtanszsvdygan1ssnwinnuduasUasadsleiues
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“nus.” wieisomdun1wgingwin “National Cyber Security Committee” (NCSC)
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miﬂﬁﬁamm (Governance, Risk and Compliance:
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Uaensnelyiues (Good Governance in
Cybersecurity)
2. MUIWISALERA (Risk Management)
3. Wlguy waskwiujus (Policies and
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AOUWOLAOSUKDB1O (National . C a4 v L
Uaoaseloiuaiuriend 5o n13dnns niiuae

Computer Emergency Response SrunavesguiUsTanunsinweuiuasUasa
Team : National CERT) STUUADNWARBSUVSTIR W.A. 2564 wazlausynia
adlusAanYUNE \du 138 nouiiAy 194 9

TAkA UsenIAAMENSIUANS NNSSNBIAULUAY

dleYud 23 demew 2564

Proactive
Services

nuy, Uszna .~
fkua Cil 8 dw b :l

KusBoIusHIUSHNA

LRl KU

Coordinate, Inform | Threat Intel. Threat Intel Threat gr:gi;i‘o:peratlm
UssauTwiuagudoma | Sharing Services | and Vulnerability
CERT Community Monitoring |
. s
- R .
~  dwaUszauviu dwiadguams  —

) Hhgifhs:Soanuiuaoaaads

whaUssaumumassasansu (
L mvlswas

rheus=auanutimkE rhavgoamsmvlswas

I-I'\EJUE::E‘EU'O‘ILIF’I‘ﬂn'IS rhonauausvia:suiia
awus:inA Asanmunwluuas
wheusmisdomsdaya rhoduuazasipwgednaniig
L fAegamunelsiwas muluwas =
Coordinate Help Desk Incident Response Forensic and

Investigation

KUELVIUMASE KUIEVIUAIALDABU

AUy, US:ﬂ'IfI
akua Cll 8 ohu

Reactive
Services

AUUS=aNUNISSNUINDIWLUAPUASANYSEUUADUWILADSUKDE
(National Computer Emergency Response Team : National CERT)
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MMSLWISOUADNSSUADIUSIUUDSHITVUSELNA
Juou 197 aso

C ) NEW ZEALAND

Association of South East Asian Nations (ASEAN)

« MSINSOUUSYUA ) 1BU NISUSBUINSIUNS ASEAN Network Security Action Council (ANSAC),
NSUS=¥U ASEAN - US Cyber Policy Dialogue, NsUs:3lJ ASEAN Cybersecurity Coordinating Committee
(ASEAN Cyber-CC), MsUs:guarusmvusouNBaududdna mald ADGSOM ua: ATRC Us:9U 2564
Wudiu

. MSWoNsnNIa:ADWSOLGOBU | Bu A WIRUGONSSAMSIvIONANSIUDAOMSANTUNLBOVEUS ASEAN
- CERT, nauk13os:k3woBaunusadeluls:iGuAineodoonuanubunslunisidinaluladansauinrua:
msdoans (ASEAN - Russia), SWUWUUAUAMSINAEMSAITUIURUEIUNDIISIUITOSKIWONBIU - DU

-

AUIFSYTNDAINA AA. 2021 - 2025 1WWudu

@ Asia-Pacific Economic Cooperation (APEC)
MsiisouNsUs=guc 9 1Bu Msiurdimwsamsus:guiainyoolnglull 2565, NMsUs:guATU:oUOIUA
dulnsAuunAa:ansaunA ASon 63, SVUWUURUANMS3denAuyasimggovioa AA. 2040 udU
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European Union (EU)
NISWIISUISINSOUAdWANad3GdgAUIIUKUEIULa:AdSIVTDSOUAUSKIWINgnUaKkNwe [sU
ta:SJauBn

United Nations (UN) .

A WUSOUDaMUMSSNUIAIUUUAYUaanglgluosMElansouakus: 8810 18U OEWG on developments
in the field of information and telecommunications, Open-ended Working Group (OEWG) on security
of and in the use of ICTs 2021, Global Cybersecurity Index (GCl), NMSUS:gUaKUS=3IAINAdIMSAMLa:
NISWCUUN (United Nations Conference on Trade and Development: UNCTAD) 0udiu
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” Eurasia
TS MsUSEBUATUEIIDIUSOUSEKIWINGAUATUENSSNSMSIFSUTADYISIBY ASOA 2

Qrg.anizati‘c_)n for Securi:cyhancll Cc‘)_-ciperation in Europe (OSCE)
[NSOUMSTUUUNIUKANEKOTO 18U KOO The Individual and Cyber Security Inter-Regional Conference
on Cyber/ICT Security la: Emerging Challenges in Advancing Comprehensive Security WOUGiU

e» Organization for Economic Co-operation and Development (OECD)
OECD MSIAMUUANANUITNTDSKIWEUNIALUSBIBGUKDIDIBEO:SU2oNIaYvlANUODANISIWOAIIUSIUTO
NDIFASUZND@:MSWULN

Conference on Interaction and Confidence-Building Measures in Asia (CICA)
C1CA4 SwWNASs CICA Catalogue of Confidence Building Measures 31G2gn1sdoldSulfduwusuauiassiu
msaswanulBitio@olos:k3Iwus:InATuNTMALLBY

@ Asian African Legal Consultative Organization (AALCO)
# PSWINSTUNSWINEIs Consensual Basic Principles of International Law Applicable in Cyberspace

- NSauUN3NA (Bilateral) .

@ 00dlasidy : ags:k3wdarklvdoudavioasuvadussudadundulunvlasanslsiuoss:k3wing
1a:99dl0sIa8 (Statement of Intent - Thailand - Australia Cyber Security Cooperation) nmglalnsons
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Ussnnieanau/ifey | WA, | Aw. | ila.

Abusive Content 0 1 0 0 0 1 0 0 0 5 2 5 14
Availabililty 0 0 1 0 1 0 1 0 0 2 0 0 5
Fraud 46 20 26 16 27 16 13 10 9 13 9 7 212

Information Gathering | 12 | 24 | 49 | 25 | 29 | 27 | 42 | 20 11 4 4 1 248

Information Security a4 5 0 0 2 2 0 2 9 3 1 2 30

Intrusion Attemps 21 15 | 25 | 20 14 5 6 4 2 a4 13 | 95 | 224

Intrusions 32 21 | 29 8 15 15 | 11 14 | 11 14 4 3 183

Malicious Code 8 29 | 21 10 | 12 9 11 5 23 | 96 | 128 | 127 | 479

Vulnerability 31 5 121 64 | 8 | 94 | 77 | 75 | 35 | 31 | 25 | 35 | 674
Total 154 | 126 | 272 | 143 | 181 | 169 | 161 | 130 100 | 172 | 186 | 275 | 2,069
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Vulnerability 42

Data Breach 28

Website Phishing 24

Ransomware 10
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APT 5

others 17
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APT Expert Mission in 2021
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