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Cybersecurity Activities in Honor of His Majesty the King'’s
72nd Birthday Anniversary on July 28, 2024
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The NCSA organized events throughout 2024 to honor His Majesty King Maha Vajiralongkorn on his 72nd birthday anniversary.
These initiatives aim to provide societal benefits while paying tribute to His Majesty.

WSSuuauasidyanund
VIUIRAUWS:INYSAY

anuy. INSOUWSSUUDUASEYANUNU
VIUIDAUWS:IAYSAWS:UINaUIaD
ws:10gK 10ovlulomaws:s1sws
UKIUVAAIDAUWS:EUNWSSUYN
6 sou 28 nsnn1AU 2567 lasld
ANFQSINSYWIFILDAUL] JAU)dsossn
Udans:nsavadnalwolAsugiona:
avAu 10uds:s1u

Ceremony for Receiving the Royal Emblem
NCSA participated in the emblem presentation ceremony for activities commemorating His Majesty the King’s 72nd birthday anniversary.
Adjunct Professor Wisit Wisitsora-At, Permanent Secretary of the Ministry of Digital Economy and Society (MDES), presided over the event.
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Preparatory Meeting for Commemorative Activities
NCSA executives and staff convened to discuss preparations for the year-long activities. The meeting acknowledged the use of the royal
emblem and outlined planned projects, ensuring alignment with the commemorative purpose.
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“Know, Be Aware, and Prevent Cyber Threats” Project

In collaboration with the NBTC, NCSA launched a project to enhance cybersecurity skills among the public, particularly vulnerable groups
in remote and underserved areas. The initiative includes training via the NCSA MOOC platform, educating over 29,543 individuals through
1,805 USO Net public internet centers across Thailand, with core centers in six provinces: Phitsanulok, Chiang Mai, Roi Et, Chumphon,
Nakhon Phanom, and Rayong.
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CSR Activities: Building Cyber Awareness

Empowering Thai Youth
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NCSA organized a CSR program titled “Empowering the New Era: Cyber Threat Awareness” at the Baan Phraphon Foundation to raise
awareness about cybersecurity threats. The program included donating supplies, supporting the foundation’s projects, and hosting a
lunch for attendees.
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As part of its CSR initiatives, NCSA provided scholarships and promoted

responsible cyber practices among Thai students at Wat Rang Sit School,
Pathum Thani.
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Anva:dgvonkisnaiviu lagdonoisdia:uniSeudnsoundi 120 Au
NCSA conducted a CSR activity focusing on building cybersecurity awareness
for over 120 students, including teachers, providing scholarships, and hosting
a lunch at Thepmongkonrangsri School, Kanchanaburi.
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RANKINGS & ASSESSMENTS
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Global Cybersecurity Index (GCI)

suau 7 91n 194 us:inarioTan

Tanziuu 99.22 /100 oglungu T1-Role Modelling
GLOBAL Ranked 7th out of 194 countries worldwide

Scored 99.22/100, classified in T1-Role Modelling

MsUs:TUaNIU:UDVKLDEVIUMASY P MQ A 4 0 l@ nws
tumsilus:uusisnis 4.0 (PMQA 4.0) . ="

Us:1U 2567 Taaziuu AzIIUU IWUZU

/ msuUs:buatusssuuazanulusulatumsanduviu
/ UDVKUDYVIUMAST Us:510 2567 aglus:aunu doeA:iuu 87.56
A Integrity & Transparency Assessment (ITA) 2024: Scored 87.56,

falls within the “Pass” range

AWARDS AND INNOVATIONS

s1w3alansyg Us:oU 2567
avnusmsmasy
JUsmnnudanssunisusms
AUWALIU Proactive Protection X
Total Defense by NCSA

The NCSA's Proactive Protection X Total Defense
project was honored with the Public Sector Excellence
Award for Public Service Innovation in 2024

2024 1SC2 Mid-Career  s1v3a 2024 ISC2 Mid-Career
Professional Award Professional Award:
Wao1NAQS vIAQ AKNDYNY

Recipient . -
WE2YU1auNSNISs dnuy.

AVM jadet Khuhakongkit
f. 5! GRC, CC
| S G LO BAL Asia-Pacific Region

Achievement Ay
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LAWS AND STANDARDS
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(The publication of six subordinate legislations) Taun

1 Us:mA NUg. 5oV basgiunsikuaAuanuauzauiuAvUasanelsivasiRindoyaksas:uuaisauind w.A. 2566
Notification of the NCSC on Cybersecurity Standards for Information or Information Systems, B.E. 2566 (2023)

Us:mA NUB. 390 LAsSTIUTUCUDVTaYaKSDS:UUaNSAUINA W.F. 2566
Notification of the NCSC on Minimum Standards for Information or Information Systems, B.E. 2566 (2023)

US:MA NUB. 30V U1ASTUNIAIUINIVEVIESUWAIUNS:UUMSIKUSMISIRgIAUNSSnuIANULUAYUaDanulsIuDS W.A. 2566
Notification of the NCSC on Standards and Guidelines for Promoting and Developing Cybersecurity Service
Systems, B.E. 2566 (2023)

Notification of the CRC on Obligations for Critical Information Infrastructure Organizations and Regulatory
Agencies, B.E. 2567 (2024)

Us:nA nus. 3V uiasnisiia:iudnivfunisens:aunnu:ANUSiia:AuIBEIsyfudunssSnuAULUALUADONY
Tsiuas w.A. 2567

Notification of the NCSC on Measures and Guidelines for Enhancing Knowledge,
Skills, and Expertise in Cybersecurity, B.E. 2567 (2024)

4 Us:nA nnW. 13ov KUNAUaLKLDEvIUTASLASWWUZIUEIATYNIVENSAUINA lla:KLDEYVIUADUALKSDRAUQIIA W.A. 2567

6 Us:mA NUB. 130V U1assudiuMssnuANULUAvUaDanielsIuDSS:UUAANIG W.FA. 2567
Notification of the NCSC on Cybersecurity Standards
for Cloud Systems, B.E. 2567 (2024)

INITIATIVES AND PUBLIC AWARENESS
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AUSURUAMSWIFAUNSINdUTDNTW
KnaonadvUs:xsulasidusuwalasuqatvu
as>vduIkamsadld 206 IKaMsad

JovnuAduIdgKy 15,091,953 uln

The Special Operations Center for Mobile Banking Trojans

: detected 206 incidents of fraudulent activities targeting

N : . the public through mobile banking trojan applications,

' Bud Rl BB | successfully preventing damages totaling 15,091,953 THB.
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PUBLIC AWARENESS AND EDUCATION

Tasoms

“A Good Digital Citizen”
YgIgAILSY d1nd

WIg1SoU AU

747 L

310

] Anifudls M iz dmnugsnds sl Tl

Tasoms “BSulsdmsAnun i el
NN = | [T .

wktnnauts 3,706 au
wavnstevu 1,002 au el e
“Secure.Education’s Website to ::‘:_*"_':

Prevent Online Gambling Hijacking”

attracted. 3,706 staff members, 1,002

of whom registered as users.
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INTERNATIONAL COLLABORATION

miswhsoutduamsn FIRST
(Forum of Incident Response
and Security Teams)

(22 n.w. 2567)

na:Boudos:uu MISP (Malware
Information Sharing Platform)
IWudoyamsuusnisioud

Project for Enhancing ASEAN -
Japan Capacity Building
Programme for Cybersecurity

and Trusted Digital Services

meld AJCCBC (ASEAN-Japan Cybersecurity

Capacity Building Centre) sounAu JICA (Japan
International Cooperation Agency) TRiifUs:INA
au1Bno1IBIUNY 10 Us:inA DiWiunisausuy 271 AU
na:fusunuuoauladiywWiunisousu 384 Au

“Project for Enhancing ASEAN - Japan Capacity Building
Programme for Cybersecurity and Trusted Digital
Services”, provided training to all 10 ASEAN member
countries total of 655 individuals trained.

Wimwdamsus:guatuzivu
2uBsu-tidu SrddumssSnunadwiiuav
Uaoasioluswwos asoi 1 Us:51U 2567
(The 1st ASEAN - Japan
Cybersecurity Working Group

Meeting 2024) Gyinuigasouannguus:ina
218U 10 Us:IinfA d1UnviulauIsNsoNIBau lla: The
National Center of Incident Readiness and Strategy for
Cybersecurity (NISC) 131s20Us:u1tu 50 AU
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Key Achievements in Cybersecurity Operations

ﬂ’]SIID\)ICIE)UUE)Ué]U'Da'IS
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Issued 90 cyber threat I
intelligence notifications

@

UIQASNISIBTOSU
Reactive Measures

misidvidiauikanisaina:fkAmu:tihfunisiiludoyrn
Issued 1,827 incident notifications and /

remediation recommendations ‘ ’

nsaduduavIia:sulio
AgAnNANMLIBIVDS

Incident Response & Cyber
Threat Mitigation for 38 agencies

NISINgIIWSJoanyANAIY
nolsivasiazinoans
Ailbuus:lustidoaisisou:
Publicly disseminated
cybersecurity threat information
and resources 449 times

N1sasd9aoUBavIKIIa:N1SNAdOUIDN:S:UU
IVT;OUS:Il_JUFD'lUIa:EJ\)dDEJﬂ'ISI’IOHDUID‘]:S:UU
IWoAUKIRasauTumsIzndvs:uudL q Tasldideosiy
Conducts Vulnerability Assessments (VA) and Penetration
Tests (Pentest) to evaluate risk and identify system access
weaknesses. These tests leverage the expertise of
professionals to simulate real-world attacks and uncover D'r@lhs':)u

otential vulnerabilities
p 96 VA scans
15 Pentest

wanauna:auuayu

TRifamsasvaduas:Kung
Promoted and Supported
Cybersecurity Awareness

Initiatives

78 sessions
with a total of
9,854
participants
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(Defacement)

Hacked Website
(Gambling)
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Fake Website

Privileged Account Compromise

Vulnerability @k[e

Finance Scam

Data Breach

DDos

Security
Misconfiguration

Data Lealk
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MESSAGE FROM
THE PRIME MINISTER
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Online crime is a major concern, causing
significant hardship for the public and impeding
national development. The government remains
committed to addressing these challenges by
integrating efforts from all relevant agencies to
enhance the effectiveness of prevention, suppres-
sion, and resolution across all dimensions, both
domestically and internationally. This includes the
development of cybersecurity infrastructure capable
of responding to new threats and resolving all forms
of online crime, safeguarding the lives and assets of
the people, and protecting the nation’s interests.

Over the years, the National Cyber Security
Agency (NCSA) has played a pivotal role in
maintaining cybersecurity. It has been a key force
in enhancing safety and addressing cybercrimes
at all levels. | extend my heartfelt encouragement
to all personnel who contribute significantly to
effectively driving the nation’s cybersecurity mission
and ensuring the safety of the public.

| hope that the NCSA Annual Report 2024 will serve
as a valuable resource for all relevant agencies and
stakeholders, providing insights into the NCSA’s
accomplishments. Moreover, | hope it fosters greater
public understanding of the impacts of crime and
online crime, empowering citizens to mitigate risks
posed by cyber threats effectively in the future.

v
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MESSAGE FROM

THE DEPUTY PRIME MINISTER

& THE MINISTER OF DIGITAL ECONOMY AND SOCIETY
Chairman of the National Cyber Security Committee (NCSC)

Chairman of the Cybersecurity Regulating Committee (CRC)

Chairman of the Committee Managing the National Cyber Security Agency (CMSA)
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Global Cybersecurity Index 2024 (GCI) ful w.A. 2567
UsainAlneAnadugdudui 7 wavlan Taslnisus:ibu
ALAUNAKUIE dUINATA GIUKL2EOIU AUNISWAUUN
Anenwiia:diuAUSIVDD IdavlRIRUTLANSSNUIADY
duavUaaanulsiuasfinsounaunnia snnvgvlabnas
Us:n 3ov u1qsg1u61umss“nu1n:nuﬁun\)Uaaqn“s
Tsiuass:uuna1dd w.A. 2567 Boa:naulkIRuivmstnu
Qllalia:N1SUSKISIaNMSAUIAEVATUS:ANsMwAUEUY
InfudainAlulagnivagunvaveagvsiaisd

Aru:nssumsriAugQiiadiuAILiuAvUasaselsiuas
(nnw.) gvidudnunuinkdvidnduadAydoanas
dviasuna:wasunAngniwlunisloviu Sulaazaa
ADUIFELOINAEANATUNILTBIVBSUDVUS:INAITUDENY
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uguansinldogvsoaisd fus:ansnmw nvlunissuiio
AudgAnAIUNILIsIVDSIa:BEYINSSUNTVIBILDSNN
sUnuulagrawi:ag1odvlugavuavnisus:nAgNSs:au
rTfJQnmumnmsrﬂaanTKﬁoc?\)uanélnﬁ'uw‘v’aufum\‘)u
(Mobile Banking Trojan) ZviJudrykinasioyann
AwidurielRiAUsssunausnAsIGagvuKIAa
folunsAnAunolusivasius:dusiansy uanoind
goinisikualkkuiosviugavnnnIAdIuURIAeITow
ystuan1sAdwsoudalunisURUANISIBosn 1Woydy
L‘Ja\)ﬁuna:urﬂuUfymﬁaanmumnmsmsnssu
mvlsiuas aasvAuUasanglKiAUs:s1sU SOUNY
IfaANUIBoudaNsIBUSNISMYMsiBuaulal 3nnv
godnsidadamuudsinmsadiuiuavUasaselsiues
K@ IliodnunaanUSIa:Auas:KUNSINUS:5BU
lazkudevudiv 9 meluls:ind aasasudinisdaay
fAunsilniWonaaaudandiuaiuisanivisiuas
s:Quus:Inf (Thailand’s National Cyber Exercise 2024)
WoasourasyuANuuAvUasaislsiuasAIivingy
ﬁvnds:duTnsoas‘wv‘JumuehﬁzyUa\)Us:lnﬂndnnmﬂabu
ALKLBYLIUNASY NAIRNBU dulUgds:AuUssu
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wUnvulia:ans1v TRoAWSOUTanula:nandusuulu
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USN1ISN1ASY UsIINNUIANSSUNISUSNNS Ad8WavIu
Proactive Protection X Total Defense by NCSA Bodio
10uAwduSonidususssu wandulRnisens:aunis
rihvufumssnuiauduAvUasanelsiuasiuniwsou
vovUs:nAbUs:AnsmMwagwdaition

Tuunuus:suAUENSSUNISAYL 3 AU WudAWBUGIa:
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AWLUAYIRIAUS:INA aauauavdaulsuiguavssuan
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nMvadnamiagdviasulkus:INATAILTUAYNVIASUPAD

Uszsnsubnonuiuagidavdu fulomatd wuwalkravt
WUSKIS 31$15M1S lasNKUINAGIUNYIUATUNSSUNISANS
sSnuAdwUuAvUasanulsiuasSiKosannauRldyouu
lia:dvloUAUGKINASOuAULIDgITUNEY TagBidnKue
JovAu sulioliazaan1uidsy snAgAnAIUNVlIueS
sounvUavAullkonseyinssunvlsiuasnnsdiuuinadu
Boo:dviasulRus:anAlnglkAtogdnouibugurfudiunoiu
UuavUasanelsiuasius:auniniadaly

Rapid advancements in technology have led to
increasingly diverse and complex cyber threats. These
threats can cause significant damage, disrupting
citizens’ lives and impacting the nation’s security,
economy, and society. To ensure maximum
cybersecurity efficiency for Thailand, collaboration
across all sectors is imperative.

The National Cyber Security Committee (NCSC) has
made substantial progress over the past year by driving,
monitoring, and evaluating cybersecurity initiatives. As
a result, Thailand advanced to 7th place in the Global
Cybersecurity Index (GCI) 2024, achieving a score
of 99.22 out of 100. This evaluation encompasses
legal, technical, organizational, capacity-building, and
cooperative dimensions, reflecting comprehensive
cybersecurity coverage. Moreover, the Committee

issued the Cloud Cybersecurity Standards B.E. 2567,
demonstrating effective and modern risk management
aligned with rapidly evolving technologies.

The Cybersecurity Regulating Committee (CRC) also
played a crucial role in strengthening the nation’s cyber
defenses, ensuring rapid and effective responses to
cyber threats and crimes. This includes elevating Mobile
Banking Trojans to the ‘Incident at a Critical Level’,
an issue causing extensive financial losses. Proactive
measures have been introduced to integrate operations
across relevant agencies, ensuring public safety and
building trust in online financial services. Additionally,
the Thailand National Cyber Academy was established
to raise awareness and impart knowledge to
citizens and organizations. The Thailand National
Cyber Exercise 2024 was conducted to strengthen
cybersecurity standards across critical infrastructure,
public and private sectors, and down to individual citizens.

These vital initiatives were achieved through effective
organizational governance, led by the Committee
Managing the National Cyber Security Agency
(CMSA). The committee has overseen personnel at all
levels, fostering collaboration that resulted in external
evaluations rating the agency at 98.60 points,
categorized as “Excellent.” The agency also received
the prestigious Public Sector Excellence Award for its
innovative work, Proactive Protection X Total Defense
by NCSA, a testament to its impactful contributions to
national cybersecurity.

As Chairman of these three committees, | am honored
and proud to have overseen cybersecurity at all levels
alongside experts from public and private sectors.
Together, we have advanced Thailand’s cybersecurity
mission, supporting government policies that
encourage investment in critical digital infrastructure to
bolster economic stability and improve citizens’ quality
of life. | extend my deepest gratitude to the executives,
officials, and staff of the National Cyber Security
Agency for their unwavering commitment to protecting
the nation from cyber threats and crimes. With our
collective efforts, | am confident that Thailand will
emerge as a regional leader in cybersecurity, ensuring
a safer and more secure future for all.

}’-\ .t\’:'-\/

(UNgUs:IaSy YUNSSIVNDY)
SOLUNYNSTUUASHIA:STUUASININISASNSIVGINA
IWaIAsSugARNa:dvAL
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MESSAGE FROM

SECRETARY-GENERAL

OF THE NATIONAL CYBER SECURITY COMMITTEE

Committee and Secretary of National Cyber Security Committee (NCSC),

Cybersecurity Regulating Committee (CRC), and

Committee Managing the National Cyber Security Agency (CMSA)

nisiauTantvinalulagognvsoaida 1udvns:du
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guAvIdudoykininigdiksuls:inAlNgAdovINGy
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(Mswinfidvlunisdovnu) INalREITNVIUALUNSSUNIS
n1ssnunALUUAvYUaoanslsiuasIKosNa (@nus.)
d1U1SOYSUINISTUIAGDUSIUAUKUIBDIUGTIY 9
AiRgddovnvneluls:inAla:dvus:INA 1asuasiv
TRn1ssnuiAduduAvUasanelsiuasiuntwsou
gUs:ansmw 10uluanuuiassuanna nasinouidundv
agvgvEu
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TuuWYeY anuy. NS:WUUDUDUANDEIVEVAIKSU
AWSOLTD9INKUDEIUNNANAEIU NDKLIEYIUAIUAL
KéorhAuQia (REGULATOR) KlisgviulAsvasowugiu
drAtynivaisauins (KUuseviu Cll) KUDYLIUYDVSY
KUdgLYIUNAIRNBU IA:N1AUS:IELAL AaDadUUAAINS
uov anuy. AoUuURUaKtnAvavaulavagvIGuRia:
doitiov na:lull w.A. 2568 1S19:61SVAIIULVKUIY
n1systuInIsnissnuiAdubuAvUasanslsiuas
TuniwsouyavUs:inATKasvAuma Ayins:wuld
fkual3Ao TEAM THAILAND FOR CYBERSECURITY
IWoaauauavuluulessunanjowaus:TasidaUus:ssu
lla:Us:INFAuaagvINDSY

The rapid pace of technological advancement has
necessitated increased reliance on technology across
all sectors in Thailand. Government agencies, private
businesses, and individual citizens increasingly rely
on technology for work, daily life, and accessing
essential public services, finance, communication,
transportation, energy, public health, and even national
security. However, this dependency has also made
Thailand increasingly vulnerable to cyber threats.

According to the World Economic Forum’s 2023-2024
Global Risks Report, cybersecurity ranks as the fourth
most severe global risk in the short term (by 2026).
It remains in the eighth position globally in the long
term (by 2034). The rising complexity and intensity
of cyber threats, including those driven by Artificial
Intelligence (Al), underscore the urgent need for
Thailand to enhance its preparedness to mitigate these
risks effectively and proactively.

In 2024, my second year as Secretary-General
of the National Cyber Security Committee, | have
continued to emphasize Proactive Protection and
Total Defense as key strategies. These approaches aim
to integrate efforts with domestic and international
partners, ensuring Thailand’s cybersecurity framework
meets global standards and achieves long-term
sustainability.

Thailand’s success in achieving a score of 99.22
out of 100 in the 2024 Global Cybersecurity Index
(GCI), securing 7th place globally and recognition in
the Tier 1 - Role Modelling, is a testament
to our collective commitment. This achievement is
a milestone and a foundation for further development
to sustain and enhance national cybersecurity.

On behalf of the NCSA, | extend my deepest gratitude
to all stakeholders, including regulators,
organizations of critical information infrastructure,
government agencies, private enterprises, civil
society, and the dedicated personnel of the NCSA. Your
unwavering efforts have been instrumental in our
progress. As we move forward into 2025, we remain
steadfast in our mission to strengthen national
cybersecurity under the guiding principle of “Team
Thailand for Cybersecurity.” This reflects our
commitment to aligning with government policies
to benefit the people and the nation.

waonAas (9 N \R‘M

(OUs BUIBY)
1av1ISNISAUENSSUNIS
n1ssn u1na'lufj'un\)UaaQﬁaTzﬂuasIuK\)mﬁ
nssunsliaziaviunis
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P

unisguanfgAnAINIVIsIVDSHdVWans:nUGDAIWLUAVYDVUS:INFA

P 1ealaiiie nscinnsfoud doe DDOS AlkeyRgalu w.A. 2550

doWans:Nudas:UUADUWIIADSYDVUS:INANNS:UU
nvISulsd na:nsTkUSNNSNOMSIBUKgAL:vN Tiausa
TRusmslakanaduank

WANNACRY iJunmisloudnvlsiuashdvwans:nulusvnito
mlanna:1funscifnuidAnyiud 2017 Tagiludandsivu
RANSOMWARE AiimsidnskadoyadhAtyuuinsovignioud
nassenAlamngidere Tnsiwsns:18uUS:UUURUGNS
5uladdlasld ETERNALBLUE Bvidulusinsuilssonlks
Ao wluAvUasanuidndvs:uulaslildsuaumyia
dowans:nudoavAnsdIv q Tu 150 Us:inA 15U NHS
Tuakshsonouons a:usvninsavunAuluglu IKQNSaId
FIRIRUBvAWEAtyuoavnIsaUlaas:uuIwaTUasovTK3
AdIWduAVUanany nisdrisovdoya Nazn1sids:Iv
A2 WUanangaENvdaItion

P> STUXNET iGudanasiuu WORM gowvidnloud

TUAs:uu SUPERVISORY CONTROL AND DATA
ACQUISITION (SCADA) Jideountyi3o31 STUXNET
iuduikahasvanuiderielRnulnsvNstoIAeS
YoV3KSIU STUXNET Onsidus:Tustinnngovikd
AgvluTdsunisAuwuia:idaing (ZERO-DAY)
IWoloud PROGRAMMABLE LOGIC CONTROLLER
(PLC) na:zrfRin3avKyuIKIgvIgnIan (FAST-
SPINNING CENTRIFUGE) rhviumawantaia:
inaANUIFsKIgIdusuduun MkIAsVMsTDIAGYS
YovaKsIuald U duiduanysadiannolan
TRAwaukIa:asvALAUdIRIRUBLANNEAY
yavnisUnlovsnunAdiuduavlasanslsivas
YoVIASLASIVWUTIURGIATYLOVUS:INA

KEY MILESTONES IN THE CYBERSECURITY
ACT ENACTMENT PROCESS

29 ) 26 13
suoAuy

susAvy .
2561

Augvu
2561

unsiAu
2558

2557

DECEMBER 29, JANUARY 6, SEPTEMBER 26, DECEMBER 13,
2014 2015 2018 2018

ns:NsoV ICT I1dud AsU. JuGoulakannis AfUINSSUNISNHURM Ns:Ns2Y DE 1dud (S19) W.S.U.
(S10) W.S.U. cid ASU. (570) W.s.U. QSIOWIISEUN auuusuusodo Asu.

(S1V) W.S.U. 1301850
(BovIason 1490/2561)
The Council of State
completed its review of
the draft Act.

The Ministry of ICT
proposed the draft

The Cabinet approved
the draft Act in
principle.

The Ministry of Digital
Economy and Society
(MDES) submitted a revised
draft Act to the Cabinet.

Cybersecurity Act
to the Cabinet.

18 $18VUUSHY 2567 SUNvIUAUNSSUNNSNISSNBIAULTUAYUaaaneEIUDSIKOBNG



> Us:indlne ikamsadfouds:uunsikusmsidAtyco
neluus:inAlng Advwalkiianissolkavavdoya
douunna naududuasvovansayinssunivlsiuas

mMskaonasvWudodoAuooulal

FvikardnaaviKIRuAvwans:nUNIVIASYTADNIA:EVAL
AUs:srsuldsu dudnusTiun3AdIusunsoINuLUINgU
dorgANUFuduISLadUluMsSnvANLLUALUaDanElsIuDS
agvidususssu Us:inAlngSvldas) ws:swstayeganissnun
AdwBuAvUasasielsiuas w.A. 2562 la:dnauvAuls

IJo3URA 28 waunAU W.A. 2562 1Tudulu

Cyber threats have become a critical issue,
impacting national security globally. Several
incidents highlight the urgency of robust
cybersecurity measures:

>

Estonia’s DDoS attack in 2007 disrupted all
computer systems, including websites and
financial services, leaving them inoperable
for weeks.

18 28
sud>1Au nNUATWUS

2561 2562

’ WannaCry was a major global cyberattack in
2017, utilizing ransomware to encrypt critical
data and demand ransom. It exploited the
EternalBlue vulnerability in Windows systems,
spreading rapidly and impacting organizations
in 150 countries, including the UK's NHS
and telecom firms in Spain. This incident
underscored the importance of system
updates, data backups, and continuous
security monitoring.

» Stuxnet, a worm targeting SCADA systems,
disrupted Iran’s nuclear program by exploiting
zero-day vulnerabilities to attack Programmable
Logic Controllers (PLCs). It caused significant
damage to centrifuges, delaying the program.
As the first digital weapon, Stuxnet highlighted
the critical need for robust cybersecurity to
protect national infrastructure.

> Thailand’s cyber incidents led to significant
personal data leaks and cybercrimes, such
as online scams, disrupting critical services.

To address this, Thailand enacted the Cybersecurity
Act B.E. 2562 (2019), effective May 28, 2019, to
enhance national cybersecurity, protect critical
infrastructure, and mitigate risks.

27 28
wauniAvy wauninuy
2562 2562

DECEMBER 18,

2018

2019

AsU. Judouydakanms anuauryoga

(S70) W.S.U. QUUUSUUSY
The Cabinet approved

the revised draft Act Assembly passed the

in principle. draft Act.

FEBRUARY 28,

JuAIRUBDU (S1V) W.S.U.
The National Legislative

MAY 27, 2019 MAY 28, 2019

W.S.U. Us:NA W.S.U. DwalduvAu
Tuswuﬁomu‘lunuw The Cybersecurity Act
The Cybersecurity officially came into
Act was published effect.

in the Royal Thai
Government Gazette.
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2019 2021 2022

P asnpruIEWsS:S Uy > ASYaAL anuy. P msin National

mMssnuAWUALUaDONY Establishment of the NCSA
Tusiuos w.A. 2562
Enactment of the P nsvadv National CERT
Cybersecurity Act B.E. la:0n1sloudns ThaiCERT
2562 (2019) 970 ETDA 1IK anuw.
Tut 2566
Establishment of the National
CERT and transfer of
ThaiCERT from ETDA to

NCSA in 2023

P nsmkua Regulator lia:
KU28V U Critical Information
Infrastructure (ClI)
Designation of Regulators
and Organizations of Critical
Information Infrastructure

Cybersecurity Exercise 2022
IﬂUFlg'\)IISﬂUO\)US:InFﬂnEJ
First National Cybersecurity
Exercise 2022 conducted

in Thailand

n1sadvngu Thailand CERTs
Community

Establishment of the Thailand
CERTs Community
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2023

P misdadv Center of Excellence
dudsMsAuiuAvUaaanelsiuas
Establishment of the Center
of Excellence in Cybersecurity

P nsidn National Cybersecurity Exercise 20sau 3 U
Conducting the National Cybersecurity
Exercise (3-Year Cycle)

P misidodv ass. la:msilndauiassusuiio
AeANAIUMVIBIVDSS:AUUS:INA
fus:auseisvna:inna
Establishment of the CIRC and preparation
for managing severe and critical national
cyber threats

2024

P UsanAlnglasunissadudun 7 Tudsd

AdUUUAVUasanulsiuass:dulan
9INALKUQ 194 Us:inA dogA:iuU 99.22
211 100 AzlluU

Thailand ranked 7th in the Global
Cybersecurity Index (GCI) out of 194
countries, scoring 99.22/100
gns:aungAnAIUONIBUQAIdU
1uAsAnAIUMLTsIVSTUS:AUSIEIISY
Elevated Mobile Banking Trojans as an
‘Incident at a Critical Level’

ThaiCERT lasunisgousuiluaundn
Uov FIRST na: AP-CERT

ThaiCERT is recognized as a member of
FIRST and AP-CERT
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SdgNAUNAzNISTUIAIDUDVANS

Jdgnriu VISION

IfJU@J’ITUH’ISUUIﬂéOUTUﬂWSU§KWS50ﬂWSﬂ3’1ULTUﬂ\) To be a leader in driving forward effective cybersecurity
UaoanelsiuosuovUs:inANDUS:ENSNMW woluaauauan management in Thailand and always ready to respond
doneAnAulsiuasnnia to all dimensions of cyber threats

NATIONAL :
10uavAnss:auraikinAduIndouna:asvaNuluAvUaoansfsiuos
vovus:nAna:idugugnaivnussuiokuidgvIuNIASTIAoNEU
noneluliazdivus:ine

Acting as a national-level organization which is responsible for advancing
cybersecurity in the country and serving as a central hub for domestic and
international collaboration between government and private agencies.

COMPETENCY/CUSTOMER CENTRIC :
dovowauunlRiduavAnsaussau:gy fus:uklsevuia:s:auyana
LoIdunsusmsiRUs:INA Us:ssu Regulator l1a: Cll IiaA UUs:AUR
INUANQKIL

Focusing on developing NCSA into a high-performance organization at both
the organizational and individual levels. Focusing on serving the country,
people, Regulators, and Clls to impress and exceed expectations.

STRONG/SYNERGY : _
dovidundvasgnduanA ninfiavlunisuguakinn
Showing strength and synergy to fulfill responsibilities.

AGILITY : |
dovinduAdavadwsausudonnAdWIlagundavia:nnAIUMNY
Operating with agility, adapting to changes and challenges.
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wusn> MISSION

lauallu:lla:UUlﬂﬁauuT&Jmallwuqnsmaos’ua:
Usuusvnnkuig 31d280155nUB1AUHUAY
Uaaanglusiuas sounvAnunIdemKkuaiuaniv
UIasTIU wIasnIsAIAgdTovIKaaandoviu
anumsainvludoauuiia:aunAa

Recommend and implement policies, plans,
strategies, and improve laws on cybersecurity,
including research, establishing guidelines,
standards, and relevant measures in line with
current and future situations

10uAugnalvlunisus:aiuaausoubosouny
dviasSy auuayuna:gogikdorudgviuninsgias
1PNsuU Avluus:inANla:dvus:inA IWon1sSNu
AWLUAYUaanelsiuas

Act as the central hub for collaboration, as well
as promoting, supporting, and assisting national
and international public and private agencies for
cybersecurity.

AU Qiia 1S9 Aaau 3SR
Us:udawa 19vidou na:ufuanis
WalovAu Sulio lazaanduIden
MnAgANAUMVIBIUDS

Regulate, monitor, analyze,
process, notify, and also prevent,
respond to, and mitigate the risk

of cyber threats.

INgIWSADIUS ADWITT la:auayu
AISWaIUIUAaINSaIuNIsSSNun
AwuAvUaaanelsiuas
Disseminate knowledge, foster
understanding, and support the
development of cybersecurity
personnel.

nsduindousvins ORGANIZATIONAL MANAGEMENT

8

TIER 1

= AsasIvANUSOUDD =
= MMsYafmuIasU

IUDU{UGANSSNKN "
A WUUAYUaoany
Tuivos .
=  Building cooperation .
= Setting standards and L
guidelines on -
cybersecurity .

TIER 2

msduindouulguny WU UNasgula:
||uaLiju“ﬁmss“numawuﬁunqdaaoﬁaTmuas’
NsaviasuvIudYeduANUIUALYUaDQNY
Tsiuos
NMISWaJUNZanUaIIsaKkUdgvIUNGUITNKUNY
N1S8NS:QU ThaiCERT
MsasonIssusiianisas:kunsikAuUs:ssu
NNSWQUUNDVANSIaUssau:go

Driving forward cybersecurity policies, plans,
standards, and practices

Promoting cybersecurity research

Developing the capabilities of the targeted
organizations

Elevating ThaiCERT

Building public awareness and education
Developing the organization to be high performance

TIER 3

MsSWauUNIia:gns:au
NNSSNUIADIUIIUAY
Jaoanglsiuasuavds:ne
awpasyIudaIna
Developing and elevating
Thailand’s cybersecurity
capabilities to meet
international standards
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Us:ssaunssunis
Chairman

ungUs:Idsy YUNSSIVNDY

soVUNYNSTUUAS
13:$9UUAZ3INSNS:NSILATAINBIASUTTDIIA:aLAU
Mr. Prasert Jantararuangtong

Deputy Prime Minister

& Minister of Digital Economy and Society

nssunislagdinkuv
Committees by Position

uvowodann dazlesu
Jaans:nsovyasssu

Mrs. Pongsawat Neelayothin
Permanent Secretary,

Ministry of Justice

u19IISSSU DBYTY
$UUAZ3INNSNS:NSIVNANTKU
Mr. Phumtham Wechayachai
Minister of Defence

ugUs:Iasy uNSsIvNDY
SYUUASINNISNS:NSIVEDNA
IWDIFASUTARIA:EVAL

Mr. Prasert Jantararuangtong
Minister of Digital Economy

and Society

wadhsaolon doAnd gudua
WUEYBINSSIDIKLBA

Police General Torsak Sukvimol
Commissioner General, Royal Thai Police

wacdhsaolon sou dvualwlisou
[@UIENNSENIAUTUADIKLEG
Police General Roy Inkapairoj
Secretary-General,

ulgassau navain
Jaans:nsovnisnav

Mr. Lavaron Sangsnit
Permanent Secretary, I

)
oy

Ministry of Finance i National Security Council
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ACUNSSUNIS

n1ssnunAdIWDuUAvUaanelsivoSIKvs 6 (NVY.)
NATIONAL CYBER SECURITY COMMITTEE (NCSQC)

NSSUNISNSYAUIC]
Honorary Committees

as.Useyaya Koulaun
AUMSSNIAIUITUAY
Uaoanglsiuos

Dr. Prinya Hom-anek

Expert Committee on Cyber Security

U838y Auad Uy
aunsIvu

Mr. Vichate Tantiwanich
Expert Committee on Finance

waion ulu ysinuu
duinalulagansauinAia:nisdoans
General Mano Nuchkasem
Expert Committee on Information

ungnwnguauns nSwaauysai
Auansisuay

Dr.Bordin Sapsomboon

Expert Committee on Public Health

Technology and Communications

SOVANAASIDSY

- - - -
= as.Jaisiu Saiunegnns
. AUAWFUWUSS:KIOUSINA
Associate Professor

e :.'

\, Dr.Panitan Wattanayagorn
1? Expert Committee on
i International Relations

nssumsua:lamqms
Committee member
and Secretary

wuchsaoron gyituwa godu
GIUSFADNSSUANEQS

Police Colonel Yanpol Yungyuen
Expert Committee on Engineering

as.lwyad ausheyleyifesa
AuNKUIY

Dr. Paiboon Aamonpinyokeat
Expert Committee on Legal Affairs

Wao1NAQS dUS BUIBY
1AUIEMSATUENSSUNIS
mssnuANUuALUanany
Tsivasikosa

AVM Amorn Chomchoey
Secretary-General,

National Cyber Security Committee

The National Cyber Security Agency ANNUAL REPORT 2024 25



Us:ssaunssunis
Chairman

uNgUs:Idsy YUNSSIVNDL

SoLUNYNSTUUAS
13:53UUAZ3INNSNSNSIVADNAINDIASUTARIIA:aVAU
Mr. Prasert Jantararuangtong

Deputy Prime Minister

& Minister of Digital Economy and Society

nssunislagdiiKkuv
Committees by Position

urenwnglonia nsgn3uwoA
Jaans:nsovansistugy

Dr. Opart Karnkawinpong
Permanent Secretary,

Ministry of Public Health

uv1vnas Uaun:sd
Jaans:nsovnsavds:ine
Mrs. Eksiri Pintaruchi
Permanent Secretary,
Ministry of ForeignAffairs

UNYBYSSS WSKUAS
Jaans:nsovAuuiAy

Mr. Chayatan Phromsorn N
Permanent Secretary, Ministry of Transport

ANEAsIISIWIAY

SAuf SAufdasassa
Udans:nsavasnalwalAsugnoia:avay
Adjunct Professor

Wisit Wisitsora-At

Permanent Secretary, Ministry of Digital

wadhsaoion doAnd gudua
WUEYBINSSIDIKLBA

Police General Torsak Sukvimol
Commissioner General, Royal Thai Police

walan nsvang KYunnd
WUYBINMSNKISavaa
General Songwit Nunpakdee

Economy and Society Commander-in-Chief of the Armed Forces

wacdisaolon sou dvalwlisou
1au15N1SANIAULUADIKLEA
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WI131SOU
Participants

asof
Meeting No.

5/2566 12
6/2566 12
1/2567 12
2/2567 12
3/2567 8
4/2567 12
5/2567 11
6/2567 10

ason
MEETING

2566
2023

WOSTUNBVNSUSHTUDVANS llas1evuasy
Wan1sdITUvILYELNISSNLIADILLUAD

©®

Wijignsou Soza:Idnsou

Absentees Participation Rate (%)
0 100
0 100
0 100
0 100
3 75
0 100
1 90
2 80

ason
MEETING

Uaaoﬁeﬂmuas‘r‘iﬁwans:nuamoﬁdsehﬁryﬁ§a||u3m\)mchum ./
UIasTIUNISSNBIANULUAYUaDRETsIUDS

Focused on the evaluation of the organization and

a summary report on the significant impacts

of cybersecurity operations, along with strategies

for developing cybersecurity standards.

30

2566
2023

WOSOUNI30VVUUSNUSIE98USFTDUUS:U U
W.A. 2567 [Raoandoviulnunisuguavu
Us:5100UUS=UNRU W.A. 2567 IWaTUIAZoUNSANITIUDILYDY aNUY.
Focused on the FY2024 budget allocation to align with the

FY2024 operational plan, ensuring effective

implementation of the NCSA’s initiatives.
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||a:wan”|so°”nuumud”|umwus’auﬂanﬁamss‘nmﬂmudun\)

Jasanelsiuasnukuogvudiunisaious:ina

Reviewed the NCSA's annual performance report and
acknowledged the report on cybersecurity incidents and the
outcomes of international collaboration efforts to enhance

cybersecurity.

ason
MEETING

ason
MEETING

2567
2024

°)
©
WoISEUNIINUNSURUAUIIA:INUNSIEDNE
1BULUUS:UNEU US:oUvUUSIUIeU W.A. 2567 llas (S1V)

INUNAYNSNNSUSKISIA:WAUUINSWENNSUANGYDY anuy. s:e: 4 U

Focused on reviewing the FY2024 operational and budget

expenditure plans and the draft 4-year strategic plan for NCSA's

human resource management and development.

2567
2024

WOISEUNSIEVIUNANISANTULIUYDY ANUE.
IfiguAUITKUIE waunvasUUnyka guassAliasiudNv
MsiAly s:k310 1 TunAw - 20 wauNIAL 2567 Ia:S18VU
wanmsaltduviuagnsAEasia:inulguans sau 6 Idau
Reviewed the NCSA's performance report against set targets,
including a summary of challenges, obstacles, and proposed
solutions from March 1 to May 20, 2024. The meeting also
examined the six-month performance report under the strategic

and operational plans.

ason
MEETING

ASLN
MEETING

2567
WONSUNIINUNISUSKISYANNS anuy. 2024
Us:9nUvuUS:UNU W.A. 2568 lla:sunsiuwanisaliduns
AdAtY 1BU NMsWauunu3anssuluBoWaQsuUTia:uSNS
Yov anuy. Us:onUvuus:uneu W.A. 2567 “Proactive Protection X

Total Defense”

Reviewed the NCSA's management plan for FY2025 and
acknowledged key achievements, including developing
innovative products and services under the FY2024 initiative,

“Proactive Protection X Total Defense.”

we

2567
2024

WONSUNISHINUNISURUAL LN INUNTSIZENY
vuUs:UInU UssTbuUs:uneu W.A. 2568 IModuindau
MsdtiuvuLaY anus. Tunistoviu Suls la:aanduIdew
dulsiuas Tkiduluagvdaitiovia:dus:ansnw

Focused on the FY2025 operational and budget expenditure
plans to drive the NCSA's initiatives in preventing, responding to,

and mitigating cyber risks effectively and consistently.

The Nati

ASLN
MEETING

2567
Wo1SEUINUNDUIINUUSKISEUnuuauulauiesguna 2024
INUUAUGNS USs5nTouUs:unnu W.A. 2568 WSaURDSUNSIU

s1evIUIKaNISEIAEANAUNYIBIUBSIAa:NSENTUNSYDY dnUL.

O,

Reviewed the agency management plan in alignment with
government policies and the FY2025 operational plan. The
meeting also acknowledged the report on cybersecurity
incidents and the actions taken by the NCSA.
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Assistant Secretary-General 2
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Mrs. Chamaiporn Pongpayuha
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Ms. Darunee Phikulthong
Director of Legal Office
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AVM Chalermchai Wonggate
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Director of Cyber Operation Office

SnuIMsBIULENISEITNIINMSAILLUALUAaR 0B sIUDSIKOBG
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a§1\)ﬁon31ua1msn?umss‘nmnmuﬁun\)UaaofTaTmuasI
vavUs:InA (Unains avARdUS na:inalulad) (Capacity)
Strategy 1: Building the Nation’s Cybersecurity Capabilities
(Workforce, Knowledge, and Technology) (Capacity)

wasulynainsiia:asivadiuas:kunsdiulsivos
1asuAngniwnisloviudeanaiuiunnniAdou
auuayunisddgiauianssuiioaaniIswown
inalulagdivds:ina wsaudarndous:auls:ina
WoUs:10uAIUWSDU IasuAULUALUaaielsiuas
TuTAsvasowugugAtyvavUS:INA

Develop cybersecurity workforce and raise public
awareness, enhance threat prevention capabilities
across all sectors, support research and innovation to
reduce reliance on foreign technologies, and conduct
national exercises to assess readiness, strengthening
cybersecurity in the country’s critical infrastructure.
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dauAdwluAvUasanglsiuos
Strategy 1.1 : Increasing Skilled Cybersecurity Workforce

vxTcuuma‘n&umsmwuLTun\)UaaoﬁaTvluas' AvNnud
a:yqua sovsundIWAdYNISNIAQAATKNSSU
wSauWaULNANU:IazANDUSIYAANINS AVS:AURUSKIS
la:UAUavIu IWalasuAngnIwdIuUAIIULTUAY
Uaoanelsiuosuovus:inA

nonssunisdviasunisvanikangas

Develop specialized cybersecurity curricula,
integrating theory and practice to meet industry
needs. Enhance skills and provide training for
cybersecurity personnel, including executives and
operational staff, to strengthen capabilities in
safeguarding national security.

na:unasgudsIswauauuavlasanelsivasius:dudv 9
Promoting the Development of Cybersecurity Education

and Professional Standards

AWdISHlunsWauuKkangasiia:aoiasunisanuyn
dundwduAvUasanglsiuassounuaniuAnu
nefuus:ina 3 anauu lain

<7 rangasdngnmaasuuna
BANGAIK aUN3B13NEINISADUWIINDS
UNIVERSITY ~ UKN3NENdgnsoinw

THE CHEATAT, UNNERSITF

Kangasongmmaasutunia
ANUIIBINSSNBIAULUAY
Jaoanulsiuos
dangunisvanisdeycyrindcud

Kangasdngmaasuruna
awundsinouluAvUasanelsiuas
UK1JNg1agaduqan

Achievements include the development and
promotion of cybersecurity education in
collaboration with three academic institutions
in Thailand:
P Bachelor of Science in Computer Science,
Bangkok University
P Bachelor of Science in Cybersecurity,
Panyapiwat Institute of Management
P Bachelor of Science in Cyber Security,
Suan Dusit University

uSansoanAngos ,
A

fudaraufiofugtu S Al

A=ONUIATAC

UK 3nuIduaougda Kanaasdneaansuauia

_@ndwluAcUa0nuBIvaS

Alrau finsdiuns filbieré Dupdnn il o

Qoiduasandngos ,

1 G umauinArinazrufms ofindngos

2| Omifiitiadaliss Security Dpsration Centar 1 S0C
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a1iur1muunua;nuuf&uﬁaﬂ-nrinmsﬁnn,

1) in3insneRgUELFHGIStuRa
(Cyber Securlty Operation Center Analyst)

2) dnJwns o fufuas (Cyber Security Analyst)

3) inwBrggniofiives (Cyber Incident Respander)

4) Gnnoagunsuiuniuaoadit (Penetration Tester)

5) dnc de fiufuas (Cyber Security Auditor)

(@ 0o5-807-4526, DBE-362-8373 nEa 02-244-8602 s 4
& hitpsi/cybers dusit.ac.th

) nénansrouunouaacftiuas uasuGdn

@ cyber_security_sdu
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Enhancing NCSA Personnel Competencies

anus. IdvanonssulWoUagoav3tvaiunnu:
(Competency Gap) yovunanns TO&JLj\)IJumsvxTCUU‘I
AdWSNa:Any:duAdIuluAvUananslsiuasias
MsfEnudvnquog1vius:ansniw Wiukangas
AnousuIia:NNSNadoUANUENINSACY 9 BodnsIana
Tay1adg1a:wo1su19INSASINISHIUNISDUSY

The NCSA has implemented activities to close the
competency gap among its personnel, focusing on
improving skills through three key training programs.
The outcomes were evaluated based on the average
scores and pass rates of participants in the following

courses:

Tunda:xangas avl:

Certified Ethical

Hacker (CEH)
Kénz;]osﬁéwa‘)\)mumosgwu
s:quainavov EC-Council CEH
TagidunisidnousufRynains
gnnu:Tudiunisio:s:uu
08710095YsSSU IWonaaou
A WUanangyovs:uUaNSauInA
na:ingouiy lagsraovnishud
niolsivasimoAuk1govlkdna:
JovnAunuIdgvonmsoudos
Certified Ethical

Hacker (CEH) -

Advanced training in ethical
hacking and cybersecurity.

Certified
Ethical

Hacker

&

CompTIA Cloud+
Certification
kangasdidun1sWasuIAny:
Ag0ulunisidoiu qua Usuusy
naznAludoykiszuulasvasiv
WusuAlsna1dd ¥a8Tkunans
diyasnvanisssuunaldd
Taoghvbus:ansnw

CompTIA Cloud+
Certification -

Skills for managing and optimizing

cloud-based infrastructures.

@

TOEIC Simulation
MsUsagunNNUENISBNITSvnau
WiunIsnaaoaudaoav TOEIC
TogOdas@nuincuriindgogn
$oga: 60 IWolaSuUAIIUELISA
Tumsdoansfuusunaina
TOEIC Simulation Test -
Assessment of language
proficiency with a pass rate of
60%.
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» Web 3.0 and Cybersecurity: Are You Prepared for the Internet Paradigm
Shift? 3un 25 DulAu 2567 anus. souduauiAuRUINAUS:INATngia: Hellfire Security
da1dfIEduN tu SCBX Next Tech agiuwisinou laulniBudusirysouanusiaiivionaias

—

ADUANEYDY Web 3.0 TWInsoundT 50 AU

> NSoUsUIBYURUANISATU Cloud Security ijo3un 24 wweu 2567 anus. a: Fortinet
Thailand San1sausunsaaniiuu Cloud TRUaoansauuiassuanna tu The Office at Central
World Onignsou 29 AU

» nsousuoauladWugudunsiRis:SuAelsuas IFoIUR 9 waunAU 2567 anus. la: Fortinet
Samisausuoauladniu Zoom Webinar Tukade “N1sasddaduNailIs:IvIKQNISNI
Aulsiuas (Tier 1)” Uidnsoun3T 347 AU wsouTonaitnsow Workshop IWUIGUEKSU
WAKIUNMSAQIZoN

» HCIA Security MOOC Course dvid3ui 11-25 Uwgu 2567 anuy. la: Huawei
Technologies San1sausuoaulaukangas HCIA Security UNIT1SIU 100 AU na: HCIA
Security Hands-On Lab s:x3w3uil 9-10 waumau 2567 JIG1SIW 15 Au [Gsu
N1sAQIdoNdIN 100 AU $ouauUsLIUUALTaURUG tu Huawei Training Center NSVINWY
W32USU Voucher YaA1 200 apaansaksgaiksunisaoulususov HCIA Security

» Cyber War Game Simulation 1o35uf 8 dokiAu 2567 anuw. la:dunviusguiaddna
(DGA) sounuvanonssy Cyber War Game Simulation tu The Offices at Central World

S:UUD1N Dnative Co., Ltd.
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Enhancing the Readiness of Cybersecurity Experts

» Web 3.0 and Cybersecurity: Are You Prepared for the Internet Paradigm Shift? on
March 25, 2024, the NCSA, in collaboration with the Thailand Fintech Association and Hellfire
Security, hosted a seminar at SCBX Next Tech, Siam Paragon. Over 50 participants attended
the session, which featured experts discussing the opportunities and challenges of Web 3.0.

» Cloud Security Workshop: On April 24, 2024, the NCSA and Fortinet Thailand organized
a workshop on designing secure cloud systems compliant with international standards. 29
participants attended the session at The Office at Central World.

p Online Cyber Threat Monitoring Training: On May 9, 2024, the NCSA and Fortinet hosted
a Zoom Webinar titled “Tier 1: Cyber Threat Monitoring and Incident
Detection.” The session attracted over 347 participants, with selected attendees allowed
to join an advanced workshop.

» HCIA Security 2024: From April 11 to 25, 2024, the NCSA and Huawei Technologies
offered the HCIA Security online course, with 100 participants completing the program.
From this group, 15 individuals were selected for the HCIA Security Hands-On Lab conducted
on May 9-10, 2024, at Huawei Training Center, Bangkok. Participants also received a $200
voucher for the HCIA Security certification exam.

» Cyber War Game Simulation: On August 8, 2024, the NCSA and the Digital Government
Development Agency (DGA) co-hosted the Cyber War Game Simulation at The Offices at
Central World. Supported by Dnative Co., Ltd., the event aimed to enhance participants’ skills
in responding to cyber threats. Over 30 participants joined the simulation to understand risk
factors, develop response strategies, and improve decision-making in cybersecurity scenarios.
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> “Kandas Lead Implementer na: Lead
Auditor” s:k3widouqarpuiiowgAdNI8u 2566
anu. Idvaausuizounuans 6 su lasUWITISIU
321 AU nyoilu KangasyuinisUnua na:
RUhn1sasdvaau IWalasuAuId A uulguY
UIASTU llazudURUadUANUUUAYUaDanelsIUDS
awwnasguana WIsouRruInauritlomaaau
SUSDV PECB ISMS Lead Implementer l1a: Lead
Auditor

» ousuidov nisUavdAuldulsdgnindnnas
nsusundviSulsdivoiwududunisAuK
lag anus.13ydneInson Google 15U Gary lllyes
TRFu:UhduINATAIBLEN U@Iﬁ‘lS'Z)Uﬂ:i‘l 50AU

» Tasvnisnanivasuadiugdnulsivass:du
Sectoral CERT s:x3103UR 13-26 Dnugu 2567
anuy. souidonu Cyberspace Administration of
China (CAC) Uniilinu 25 AU 131SJUDUSU
tu 100vAKe1Y UssinAdu Tagyviduisov Al,
Big Data, n1ssSnuyiAdWUaoaAgIASodY lla:
ADWSOUTasK3wUS:INA SOUTVANUBIQLILUSYN
inalulagdudiusu

» Meta Verified & n1sUoviiu Facebook
5UR 14 wnAYNI8U 2567 anuy. la: Meta
Jaduuulteaulaulkkuogviundl 1,000 AU
yordunisdovnuuyd Facebook ydvKUIYLIU
9Inn1sgnIan wsaunu:th Meta Verified IWo
asanuunidaio

» 1asuasivadiuidafonazdaonuoniv
Ils:3vAwAnAUNIVlBIVDSTus:UL IT
(Information Technology) na:s:uu OT
(Operational Technology ) AU NsWARNgWaQ
ikoUs:inAlng (nWw.) TuSuf 18 Dnuleu 2567
TagyokIvikiIfan1sUs:auduwus a:1asuasgio
AN TR TunTsADAE Ay SOUAVNISUSKIS
danisAdwluAvUaaanenvlsiuas nisaduayu
nmisids:vnassubonsanAuNIisIveS AtuB
AdWSOUDaNSAvUDLALEDLKUIEVUTKITUTUGDY
ADISYUSDY

fionssuAbkuaa:RouAdULLLUYDY anuy. lunsens:du
A wwsaudiundwuAvUasanylsiuosuovUs:ina
nofunipsgnazionsu
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» Lead Implementer & Lead Auditor Courses: From October to November 2023,
the NCSA conducted six intensive workshops for regulators and Cll personnel. Three hundred
twenty-one participants completed the Lead Implementer and Lead Auditor courses,
gaining insights into cybersecurity policies, standards, and compliance measures. Qualified
participants were offered the opportunity to pursue PECB ISMS Lead Implementer and Lead Auditor
certifications, further enhancing their expertise.

» Cybersecurity and SEO Workshop: On August 5, 2024, the NCSA organized a training
session to combat website hacking and improve search engine rankings for over 50
participants. Google experts, including Gary lllyes, shared practical strategies for protecting
websites, recovering from cyberattacks, and optimizing SEO.

» Sectoral CERT Workshop & Study Tour: From June 13-26, 2024, the NCSA partnered
with China’s Cyberspace Administration of China (CAC) to deliver a cybersecurity training program
in Guiyang, Guizhou Province. Twenty-five representatives from government agencies,
Cll, and regulators gained hands-on experience in Al governance, cloud security, big data, and
network protection.

» Meta Verified & Facebook Account Security: On November 14, 2024, the NCSA
collaborated with Meta to host an online seminar attended by over 1,000 participants from
public and private sectors. The session addressed preventative measures for protecting official
Facebook accounts from hacking, emphasizing the importance of verifying for credibility and
protection against impersonation.

» Government Relations Workshop with EGAT: On June 18, 2024, the NCSA engaged
with the Electricity Generating Authority of Thailand (EGAT) to discuss enhancing cybersecurity
for IT and OT systems. The collaboration aimed to align cyber threat monitoring and response
strategies, fostering stronger partnerships between key agencies.

These activities underscore the NCSA’'s commitment to advancing the nation’s cybersecurity
capabilities across public and private sectors.
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nswaulkangasaouluavUasanelsiuas sovsunns:du

anuu. Lj\)LTchuuwKa“nqosmwLJLTun\)UaaoﬁaTU|Ua§n:\>nmnquﬁua:UﬁUﬁ IWoaouaUDYAUADVNNS
UOLNIARAEIKNSSY lla:eNs:AUTaAUEISIYaVYAaINSiuls:InA TagdnisdutumsiaiAtydol:

1

drsovnazysruiniskangasadiuluavdasasnielsluas WoavAAMYNISWaIUNYAaINSSIUAU
angunisAnuiazinsadnewusioas wsaufRnisaduauunswennsisndudiksuniswaaynains
dundwluAvUasanelsiuashasvAuAUGavNIsSTaLUS:INAluBUIAQ

2

dariAnussuiiafiuaniuuAuaIBIBWIToSUSoVKANgasAWUALUasanEsiuasSs:AuURUTU
(Cybersecurity Foundation Course) Tagldsumsus:iDuia:us:manalduavAnsiiIkuNNIKUSNS
Wnousw (Training Provider) ijo3ui 19 unsAu 2567

wauurynansanu Cloud Security First Saus:gusouiuauiaudviasuudanssuinalulaghsivos
laswusasonn FORTINET, GOOGLE, HUAWEI ia: EC-Council IJ3UR 25 qaiAu 2566 IHoWaIUNUAaINS
duawduAvUasanglsiues Tkwsausuonuinalulad Cloud Security First awwiasyuaIna

wasurnwaawasunisiSgugaoulad MOOC a: NCSA e-Learning 10alonianisidaus
duAwuAvUasanelsiuasWius:uU MOOC lia: NCSA e-Learning fRiaufigauldnniinninan Joguu
Urionfds:uundon3 10,832 AU ruiSulsd www.nationalcyberacademy.ncsa.or.th/open-elearning
lla: www.mooc.ncsa.or.th

wasundonisidaugasna “gulolusiuas” sourfu UseNn 10a2US SulWs as3a Shda (UKIBL)
Wauukangasaksuas ynansnMuMsANU UNiSeu Ia:Ussunaus:nA o fivdonsiseusoaulau
Wiullwaawasu LearnDi for Thais (https:/learndiaunjaicyber.ais.co.th/) UdUubiIdNSIUDUSUIEAD
N31 199,747 Au (JoyaidoudavkiAu 2567)
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Development of Cybersecurity Curriculum

The NCSA remains committed to developing theoretical and practical cybersecurity training
programs to meet the demands of the industrial sector and enhance national workforce
capabilities. Key initiatives include:

1. Survey and Integration of Cybersecurity Courses: Conducting surveys to
integrate cybersecurity education across institutions and networks to align with
the country’s future workforce requirements. NCSA also provides support to strengthen
the production of skilled cybersecurity professionals.

2. Certification and Training Provider Accreditation: Partnering with the Thailand
Professional Qualification Institute to certify the Cybersecurity Foundation Course
and gain recognition as a Training Provider.

3. Cloud Security First Workforce Development: On October 25, 2023, NCSA
collaborated with the Cyber Innovation Promotion Association, FORTINET,
GOOGLE, HUAWEI, and EC-Council to enhance cybersecurity skills for professionals,
mainly focusing on Cloud Security First initiatives.

4. Development of MOOC and NCSA e-Learning Platforms: NCSA launched online
platforms MOOC and NCSA e-Learning, enabling flexible access to cybersecurity
training anytime, anywhere. Over 10,832 participants have accessed the platforms
via www.nationalcyberacademy.ncsa.or.th/open-e-learning and www.mooc.ncsa.or.th.

5. Digital Learning Content: Aunjai Cyber Partnering with Advanced Info Service
(AIS), NCSA developed Aunjai Cyber program to provide online cybersecurity
education for teachers, students, and the general public. As of August 2024,
over 199,747 participants have completed the training via the LearnDi for Thais
platform (https://learndiaunjaicyber.ais.co.th/).

MCOC ™
. %
EerTiFicaTe
s @ERME ; .
o : meuc BASIC (17
= ?‘ Meoc 3 - i L
5 - A,
1Budull nMsWouuniing: duauiuasaoanulsivos -
MOOC.NCSA.OR.TH

NCSA MOOC
n - E M“I. rgﬁ “Mm E
5 L) o\l a1
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nagns $A 1.2 : a$1vAdILAs: KunSnaasivnnu:
01UF131UUUF1\)UaOOﬂEJ]UIUDS

Strategy 1.2 : Building Awareness and Skills
in Cybersecurity

d$vAdcuas:kunsia:AWwITAIUAIIUTUAYD
Uaoanelsiuos wiouaviasunisysauiniskangas
msas:kUnSIa:wasunnu:duAUIUAYUaaiY
Tsiwaslus:uunisAnuinns:au

Promote cybersecurity awareness and understanding
while encouraging the integration of cybersecurity
awareness and skill development curricula into all
levels of the education system.

fvnssunisasivAduas:KUnSa:wauRnu:IRgdnuiganANIvAUlsIvaS
(Cyber Top Talent) naznuznudo13wnvaUNSSnuIAIWLUAVUasanelviuos

anuy. va Thailand Cyber Top Talent 2024
souAQIdon I003URA 28 AugNYU 2567 INOWAULNANUY:
duAuUAvUasanglsiuasiaziuziudoNWIRAU
uniseu 0aa dnfinun na:us:isu loeD@IASNIN
2,400 AU 846 NU

MSILIUSDUBLBUIAASATUIUSUR 12 QanAy 2567
TusUiiuu Attack the Virtual World AIWuAIUAINE
daglongludouvavs:uu loT 11a: OT Security Tag
AusuzaAvaduddnnuds:inAlnelu Cyber
SEA Game 2024

::ﬁuo gy |

NCSA organized the Thailand Cyber Top
Talent 2024 qualifiers on September 28,
2024, to enhance cybersecurity skills and
career pathways for students and the public.
Over 2,400 participants in 846 teams.

The final round, held on October 12, 2024,
featured the Attack the Virtual
World challenge, incorporating loT and
OT Security scenarios. The champions will
represent Thailand in the Cyber SEA
Game 2024.
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lasvmsduuuniBouiuanisdiksukusgviunduALKSaiAUQIa
KU2&VIUYDVSTIA:KUIEVIUTASLESIVWUTIUEIATYNIVESAUINA

Us:91UvuUSsuIfU W.A. 2567 (NCSA Cyber Clinic 2024)

mssaduuuriudodidnnsoing 6 ASL ®Ig1sou 651 AU 2 nKUDEYIU Regulator (19 KUD8VIU)

Cll (63 KUDEVIU) KUDEVIUBU 9 (25 KU28VU) llazUs:s1sunalU Tukodo

Gl

IudNVNISIFVIGaUIKANYANATY
13:N1SS1YVIU SIKSUKLDEVIU
AJUAUKSaMAUQIa KUDYLIU
UoVSY nakusgviuiAsvLasvL
WuznuahAtynwansauinA

CCAPACWorkshop: Cybersecurity
Trends in Policymaking 2024
nsUs:yuIBoURUanis CCAPAC:
nuslduAculasanenivlsiuos
TumsAkuauloute U 2024

%% youtube.

Proactive Protection & Total
Defense UuvinAlkuATikIu
IWS:IS1d0UADNNDUIIKIY

IU2NTLNTSIANINSDUNISUSKIS
AWIdgAUANULUAYUaDQRAY
TsivasuovkusgvulRaaandov
AuulgugUSKISYaNISAINYIAU
naIssSnuIAdIUUUAYUaDaniy
TsivasdksurugvILLOLSY 1A
KuogvuTASLASVWUTIUEATY
NvaNsauINA AUS:NNA NUY.
i3ov ulgurgna:iwuuauanis
NduMsSnANULTUAYUaDANY
Tsiuos (w.A. 2565 - 2570)

&) ThaiCERT

AWSIUYDVNAKUIYENAUSOY
AvkuaRIRgaTaLAUMSANITULIU
dVKSUKUDYVIUADUAUKSD
AfuQua KUdyvLIUYDLSY la:
KuogvulAsvaswWUTIUE ATy
nvansauInA

u1assuAatdduanfius:iDuna:
Jas:duwans:nu gv nalv
IdKU8vUD:MogIs

The NCSA Cyber Clinic
2024 conducted six virtual
workshops, engaging
651 participants from 19
Regulators, 63 Cll agencies,
25 other organizations,
and the public. Key topics
included Cyber Threat Alerts
and Reporting, Proactive
Protection & Total Defense
Strategies, among others.
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lnsvn1sousy NCSA Cybersecurity Knowledge Sharing 2567

nsagvANuas:kungduaduiuAvUasanelsivasinus:ssunngavderWiusuiuuaaulad 1Dufonssy
Avaudaitioonnt MaiasuasvANugIREdAUAElsIuas NsUoviu a:inalulagiku < rfkgaufeluksTado 9
Avaduaasanvl awisaigrfividorildnninninal TuUdIWIONSOU 28,680 AU TasWIUINEUT
Soga: 60 I91UdU 24,906 AU (AaITuSoua: 89.22) Tu 10 Kodahaulodo

M:dnNagnsn1saduvu Implementing 6 Iuztn NIST Cybersecurity Framework 2.0
Zero Trust Architecture (ZTA) 1la:n1sAKUQ Version ada
uleung Zero Trust YOVOVANS

b

7 Short link d1AtyagvIs?...AUAILLTUAY
nsasvauqas:k3wanNuluAvUasane Uaoasnelsiuos

Tsivasia:pawibudoudovovdoya

[ ]

8 Foaunounosi&in (CSAM) Tuds:inAlng
AdoAWENSDUDVOVANSIUNISUSKIS laznusnvJovAuMsaIvaziianIvIwe
AUIFeVAIAaDINTDYYMEUDN darkegvna:Gnnivduinasifa

sousIov Digital Forensic waunssulionu 9 AuSIWANIAISUDLIWIL...AUWOANSSUIIND
Advanced Threat lla: Social Media IWoazilanvIwAIGN (Child Grooming)
misoaniuunia:fduiu Cloud agvlaoani 10 loUqQaduuKIAy Yavieldlianibuikdo
awuIasyIuEINa

AT HAITWIN]

This NCSA Cybersecurity Knowledge Sharing

2024 online program series enhances
cybersecurity awareness for all ages, featuring
topics like zero trust architecture, cloud
security, and digital forensics. With 28,680
participants, 89.22% passed the 60% threshold,
gaining practical skills to address cyber
threats and strengthen security at all levels.
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N1SIYLYU Cyber SEA Game 2024

anuy. $ounUAUE ASEAN-Japan Cybersecurity Capacity Building Centre (AJCCBC) fuunudszinalngidursinw
Samsiuvdu Cyber SEA Game 2024 3ovadus:k3103uf 24 - 25 aarAu 2567 laglfiuonn 10 UszINFA
au1BnoIBaUIiNSOUNISIIIVIU

nsidvIudyowasuInnusia:us:aunsaidiunduiuavlasanslsiuasikunAnuoinadeu o103
A wwsaudnisiluynainsyidedsiyluaunna Nod Ausu:aAldiksarynov :ldsulonadnuiguiudiu
AdWUUAvYUaoanelsiuasngJu

Competition Results:

e

N s

Gold Medal: Singapore Silver Medal: Vietnam Bronze Medal: Indonesia

In collaboration with the ASEAN-Japan
Cybersecurity Capacity Building Centre
(AJCCBC), NCSA proudly hosted the Cyber SEA
Game 2024 on October 24-25, 2024, welcoming
teams from 10 ASEAN member countries.

The competition aimed to enhance
cybersecurity skills and provide hands-on
experience for ASEAN students, preparing
them to become skilled professionals for the
future workforce.
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Aonssudanisilnimionaaasudannuaiuisanvlsivos U 2567
(Thailand’s National Cyber Exercise 2024)

anuw. Somsilnidionaaaudanuanuisanohsiuag
Thailand’s National Cyber Exercise 2024
Woalasuastvadtuwsoulunisdoviunasuiio
AsAnAUlsIvaSaEg1VTUS:ansNw Tagisududoy
ASHNIAS8UNNS (Pre-Exercise/Academic) SOU
Basic s:K3103ui 6-7 wAdN18U 2567
Wiudodlannsalnd TosTKUDYLIUITISIU
97udu 140 KUd8vVIU TRITISOUNI
600 AU

WrumsAaidoniusau Basic [aI31$ounsin Pre-Exercise SOU Advanced fudun 25-26 woAdn1gu
2567 DrudgvIuyovsy KUudgviuAdUAUKSDOMINUQIa Kdga\lwufnsoa§10v“\7ugwuéwn“iym\)awsaumﬂ
soulUBvKLEVIUSU 9 AIREITOY 1NSOUNISoUSUTUASLTSIVNDAU 114 AU

ia:101g MsilnIWanaaaudanuaiuisanolsiues
(Command Post Exercise: CPX) ui 19-20 Su>1Au
2567 UKUDgVIUYDLSY KUDEVLIUADUAUKSDAIAUQIA
KU28v1uTAsLASIVWUTIUEATYNIVETSaUINA KUDYYIU
Sectoral CERT lia: ThaiCERT 131S2UN1SWN 158 KUdgv U
lagiigiinsounmsilnnd 1,000 Au Foduidumsiin
ASLELTKOYIKLURNNKUBNUR:IdSIUNTNAELENS:AUNNSSNL
A UUUAYUasanelsiuasikAuUs:InAdalU

AvnssunsvlitudrdvadudrAcyuovnissouloduiiodoviu
Suo nazaanduIdevoIndeAnAUlsIveS WSdUWANAU
TRUs:inAlngaAuUuAvNMLlsiuasiunnina
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Thailand’s National Cyber Exercise 2024

NCSA conducted the Thailand’s National Cyber Exercise 2024 to enhance readiness and
effectiveness in preventing and responding to cyber threats. The program commenced with the
Pre-Exercise/Academic (Basic Round) held on November 6-7, 2024, through online platform
with over 600 participants from 140 organizations.

Participants who passed the Basic Round advanced to the Pre-Exercise Advanced Round, held on
November 25-26, 2024. This session included 114 participants from government agencies,
regulators, organizations of critical information infrastructure, and other related entities.

The final Thailand’s National Cyber Exercise 2024 took place on December 19-20, 2024,
more than 1,000 participants from 158 organizations, including government
agencies, regulators, organizations of critical information infrastructure, Sectoral CERTSs,
and ThaiCERT, joined this large-scale training exercise. This significant event of the year
symbolizes a collaborative effort among all organizations to strengthen and elevate the
cybersecurity posture of the nation.

This initiative was supported by government agencies, regulators, and organizations of critical
information infrastructure. It emphasized the importance of collaboration to prevent, mitigate,
and respond to cyber threats while strengthening Thailand’s cybersecurity resilience across all
dimensions.
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N1SYNS:AUANYINIWIIATADTUWSDUYDVIKIYD
dund>wluAvUasanelsiuasia: ICT

aaoas:g:naInWIuL a@nuy. Idgodulunisaviasuna:aduayukagoia:nduind1ukaINKaIgNIoIwe
TRolomawauiny: IWUwWuAWS naziaavAnenwluaigviudiuaduduavlasanslsiuasia:nalulag
ansauinA Wulasvsia:AvNSSUCD 9

1 N1SIEVIU Women Thailand Cyber Top Talent 2023 anus. Soufu USUN Koi3g Inalulad
(Us:inAlng) $1a Yan1siivdu Women Thailand Cyber Top Talent 2023 |v“\ia|v‘\lumv§ﬁﬁnu:
dwumwdum\)Uaao‘ﬁa‘TU|uas'Tuna'uvvimg\)ua:lwnamw@umg\) nsiivgusauAaidoniuuoaulau
DAUIINSOUNTLIUNDEU 218 AU SOURITNULIUNI 407 AU IUvapNITU 3 s:du Idin s:autniseu
(Junion): 92 AU s:AUUNANW (Senior): 71 Al lIA:s:AUUSBBUNRDIU (Open): 55 Al I1A:50UTBVBUEIEA
Saduidosuf 27 suonAw 2566 BvidunhnaavAELISOANUTsILESUDVKIGY WSUESVISLUUAT
TRAuautluanevud

% NOS o
; WOMEN '

THAILAND CYBER \
TOP TALENT 2023 |

VU Girls in ICT 2024 Sadulas anus. K13 inalulad (Us:inAlng) $ouAU aknwinsAUUNAUSK3Y
Jszinfi (ITU) 1093un 30 wauniAu 2567 viutiduns aanduiKaouan llas doiasunistddusouuovNKkigo
TuanuinalulagansauinFia:nisdoans IMowanAaukegolkAagunuindAtylugaaknssuinalulag

AvaovivnssulaavIkIRUAvAIILLLLUYDY anuy. TumsasvaAduIiIisy Wauinu: nasasufnaniw
Wragviudiundulunvlasasslsivasiainalulad Wiunisdviasunisidausia:nisasivnsoiuanalo
Aonssuikanldollu AddArylunisaagov3wniviwa na:atduayugkagoikanogaouduselugnasia
agwdvdu
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Empowering Women in Cybersecurity and ICT

The NCSA remains committed to empowering women and gender-diverse individuals in the
cybersecurity and ICT sectors. By fostering confidence, skill development, and learning
opportunities, the NCSA aims to unlock women’s full potential in these critical fields.

1. Women Thailand Cyber Top Talent 2023: To inspire and empower women in
cybersecurity, the NCSA, in collaboration with Huawei Technologies (Thailand), hosted
the Women Thailand Cyber Top Talent 2023 competition. This initiative focused on
identifying and nurturing cybersecurity talent among women and gender-diverse
individuals across the country. The online preliminary round saw participation from
218 teams (over 407 participants) across three categories: Junior Level: 92 teams
(students), Senior Level: 71 teams (university students) & Open Level: 55 teams
(public). The final round occurred on December 27, 2023, where top teams showcased
their cybersecurity skills. This competition highlighted women'’s talents in cybersecurity
and inspired greater participation and representation in this dynamic and essential field.

2. Girls in ICT 2024: On May 30, 2024, the NCSA, Huawei Technologies (Thailand),
and the International Telecommunication Union (ITU) organized an event to inspire
young women to develop digital skills and explore opportunities in the ICT sector. Girls
in ICT emphasized addressing gender inequality, fostering inclusion, and empowering
women to take on leadership roles in the ICT industry. The event created a pathway for
women to excel in the digital age by reducing barriers and promoting access to technology.

The NCSA’s ongoing commitment to empowering women through initiatives like Women Thailand
Cyber Top Talent and Girls in ICT reflects its dedication to fostering equality, skills development,
and opportunity for women in cybersecurity and ICT.
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fvnssumiaasvAdIvas:KingatuauluavUaaanalsiuos
TRAUNGUIUS:UDVIAHGODY

anuy. IadiduvnssuasvANUas:KUNSAUAULUALUaDansTsluaSIRAUNgUIUS:UVIa:HEVany lagdams
ausulia:ussgnenasulongrawingu Tain

» niseusukanaas “AdIUUaanENIVIBIVES (Cyber Security)” TRAunauius1u1L
Tuanuwdo 10 1Ko 1da3uR 17 wardmeu 2566 laelKITNSIU 96 AU

» Msussens “NISASIVNISSUSININUAYNIVADINA” Souru nanw. la:NsugUNIWAQ
iJo3un 20 suxAU 2566 laglnguItKUNERITISUNLNISUSSETY TAIA NFUAUNNIS Loy
na:doslonmanogluliunlasvnisdalkiiusnisinsauunAulagnsdonaluNuAsgvaUIa:WURA
K1vlna lagidinns Conference TUgoAugauINasiinansistu: uovlason1st UINNIT 2,184 IKD
wWiunsUs:guoaulad
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Cybersecurity Awareness Activities for Vulnerable Groups and the Elderly

The NCSA has undertaken initiatives to raise cybersecurity awareness among vulnerable groups and
older people through tailored training sessions and lectures, including:

» Cybersecurity Training Course: Conducted for vulnerable groups in 10 juvenile
detention centers on November 17, 2023, with 96 participants.

P Lecture on “Digital Threat Awareness”: Organized in collaboration with the NBTC
and the Department of Mental Health on December 20, 2023. The target audience included
persons with disabilities, the elderly, and underprivileged individuals residing in remote
and underserved areas under the Universal Telecommunications Service project. The event
reached over 2,184 public internet centers nationwide via online conferencing.

» “Show and Share: Learning to Live Together” Event: Over 100 participants
attended the event, which was held for children and youths from 8 juvenile detention centers
on June 22, 2024.

» Pre-Retirement Seminar for M-Society Personnel 2024: This seminar aimed
at promoting awareness and preparedness for quality aging among personnel from
the Ministry of Social Development and Human Security (M-Society). It targeted individuals
aged 50-59 and those retiring in 2024. Two sessions were held: the first session, with
150 participants, from August 14-16, 2024, and the second, with 170 participants,
from August 28-30, 2024.

P Training on “Cybersecurity Awareness and Career Path Development Year 2"
Organized in collaboration with the Redemptorist Foundation for People with Disabilities,
this session trained 200 students and disability networks interested in cybersecurity
careers. The “Training of Thailand Cyber Top Talent 2024” also prepared students for the
Thailand Cyber Top Talent 2024 competition on September 13, 2024.

These activities are part of the NCSA’'s ongoing commitment to enhancing cybersecurity knowledge
and awareness across all groups, empowering individuals to protect themselves from cyber threats
and use technology securely and effectively.
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Strategy 1.3 : Promoting Cybersecurity Research

and Innovation
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Focusing on promoting education, research, and
innovation in cybersecurity, strengthening
collaboration among research agencies, encouraging
investment in cybersecurity technologies, and
supporting the development of products that can
be sustainably commercialized.

fvnssumsdarna:usuusogiudoyagikusnis
nazius:naunisniAgaaiknssudiunduliuavUasanslsiuas

anu. lTadudumMswWauus:uuUSKISIiasan1sTIudoNaIkUSMSIia:RUS:NaUNMSNIAQAEKNSSUANUADIUIUAY
Jaoanglsiuas TaglnisooniuuiudAaiasiga:idgas:uuviu wsausarn Mock-up dovs:UUNLKUQ
WolkaoandovniunsauAtuanutuwavudayanmkuald

Development and Improvement
of the Cybersecurity Industry
Database

Efforts are underway to develop a
management system for the cybersecurity
industry database, including service providers
and operators. The system’s design concept
and detailed specifications have been
completed, along with a full Mock-up of the
system, ensuring alignment with the key
attributes outlined for the database.
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Promoting and Supporting Domestic
Cybersecurity Entrepreneurs to Reduce
Dependence on Foreign Technology

Through its Cybersecurity Research Center,
the NCSA has actively supported and driven
the development of products and services
in the cybersecurity industry. This effort is
underpinned by ongoing collaboration with
the National Electronics and Computer
Technology Center (NECTEC) to promote the

anuy. NECTEC LaoCERT Nlaskuisgviufu aud.and $ouussuy practical application of Thai research and
io3uR 19 Augnsu 2567 odamunisth Cost-Efficient development in operational environments.
Open-Source SOC Platform TUfdvufu alu.a1

The NCSA, NECTEC, LaoCERT, and agencies in the Lao PDR

held an online meeting on September 19, 2024, to review the A key achievement in 2024 was the successful
implementation of the Cost-Efficient Open-Source SOC Platform adoption of the Cost-Efficient Open-Source
in Laos.

SOC Platform, developed by NECTEC, by the
Cybersecurity Coordination Center of the
Lao People’s Democratic Republic (LaoCERT)
and other agencies within Laos. This initiative
also fostered bilateral cooperation to enhance
knowledge and skills among cybersecurity
personnel, elevating cybersecurity standards
between the two countries.
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THNCA Aarugnaivanusiia:inu:diuaduiuavUasanslsiuasuavynainsnnygdvde duiduniZeu UnAnu
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Press Conference: Establishment of the Thailand National Cyber
Academy (THNCA)

On August 21, 2024, the NCSA officially launched the Thailand National Cyber Academy (THNCA)
The initiative aims to develop skilled personnel across all levels-government and private sectors.
Especially focusing on the Organization of Critical Information Infrastructure through
comprehensive training courses, including essential, advanced, and executive levels.

THNCA serves as a knowledge hub for enhancing cybersecurity skills across all age groups,
from students and professionals to experts and executives and the general public. The academy
emphasizes setting cybersecurity standards and strengthening readiness in an era of rapidly
evolving digital technologies. It also supports participants in achieving internationally recognized
certifications and specialized training, accelerating the growth of cybersecurity experts and
workforce development in both the public and private sectors.
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Directing and Supporting Cybersecurity Research and Technology
Development

The NCSA has published articles and guidelines to enhance the understanding of emerging cybersecurity
technologies across all sectors, their implications, and proactive preparation for emerging challenges.

The articles cover Chat GPT, Generative Al, and Post Quantum Cryptography.

The guidelines, including the Guidelines for Post-Quantum Readiness, provide actionable
recommendations for preparing for the quantum era.

i
ChatGPT Generative
= Al

Post
Quantum
Cryptography

rrmusesmrum s dsen wls
Gudetines for Post-Ohantam Resdiness
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Infrastructure Development for Cybersecurity Research

The NCSA is driving the development of essential systems to support cybersecurity research through
three key initiatives:

Securing approval for activities related to acquiring critical infrastructure for research.

Defining the scope and procuring tools to collect data on service providers, operators, and

researchers while promoting research activities and supporting the cybersecurity industry.
3. Planning and developing a prototype system to effectively facilitate cybersecurity research.

This initiative establishes a solid foundation for advancing innovation and research, enhancing
the nation’s cybersecurity capabilities.

nonssunisvadvRkovUuanisAwluAvUasansalsiuas (Cyber Security Lab)

didumssalnausuFIKINATuNsIBOUIRavTola:aUnsailukovURUGNS SoUBVNISUISLSAL lazMsiATy
Jeyklovdu TRiJullaiuunassnu 1SO 17025

Cybersecurity Laboratory Initiatives (Cyber Security Lab)

Conduct training for staff on using tools and equipment in the laboratory, including maintenance and
basic troubleshooting, in compliance with ISO 17025 standards.
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Strategy 2: Fostering Partnerships for Cyber Incident Response

and Resilience
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Enhancing collaboration domestically and
internationally to effectively address cyber threats
and ensure the swift restoration of critical services to
normalcy. It emphasizes strong coordination among
the public, private, and international organizations
to achieve sustainable cybersecurity resilience.
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Strategy 2.1 : Promoting Public-Private Collaboration
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Fostering collaboration between government
agencies and the private sector by establishing
clear governance structures and coordination
mechanisms. It aims to strengthen cybersecurity
while ensuring data privacy protection. Additionally, it
supports capacity-building for government personnel
enforcing cybersecurity laws, enhancing their ability
to address evolving cyber threats effectively.

nsUoviiunissoikavovdoya (Data Leak) o1nsganAunvisiuas
na:n1sAunsovdoyadouuynnaliifkgnazida (Data Breach)
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Activities to Prevent Data Leaks from Cyber Threats and Protecting
Personal Data from Breaches

The NCSA, in collaboration with the Office of the Personal Data Protection Committee (PDPC), has
initiated joint efforts to prevent data leaks caused by cyber threats and ensure the protection of personal
data from breaches. A collaborative meeting was held to discuss strategies for preventing data leaks
and safeguarding personal data, focusing on preparing and planning for future organizational audits.

A task force was established to address personal data breaches arising from cyber threats, aiming to
streamline and enhance the effectiveness of data protection assessments. The task force conducted
cybersecurity and data protection evaluations for agencies managing significant volumes of personal
data. These assessments are following the PDPC’s Notification on Public Agencies as Data Controllers
and Processors, requiring the appointment of Data Protection Officers (DPOs) under the 2023
Notification on Data Protection Responsibilities. Between March and July 2024, 20 agencies
underwent a pilot assessment, focusing on evaluating their cybersecurity and data protection measures.

Agencies received tailored recommendations based on the urgency of their needs, ensuring effective
implementation of data protection measures in alignment with international standards. The overall
assessment process was completed successfully, with positive results indicating enhanced compliance
and readiness across all assessed organizations.
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19. msdarhwsaunvingiwsdous:snauwus neldlasonis “Digital Vaccine” 11 KUdgvu Us:nouddg 1)
NS:NSIVGINAINDIASUZADIA:AVAL 2) dTNVIUGEISIDNKLBNE 3) NSUADUAIUAGWIAY 4) NSUUSIFUWUS
5) sunmsiKoUs:INAlNg 6) SinviuntuznssuMsivNIsns:eIdev AomsinshnAd na:AonisinsauunAy
nKoz1a 7) drdnviuleviuna:usiudsiuniswanivu 8) d&rdnviuagunssunisinukannswana:
aa1akannswe 9) dlinvuamuznssumsmssnuANUUuALUaaselsiuasIKosa 10) aunAusunAsing
11) anauinsauuAunKkous:inaAlng Tuws:ususigudus (9 a.n. 67)

20. GumssnuAubuAvUasanielsiuas AU NSUATUEYUUSNISGUNIW NS:NSIVAISISTUEY (21 .. 67)

21. Gumsdvgiiawaiuiaiasuasvauluavlasaiemvlsiuasia:nisAuAsavdoyadouyanaluls:nalng
Au dnvIuNs398nKesa (9%.) lla: S1UnvIuAuNssUNISAUAsavIaYadouynna (and.) (27 a.n. 67)

22. Gumswaunnu:ia:avAnUSAUANULTUAYUaaaelsIuas AU UKI3Ne1dEs1ANSo8ISa UK1INY1EY
NSYINW IIa:UKI3NIduKoNISATING (17 N.8. 67)

L —
Memorandums of Understanding (MOUs) in 2024

The NCSA signed a total of 22 MOUs in 2024, focusing on cybersecurity, research, and capacity
building:
Cybersecurity: Student Loan Fund (SLF) (Jan 17, 2024).
Cybersecurity: Gogolook Co., Ltd. (Jan 17, 2024).
Cybersecurity: Thammasat University (Jan 31, 2024).
Cybersecurity: Department of Land Transport (Jan 31, 2024).
Cybersecurity: Fortinet Thailand (Jan 31, 2024).
Research & Development: National Science and Technology Development Agency (NSTDA)
(Feb 1, 2024).
Research & Academics: National Statistical Office (NSO) (Feb 1, 2024).
8. Cybersecurity: Civil Aviation Authority of Thailand (Feb 8, 2024).
9. Cybersecurity: Royal Thai Air Force (Feb 9, 2024).
10. Capacity Building: Ubon Ratchathani University (Mar 4, 2024).
11. Cybersecurity: Kaspersky (Apr 10, 2024).
12. Cybersecurity: Microsoft Thailand (Apr 11, 2024).
13. Cybersecurity: National Broadcasting and Telecommunications Commission (NBTC)
(Apr 22, 2024).
14. Cybersecurity: Pibulsongkram Rajabhat University (Jun 10, 2024).
15. Cybersecurity: Digital Government Development Agency (DGA) (Jun 10, 2024).
16. Cybersecurity in Local Communities: The National Municipal League of Thailand (Jun 10, 2024).
17. Academics: Cybersecurity Innovation Promotion Association of Thailand (CIPAT) (Jun 25, 2024).
18. Academics: Srinakharinwirot University (Jul 12, 2024).
19. Public Awareness Campaign: “Digital Vaccine” initiative with 11 organizations, including the

@ U > WY =

N

Ministry of Digital Economy and Society, Royal Thai Police, Department of Special Investigation,
and Bank of Thailand (Aug 9, 2024).

20. Cybersecurity: Department of Health Service Support, Ministry of Public Health (Aug 21, 2024).

21. Cybersecurity and Data Protection: National Research Council of Thailand (NRCT) and the Office
of the Personal Data Protection Committee (PDPC) (Aug 27, 2024).

22. Academics: Roi Et Rajabhat University, Bangkok University, and University of the Thai Chamber
of Commerce (Sep 17, 2024).
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NS aumuuunnuannaunmusauua (MOU);

These collaborations aim to enhance cybersecurity capabilities, promote research and
innovation, and foster partnerships across sectors at both national and international
levels.

yseuinisAussubadnungruisuiioneanaulsiuas

I0o3UR 24 IWYBU 2567 anUy. SaUsEUSIUAUANADIYT AaUNASoYL &1UNVIUSYNISEVEQ a:d1UNvIU
ARIENSSUNISNOUANT IWoKr1Za1udNIVIaNMSAEANATUNILIBIUDS ASOUAGUNIS2DNANEY NISHUFAISaY
MsGAUNNKUIY lIA:JUADUUAUAVIU NSKIZaALNENDEI8IaSUAIIUSIUTDIE:YSIUNMISNISHUIRDSUDTD
Aelsivosogvdus:ansnwiia:Aunovi

Legal Collaboration for Cyber Incident Response

On April 24, 2024, the NCSA held a meeting with the Criminal Court, Administrative Court, Office of
the Attorney General, and Office of the Council of State to discuss managing cybersecurity threats.
Key topics included administrative orders, court filings, legal interpretation, and procedural steps for
handling incidents. This collaboration strengthens interagency coordination for an effective and timely
response to cyber threats.
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nagnsh 2.2 : Us:aundiusouiios:k3wus:InA
IwWasuijonungAnAIY

Strategy 2.2 : Coordinating International Cooperation to
Response the Threats

gns:auAdUEAYYavAdIUTUAVUaDanelsIuDS Elevating the importance of cybersecurity in foreign

Tus:quulgungdivds:ina Tagnisid1souidA policy by participating in international forums,
s:k31vUs:inA @$1vAd1usoudalunnia wasun fostering cooperation in all dimensions, aligning
gnsAtaasiRaoandoviuuiasgiuaina nas national strategies with global standards, and
V\TCUU"In§WEJ"msqﬂﬂalWaﬁﬂmus':)UfTUUﬂmmﬁ developing human resources to collaborate
Taoghvibus:ansnw effectively with international partners.

CYBERSEC ASIA x Thailand International Cyber Week 2024

CYBERSEC ASIA x Thailand International Cyber Week 2024 las anuw. Aonssuanny
ASLIKnyUs:SUdKSUgaaknssuAIULUALUaRaRBNLlsIUass:AULNUNIA 903USKIVITaIURA 31 unsIAL
na: 1 AUAIWUS 2567 UssAosultiindy 58 s1g onuunUs:neA asRideosneydunoubuavlasansmulsiuag
Unavnu WiasiedAtyla:WAaut N1 2,200 189N 39 Us:INA 11sou0uluasod

AvnssuASLUldsOoUINYINSWNSVATUICT 61 rusInidTan dubanugiaideomydiunissnin
AUUUALUaDQAENOTsILDSUISIUWAAEAUWIUNISUS: U NMSdULUN Ia:ionssuidSnEaudoim:dnduinatn
1a:38n1s N1 50 ADNSSU AsaunauKddofkainkaielagim:dndviudliuyavinsudaiaa nissuio
AuA WMk la:u3anssudiuAUiUAYUaaienvlsiua$Raaly

WIT1SouvIULIINUS:NAdIYL < Tag 5 duduisn Tann Us:naAlne doalds ulaide duide nazaksgoiusn
awaddu wsaunvgvIRNIsdousSUANUINUSSAPINGASIDa SaIBe ad 1I08uuns gydu 1udia 3u nadu <
3nuinuig dre1dnKuIes:g:91funIsyvens:duuiasgtunduliuavUasanenivlsivasnialuds:inm
Tuds:auununsa

Organized by VI ASIA PACIFIC Empowered by
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fkk 2

Organized by VU ASIA PA Empowered by
INTEHN&TIONAL N A 31 January -1Februa ry 2024

Plenary H{, 2.’QCC Bangkok, Thailand

CYBERSEC ASIA x Thailand International Cyber Week 2024

The CYBERSEC ASIA x Thailand International Cyber Week 2024, hosted by NCSA on January 31 and
February 1, 2024, marked a pivotal convergence for the global cybersecurity industry in Thailand.
Featuring over 58 leading brands from various nations, the event welcomed over 2,200 attendees
from 39 countries, including cybersecurity experts, investors, key buyers, and enthusiasts.

The event showcased 61 distinguished speakers from around the world, who shared insights
through over 50 sessions of conferences, seminars, and technical workshops. Discussions spanned
cutting-edge cybersecurity innovations, emerging trends, and strategies to address new challenges.

Top participating countries included Thailand, Singapore, Malaysia, India, and the United States.
Delegations from Israel, Russia, Laos, Myanmar, Japan, Nepal, China, and more also attended this
event. Reflecting a collective effort to elevate Thailand’s cybersecurity standards to the global stage.

L
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Thailand International Cyber Week 2024 fuvruuknssudnemaas
nazinalulad na:uKkNssuULIUIFYNKLBIG 2567

anuy. Tduns:auAonssy Thailand International Cyber Week 2024 iWaflRigndvnguigndsuna:us:sisu
2870N31UVTU 1TNSIWEDVUTKUSFUuavKUDEUWUSDAS Tain

1 uknssudngaAaasiazinalulagnkos1d 2567 (National Science and Technology

Fair 2024) s:k3103uf 16-25 vk1AU 2567 valag DVANISWWSAUAINYIANEAsSIKOB1a

(dwWdy.) na: &rUnvrudaans:nsIvVNISAAUANYT 3ngAdas 3dgnazudanssuy (92.)
lagiavn:1Geuidnsouviunii 685,226 Au

2 UKNSSUVIUIVBNKLBIG 2567 (Thailand Research Expo 2024) s:k3103UR 26-30 AbK1AU 2567
salag §1UunviIun1s3v9enKLsa (98.) Diavn:1iguds:uitu 30,000 AU

anuy. IdasvassAtinssAmsia:AonssulkiNAvnauikunekainkane dviidiendsu Unisgu UnAnun Un3vy
Tusudivyananal draindavdonsisuusiku u Tsluasuasainu iaziwaawasuiasuaausaulsiuas Ifions:du
AILAas:KkUNSAUAUTUAVUasanslsiuas wSauuauavAnwilunisunlovddiovia:Rdumnneluiuas
Tulana@dnanivasunlavagvsiaisd
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Thailand International Cyber Week 2024 at the National Science and
Technology Fair & Thailand Research Expo 2024

Broadening the Thailand International Cyber Week 2024 exhibition and activities to be showcased
at two major annual events of NCSA's Alliances:

1. National Science and Technology Fair 2024, held from August 16-25, 2024, by
the National Science Museum (NSM) and MHESI, attracting 685,226 attendees.

2. Thailand Research Expo 2024, held by NRCT from August 26-30, 2024, with
approximately 30,000 participants.

NCSA introduced innovative exhibits and activities to engage diverse audiences, including youth,
students, researchers, and the general public, such as cyber board games and educational
cybersecurity platforms. These initiatives aimed to raise awareness about cyber threats and equip
attendees with knowledge on protecting themselves and others in the rapidly evolving digital era.
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Joint Coordinating Committee (JCC)

nisUs:yudviasu ASEAN-Japan Cybersecurity Capacity Building Centre: AnddAny
EijV\'l'cuu‘ld‘lu Cybersecurity fuonigsu “Joint Coordinating Committee (JCC) Meeting”
IWorn3ala:aaauAUAUKINUNMSAITUYILYDY ASEAN-Japan Cybersecurity Capacity Building Centre
Anuun uanondgvinskidafvinuviuR:duIAdoudalU Ao8ITKUIEMSINUSIUIURITISIUDUSUUDVBIA
2ByUTRUNTUDNIAN a:joUURD:aSVIASDUNUS:AUaNNANIUNSAITUDILYDVADNSSUETD 9

n1sddiuviuyav ASEAN-Japan Cybersecurity Capacity Building Centre (AJCCBC) mgldadnusouio
yovus:inAlng njuu la:Us:inAaundnanideu Idus:n1AnudSalunisdanonssuimodviasula:waiul
AngMWAU Cybersecurity TRinyna1nsfuninAoIBaU I@avikIRuBvAIWYOUUTUNISESIVAISIA:ANU:TKL 9
Tugn@dia waviuRdAtyuoY AJCCBC Tugovnaifniuut Ti319:0unisvaduuul NMsausuIBOURUENS
na:lasvnisAIduNIsasvANenIWAIU Cybersecurity TRIARIINSOU Tasbidkurgidiomuauidfona:

10SsuANUWSaUlkAUUs:ssulumssuionunuanAululanfsiuasAINUTU

nsuUs: UU JCC ﬂS\)n 1 OOUUIUODUI’I 20 QanAu 2566 nsun 2 :)uwsn 27 uu‘mu 2567 la: ﬂS\)n 3
:)uwsn 4 NUYIYU 2567 KUDEVIUITISOUUSUUS:NDUADY NSt nsa\manalwamsuonoua dvau
ASUADIUSIUDDS:KI1VUS:INA Nla:nASUITIU NS:NSIVAISAIVUS:INA Kud8vIudIvUS:INA
Buidudouktvuavaru:Us:su Joint Coordinating Committee (JCO) 1315ouUn1sUs:l Us:naudde Ministry
of Internal Affairs and Communications (MIC) of Japan, Ministry of Foreign Affairs (MOFA)
of Japan, &1Uniav15n1so1189u (ASEAN Secretariat) n1a: Japan International Cooperation
Agency (JICA)

danuy

Nati~~al Cybe= Secur” __Agency

G
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Joint Coordinating Committee (JCC) Meeting: Advancing
Cybersecurity Capacity in ASEAN

The Joint Coordinating Committee (JCC) Meeting is a significant milestone in advancing the
ASEAN-Japan Cybersecurity Capacity Building Centre (AJCCBC) development. The meeting
focuses on reviewing the progress made thus far and discussing future initiatives to expand the
center’s activities. Key objectives include increasing the participation of ASEAN member states in
training programs and fostering an international network through various collaborative initiatives.

Under the partnership between Thailand, Japan, and ASEAN member countries, the AJCCBC has
demonstrated remarkable achievements in promoting and enhancing cybersecurity capabilities
across the ASEAN region. Notable accomplishments include seminars, hands-on workshops, and
capacity-building projects designed to equip participants with essential knowledge and skills in
cybersecurity. These initiatives aim to strengthen the readiness of ASEAN professionals and citizens
to address the increasing challenges of cyber threats in the digital age.

The JCC Meetings have occurred as follows: the first Meeting was on October 20, 2023; the
second Meeting was on March 27, 2024; and the third Meeting was on September 4, 2024.

Representatives from Thailand’s Ministry of Digital Economy and Society (MDES), the Department
of International Cooperation, the Department of ASEAN Affairs, and the Ministry of Foreign
Affairs are the participants. International participants include the Ministry of Internal Affairs and
Communications (MIC) of Japan, the Ministry of Foreign Affairs (MOFA) of Japan, the ASEAN
Secretariat, and the Japan International Cooperation Agency (JICA).

The continued collaboration through the JCC highlights a shared commitment to strengthening
cybersecurity across the ASEAN region, fostering innovation, and building a resilient digital
ecosystem capable of addressing evolving cyber threats.
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ananisadiuviu
QAIUADUSIUIJBS:KIVUSEINA
INTERNATIONAL
COOPERATION
STATISTICS FOR
FISCAL YEAR 2024

gnsAaas \

AJIUSOUOWKNA

gnsA1aas (Multilateral) .
AdDWSOUDON3NTA
(Bilateral) 448

activities

2

SI)UI"I';\)ET‘I- u
(Grand Total)

799

activities

Us:zauviu/souibonuaivus:inea
(Coordination/International Engagements)

wosaun/IRAdWIRU/&duayudoya
(Evaluations/Recommendations/Information Support)

sou (Total)
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gnsAaasndusouijondnA

(Bilateral Cooperation Strategy)
Countries: Australia, Bangladesh, Bahrain, Belgium, Canada, China, Czech, India,

Indonesia, Israel, Japan, Korea, Malaysia, Netherlands, New Zealand, Russia,

Singapore, UAE, UK, USA

gnsAdasndIUsSIuiowKNA

(Multilateral Cooperation Strategy)
Organizations: AALCO, ASEAN, APEC, BIMSTEC, ESIWA, EU, ICANN, ITU, UN
Digital Trade/E-Commerce Platforms: APT, ACAFTA, CEPA, FTA, EFTA, IPEF,

SECA, WTO

n1savuiufuvuiina g
(Memorandum of Understanding :MOU)
P NCSA signed Memorandum of Understandings (MOUs) with China lia: Israel

P NCSA signed Record of Discussions with JICA for AJCCBC
» MOU with India is in process
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gnsAEash 3

aswusmsmnso la Tnsoaswwumua'mty
m\)a'\sau|nn?Kun:nuuun\)Uaaona]muas
na:iuAudaniwunald (Resilience)

Strategy 3: Enhancing Cybersecurity Resilience for Public Services
and Critical Information Infrastructure

dordunisiikuansaunismnuqQiana:uiasnis
AgapudiksSukudgvunIASTIalASLaSILWUDIU
drArynvansauina lagDighKugIRoasvANULUAY
Uaoanglsiuasius:auwumu dviasumsundovs:uu
Joyalna:n3aud1g soufivNIsWwauIAIUEIUISA
TumsWuAuusnsAaAtylunstififanuAnNAUKSD
iKanisadluiAaru qnsmaos’ﬁlﬂusmgwuéwﬁm
Tunsens:auaduluAvUaaanslsiuasuovUs:INA
TRifguInuassuanna

Establishing clear governance frameworks and
baseline security measures for government
agencies and critical information infrastructure.
This strategy aims to ensure robust cybersecurity
protections, safeguard information systems and
networks, and strengthen the capacity to restore
essential services during cyber threats or unexpected
incidents. It is a foundational pillar to elevate the
nation’s cybersecurity standards to align with

international best practices.
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2 ~
A\t

uucnan KSUKUD8 UTF\S\)EIS'I\)WUU‘] ua'mn_.j

N1vaisauinea (Critical Information
Infrastructure : Cll)

Strategy 3.1 : Establishing Minimum Cybersecurity
Measures for Organization of Critical
Information Infrastructure

s:yUszinnuavlnsvagowuguRdAtyiavINeur
prassuAUUuAvUasanglsiuasiudi Woyde
aoAWIdELIINAYANAIY dVIFSUN1SDDNIIUUSUU
AAGodvAIUUaoadudvIdisUdU (Security by
Design) llazasivAnuas:kunsIkunainsnns:au
IReaAUUNUINE Aty TuNIsSnuAULUUAYUaDAsY
Tsiuas WalKs:uuansauInARgAyuaLUSINALUAY
Jaoangiia:wsausuionunnau

Identifying critical infrastructure types and setting
minimum cybersecurity standards to mitigate risks.
The strategy also promotes the principle of Security
by Design, ensuring secure system architecture from
the outset. It emphasizes raising awareness across all
personnel levels regarding their role in maintaining
cybersecurity. These initiatives aim to safeguard
critical information systems and ensure they are
prepared to counter evolving cyber threats in the
digital era.

ds:nAAuzNssun1IsnIsSnunAdIuluAavUaaanslsiuasikos1a
SOV V1ASTIUTUAIWDVTDYAKSDS:UUAISAUINA W.A. 2566

NSOULNASTIUINDYNS:AUANULTUAYUADAAYNIVIBIVDSUDVKLUIZLIUNASY KUDgvIUAdUAUKSDANUQIIA
na:kussoulasvasvwugudAnynvansauina Tagyvidunisdaarduwans:nuoinisanAius:audl
Nav I1a:go WSaUS:ULIASNISAUALTUAIRESNIIAILEU ADIUONABVASUADU la:AUWSaUTduuUavdaya
K$os:UuUaSaUINATUNNS:AUDEVTUS:ANSNIW BOUNASTIUALNEDD:TWAULAUIGAVIAIUA 18 UNSIAU 2568
Woag1wANWIBaulus:uUTASLASIVWUTIUEATYNIVENSaUINAllaiaSUANUWSDUUDVUS:INATUNNSING YKL

Aunglsiuasiuaunna

Notification of the National Cyber Security Committee on the
Minimum Standards for Information or Information Systems (2023)

Establishes a robust framework to enhance cybersecurity for government agencies, regulators,

and organizations of critical information infrastructure. This standard, effective from January

18, 2025, aims to build confidence in critical information infrastructure and strengthen the

nation’s readiness against future cyber threats.
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(FIUSUPAWLIAST 9 (4) ||K'\)WS:51ULTnJnjﬁmss“nuwnmuﬁum\)UaaoﬁaTmuas' W.FA. 2562)

Us:niAlusisivoiyiunu
18 uns1AU 2567

walduoAu wavvAulsnu
18 uns1AU 2568 GOV REG nia: Cli

IWalK GOV REG nia: Cll awnsafikuauiasnisaduAuAduluavUasanelsiuasiudiidogvikun:aw
AuA aaunasnisAdUALIA:ANIESwRIAUADILFNTU Bo8Us:KgavUUSUINUGUYDLUS:INA

MekavonkudevuldfkuanuanuuAWiuAvUaaanslsIuaS
ta:lds:duwans:nunoifaduliidoyarsos:uuansaunand
IRAKuaunasnisnduAuAIULUALUaDanelsIvDSTUAN

dKsudoyardas:uuasauinAfulda:s:au dod
SET SET

SET SET SET
=A+B =A+B+C
NSaUNIASTIUGU Cybersecurity

msus:iduAdwIden Mss:yANLIFBY (Identify) vrasnisUoviu (Protect)
L. AU Cybersecurity E: n1svanNIsNsSweau —e NMSAdUAUMSITNED
msus:0uAWIEvIaNagns e misrlks:uudALIToINSY
WuNISSuijo e NSaSIvAIWASKUNG
Lo AYANAIUNIOIBILES | IAsNIsasIvEDU
E:lﬁhs:a‘\) (Detect) UIASNISINGYIKAQ (Respond)
NsasovadUIIAzINNS:I0 —e InuNssuio
—e InuMsdoansiunid:Snna

—e NSWNdou

AU Cybersecurity msidoudas:e:lna

IIWUNTSQSIVEDU vrasnsUoviu (Protect)
i:: doifiudoyanuunaald

mss:qnmmé‘a\) (Identify) urasnistUovnu (Protect)
msUs:Dugovikdia: |—o msiuvdudoya
ASNQ&DUIN:S:UY
msvanisyfkusnsnsuan yrasnssnuna:
\j\l‘uv‘\!n:nmﬁ&lmﬂ (Recover)
mssnuaswuy
ANIdeKIEAING

Us:nA nuy. =
1ISov v1asFUTUAM E
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Nagns ﬁ 3.2: ﬂ'\KUOTﬂS\)EIS']\)ﬂ‘]Sﬂ‘]ﬂUOIIa
Ila~ﬂSOUﬂgKU1ﬂa‘lKSUKUDEJ\)'IU
lAsvasvwugud1AtyNIvalsauine

Strategy 3.2 : Establishing Governance Structures
and Legal Frameworks for Organization
of Critical Information Infrastructure

yoidunisoivlasvasivnismiduquana:nsau
nAKWIEARUaTedkSUKUD8vIUTASLAS VW UL
dAtynivaisauina (Cll) Tagidunisuskisdans
A WIdsvIRaUnUavlnsvasvaiAtyoIniuAnATL
Tsiuas wsaunvwauuinalnnisiiuqiafsapua:
ASoUAQU soufivwstunfRdoyalausnisnaldd
10udoukdvuoviasvasivwugiudrAryRdovog
meldmsriAugia uanvoInl FOLLWAIUINAKUIY
la:nns:108URIREDToVIRaDaAdDVAUANIUNTST
na:feAnAWAIUAgUIUavlUogvsoaiSy IWaIWwY
Us:ansnawnistaviuna:asuduavdanduiden
Tus:auus:InApENVELEU

Establishing a robust governance framework and
modern legal standards for Organization of Critical
Information Infrastructure. The strategy emphasizes
risk management to protect vital infrastructures
from cyber threats while developing comprehensive
and clear oversight mechanisms. The strategy also
includes plans toincorporate Data and Cloud Computing
as part of Cll under future regulatory oversight.
Additionally, it prioritizes updating cybersecurity
laws and regulations to align with evolving threats
and technological advancements, enhancing the
nation’s capacity to prevent and respond to cyber risks
effectively and sustainably.

fonssudviasunisuvAuldnnkuigiunisUoviiu suijo

la:aand1WIdgvInAgAnAINILIBIVDS

anuy. iaavfriRufivunuindiAtyflunnuwenenudoviuneanAunlsiuas WunsaswaAWsdubas:aulan
wauunnkuieneludssna na:ianilaguavAnaiuglus:auninia TosJijJuﬁ\)msUa\)rTu||a:aowans:nu

AooIRaTUAUUSBIBUIIRA:DVANS WIUADNSSUCID 9

1 nsasvadussuiios:aulanfuviu Security Analysis Summit (SAS) Ju3uf 25-27 aanAu 2566
Avalay Kaspersky TagfuvuldsouanennsWAbsderiaAunvlulanddfia Cyber Security lla:kudgviu
uvAulEnAkuIes:dulan souiadunluksdo “Securing Supply Chains in the Open-Source Era”
yvaswaausoubanawaunnagnslunissuionunuanaunolsiuas lazikialkovAnsTAUIFVINSY

na:UaoaneonfeanAuNvlsiuas

2 nsIasUAITUNEVNNKUNBTsIVDS ITo3URA 15 wnASN8U 2566 Nla: 19 UNSIAW 2567 [dKk1ZonU

dundunisavaaidviusnvlunisuguacuws:sisUyajanissnunadwluavlasanslsiuos
W.A. 2562 lla:nnKuigadusaviingddon WathlUfElunisuns:aunisloviu Sulo lla:aanduIde

MnAgANAIUNVIBIUDS

3 msuan|Ué’sua\)ﬁn:nuss:d'ugﬁmn?umu Regional Technical Dialogue on Combatting
Cyber Scams Tusun 8 wauniAu 2567 131$dUI@dUN IUDTUAIWSUS:aUnIsad AUKUDEVIU
U.S. Department of State, International Narcotics and Law Enforcement Affairs, Bangkok U.S. Homeland
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Strengthening Legal Enforcement to Tackle Cyber Threats

1 Fostering Global Collaboration at the Security Analysis Summit (SAS):
From October 25 to 27, 2023, NCSA participated in the Security Analysis Summit (SAS)
organized by Kaspersky. The summit brought together visionary speakers from the digital
world, cybersecurity experts, and global law enforcement agencies. It featured a panel
discussion on “Securing Supply Chains in the Open-Source Era,” aiming to foster
collaboration and develop strategies to combat cyber threats. The initiative focused on
strengthening organizational defenses and ensuring protection against cybersecurity risks.

2 Strengthening Cybersecurity Legislation: On November 15, 2023, and January
19, 2024, the Office of the Attorney General held discussions to outline approaches for
implementing the Cybersecurity Act B.E. 2562 (2019) and related secondary
legislation. These efforts aimed to enhance prevention, response, and risk mitigation
strategies against cyber threats, ultimately fortifying the nation’s cybersecurity
framework.

3 Regional Knowledge Sharing at the Regional Technical Dialogue on Combatting
Cyber Scams: On May 8, 2024, NCSA participated in the dialogue, exchanging
knowledge and experiences with the U.S. Department of State, International Narcotics
and Law Enforcement Affairs, U.S. Homeland Security Investigations Bangkok,
and Thai law enforcement agencies. Key topics included cybercrime investigations,
forensic data analysis, and electronic money laundering. Delegates from
international agencies, including Cambodia, Indonesia, Malaysia, Singapore, and Vietnam,
also attended the dialogue to enhance regional cooperation and expertise.
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Evaluation of the Cybersecurity Act B.E. 2562 (2019):
On August 14, 2024

The NCSA hosted a public consultation meeting to evaluate the Cybersecurity Act
B.E. 2562 (2019) effectiveness and its related subordinate laws, which included participation
from government agencies, regulators, organizations of critical information infrastructure, private
organizations, academics, and over 400 attendees in both On-site and Online formats. Key
discussion topics included the authority for evidence collection by officials, and the appeal
process for orders addressing severe and critical cyber threats.

The feedback and insights collected will inform future amendments to address existing
gaps and challenges, ensuring the Cybersecurity Act effectively enhances national
prevention, response capabilities, and cyber resilience against evolving threats.
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Strategy 3.3 : Protecting the Information Systems
and Networks of Government Agencies
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Establishing robust cybersecurity measures, from
fundamental standards to advanced threat
management. This includes enforcing minimum
security policies for all government agencies,
conducting risk assessments for technology
use from the outset, and fostering a unified
approach to cybersecurity operations. Additionally, it
emphasizes comprehensive readiness in personnel,
data, technology, and processes to counter evolving
cyber threats effectively in the modern era.
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Strengthening Cybersecurity with a National Risk Assessment Framework

The NCSA has launched the Cyber Threat Risk Assessment initiative, a key annual project designed to
analyze and monitor the nation’s cyber risks. This initiative offer an in-depth-view of emerging cyber
threats, serving as a foundation for strategies to prevent, mitigate, and reduce such risks following
the Cybersecurity Act B.E. 2562.

On September 6, 2024, NCSA hosted a stakeholder consultation meeting to gather feedback on the
draft Thailand National Cyber Risk Assessment Framework (NCRAF). The event brought together
over 100 representatives from government agencies, regulators, organizations of critical information
infrastructure. This forum served as a platform for constructive dialogue, enabling stakeholders to
share insights and refine the draft framework. The goal is establishing a robust national standard for
cyber risk assessment, ensuring preparedness against ever-evolving cyber threats.
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Protecting Agency Data Systems and Networks

The NCSA has undertaken measures to safeguard agency information systems and networks,
ensuring effective protection against cyber threats.

1. Collaboration with Meta to Implement Meta Verified for Government Pages
To address the rising number of fake government pages, NCSA collaborated with Meta
Platforms and the Consumer Council to prevent potential damage to the state
and the public. On July 24, 2024, over 5,000 agencies participated in a workshop on
awareness and managing fake Facebook pages.

2. Cyber Threat Monitoring and Response Center for the 2024 Senate Election
Support System
The NCSA established a Cyber Threat Monitoring and Response Center to support

the 2024 Senate Election System, operating from June 14 to July 4, 2024. During this
period, NCSA identified vulnerabilities that could potentially allow malicious actors to
expose personal data. NCSA took immediate action by coordinating with the Office of
the Election Commission of Thailand (ECT) to address and resolve the issue, providing
guidance to ensure the agency could effectively prevent further cyber threats.

ms.ﬁml.\u\iu«ﬁamlw .J

: )
Jjfiumsiaan a. | upumsisen .

(& T P
| iR Fodum L T

NCS % e

The National Cyber Security Agency ANNUAL REPORT 2024 93



gnsAaash 4

a$1vAngNIWYDVKUD8VIUS:AUBIGTRTAUNIW

llazu1Asyu (Standard)

Strategy 4: Enhancing the Capacity and Standards of National

Agencies (Standard)
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Enhancing the capacity and standards of national
agencies to ensure effective and comprehensive
cybersecurity management. It aims to promote
integrated governance, develop robust threat
prevention measures, and enable efficient
information sharing to safeguard the nation’s critical

infrastructure.
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Strategy 4.1 : Enhance the Capacity to Handle
and Respond to Cybersecurity Incidents
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Enhancing the capacity to respond to cybersecurity
incidents involves reviewing existing policies and
capabilities, establishing precise strategic mechanisms,
and advancing people, processes, and technology
to meet industry standards. This includes forming
a CSIRT team and developing emergency plans to
strengthen the resilience of critical infrastructure
and build stakeholder confidence.
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Development of the Smart Back Office System

to Support All Core Processes

The NCSA has enhanced its capacity to handle and respond to cybersecurity incidents by implementing
the e-Saraban system, which improves the efficiency of digital document management.
Additionally, NCSA has adopted Zabbix, an open-source system for monitoring and managing
IT infrastructure, including networks, servers, and cloud services. These advancements have

significantly enhanced the NCSA's ability to efficiently manage and restore critical information

infrastructure services in the event of potential threats.
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Development of the ICT Master Plan and Enterprise Architecture and
Enhancement of Office IT Systems

The NCSA has modernized its ICT Master Plan and Enterprise Architecture for 2023-2027
to align with the government’s Cloud First Policy, international standards such as the NIST
Framework 2.0, and the rapidly evolving technological landscape. The updated architecture now
includes a Security Architecture to comprehensively address cybersecurity concerns. This initiative
highlights the NCSA's commitment to advancing its IT systems to adapt to change while strengthening
national cybersecurity resilience. The Secretary-General of the National Cybersecurity Committee
officially signed the plan on September 24, 2024.
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Cybersecurity Knowledge Enhancement Programs

1. Global Cyber Awareness Month Training: On November 13, 2023, the NCSA
organized a “Global Cyber Awareness Month” training session attended by over
40 personnel. The session focused on cybersecurity expert Mr. Jitrakorn Juthakarn,
Director of Cybersecurity at HSBC Thailand, sharing best practices and real-world
experiences for implementing cyber awareness initiatives.

2. NCSA: GenAl for Smart Workforce: On January 24, 2024, the NCSA conducted
the training, which gathered 60 personnel to explore integrating Al tools in enhancing
daily operations. The training emphasized Al's efficient and ethical application in
communication, research, and problem-solving, equipping attendees with skills to
maximize Al benefits while mitigating risks.

3. Advanced Cybersecurity Workshops: In collaboration with Cambridge Global
(USA), the NCSA hosted an advanced cybersecurity workshop on August 29-30, 2024,
with 31 participants. Topics included Threat Landscape, Threat Hunting & Intelligence,
Vehicle Forensic Investigation, Al, and ICS/SCADA system threats.
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L —
Listening and Counseling Skill Training for AOC Staff

The NCSA with MDES and NT conducted the “Deep Listening: Listening with Heart” workshop
for 60 AOC staff. The training focused on enhancing empathetic listening, counseling skills, and
stress management to better support cybercrime victims while safeguarding the mental well-being

of the counselors themselves.
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Communicating Organizational Roles and Responsibilities to Raise
Cybersecurity Awareness in the Public
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Enhancing Collaboration within the Cyber Community

The NCSA organized four key activities to foster a robust network of collaboration in the cyber
community, connecting public, private, and civil sectors. These events emphasized threat
intelligence exchange, modernizing best practices, and raising national awareness to strengthen
cybersecurity while boosting the digital economy.

» Event 1: A national dialogue to establish the Cyber Community to integrate
monitoring and response mechanisms for cyber threats. Participants exchanged insights
and proposed improvements to address challenges, ensuring sustainable outcomes.

» Event 2: A cybersecurity workshop and training program was conducted for
Sectoral CERTSs, organizations of critical information infrastructure, regulators,
government agencies, and other entities to enhance collaboration and facilitate effective
cyber threat information sharing.

» Event 3: Discussion on the importance of secure cloud usage and fostering
a sustainable digital economy. Discussions emphasized building a strong
collaborative network to enhance competitiveness and national digital capabilities.

» Event 4: Centered on education to develop “cyber citizens” with the knowledge

and skills to protect themselves from online threats. It also promoted curriculum updates
to match the rapid evolution of digital technology and online safety requirements.

These four activities collectively attracted 19,542 participants, reflecting
the NCSA's success in driving national collaboration and awareness in the cybersecurity landscape.
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The Enhancement of the Cybersecurity Act
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Enhancing the Cybersecurity Act is a critical initiative undertaken by the NCSA to strengthen national
capabilities in combating cyber threats. This effort aims to modernize legal frameworks and establish robust
standards to address current and emerging cybersecurity challenges.
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1 asauInA w.A. 2566 (Us:nAlUSIwADOIUIUNL 1EUA 141 0dUWIAY 18 L avIUf 18 U.A. 67)
Notification of the National Cyber Security Committee (NCSC) on Cybersecurity Standards for
Information or Information Systems, B.E. 2566 (2023) (Published in the Royal Gazette, Volume
141, Special Part 18 Ng, dated January 18, 2024)
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2 IdUA 141 0BUWIAL 18 ¥ aV3UR 18 U.A. 67)
Notification of the National Cyber Security Committee (NCSC) on Minimum Standards for
Information or Information Systems, B.E. 2566 (2023) (Published in the Royal Gazette, Volume
141, Special Part 18 Ng, dated January 18, 2024)
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3 Uasanslsiuas w.A. 2566 (Us:n1Alus 5o uiuny 1IdUA 141 adUWIAY 18 0 av3UR 18 U.A. 67)
Notification of the National Cyber Security Committee (NCSC) on Standards and Guidelines for
Promoting and Developing Cybersecurity Service Systems, B.E. 2566 (2023) (Published in the
Royal Gazette, Volume 141, Special Part 18 Ng, dated January 18, 2024)

Us:nA nnu. 1ISov mhh’uawdoamufnsoa§10v‘v"ug1uei"\ﬁtym\)a'lsamnn la:KusgvLIUAIUAL
KSonfduqQna w.A. 2567 (LJS:mﬂTuswﬁomwunm 1dUA 141 QDUWIAUL 51V avIUR 22 N.W. 67)

4 Notification of the Cybersecurity Regulating Committee (CRC) on Obligations for Critical
Information Infrastructure Organizations and Regulatory Agencies, B.E. 2567 (2024) (Published in
the Royal Gazette, Volume 141, Special Part 51 Ng, dated February 22, 2024)

Us:nAnuy. |§au umsmsua:llu:)n‘\\)Tumsuns:cTuﬁnmn:'lus ||a:n:>1mi§u:>u1ry ?ud'lumss‘{nm

AWLUAYUaDasETsIuaS W.A. 2567 (US:MATUSIBADUIUNGY 1dUA 141 QDUWIAY 248 V
5 av3uf 10 n.g. 67)

Notification of the National Cyber Security Committee (NCSC) on Measures and Guidelines for

Enhancing Knowledge, Skills, and Expertise in Cybersecurity, B.E. 2567 (2024) (Published in the

Royal Gazette, Volume 141, Special Part 248 Ng, dated September 10, 2024)
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6 Tus1sAiDoUIUNYY IJUR 141 QDUWIAY 248 © aVUA 10 N.g. 67)
Notification of the National Cyber Security Committee (NCSC) on Cybersecurity Standards for
Cloud Systems, B.E. 2567 (2024) (Published in the Royal Gazette, Volume 141, Special Part 248
Ng, dated September 10, 2024)
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ADNSSUWAIUIANIATWWUNLIUIDIKUINAOIU W.S.U. N1SSAUIAIULUAYD
Jaoanulsiuas (Cyber Protection Team — CPT)

Tut 2567 anuy. [AIFsuasvANgNWIR:AIUWSDUYDOWLNVIU
I$IKkGIAGIUNIsSSnuIAdILuAvUasasielsiuas Ko CPT
aluws:s1sUnyrganissnuiad uluavUasanslsivas
W.A. 2562 $1UdU 87 $18 TRTAWIBEIB tyUSIURIIaKUNA
aUNAST 62 lla:uNasT 66 WolavAu Sulio na:aannuIFew
nAgAnAUNILIBIVES TasdunuindAty 18U N1SSIASIK
annumsaifisAnATL MsIBvdoladnArylla:Msasivaouanui
la:s:uulofiRIAwaToL IWo8NS:AUNISURUAVIUGIUAIIULTUAY
Uasaneluluasuovus:inAlRDUS:ansnwgvaa

Capacity Development Program for Cyber Protection Team (CPT)
under the Cybersecurity Act

In 2024, the NCSA enhanced the capabilities and readiness of 87 Cybersecurity Protection Team (CPT)
officials under the Cybersecurity Act B.E. 2562 (2019). These officials were trained to specialize in their
roles and responsibilities as outlined in Sections 62 and 66 of the Act. Their duties include analyzing
threat scenarios, accessing critical information, and inspecting relevant locations and IT systems.
These efforts aim to strengthen the nation’s ability to prevent, respond to, and mitigate cyber threats,
ensuring maximum effectiveness in cybersecurity operations across the country.

nsasivsieldonnnislkusnisaiunduliuavlasanelsivos

anuy. TalkusnisauauuAvUasanelsiuas INaasvseldiaziasuadnuidundvikauavens laglddiduns
TkusnsvuUs:iGunUIdEvIanadousoTK3UDVS:UU (Pentest) d1KSUS:UU Incentive 0SS RWI:KINISU
BoiduusmsiyogiasuasvanuuavUasanslsiuaskAus:uUEAYUDVKLUDEVIUCNY 9 a:ApuiivANuIBolu
UOLKUDUATEUSNS WSaUADNENANUIBEIBITYUDY anuy. TunisaduayunisUovAufisanAuNIoisIuDS
ogvidus:ansniw

Revenue Generation Initiative through Cybersecurity Services

The NCSA has generated revenue and strengthened its operational capabilities by providing risk
assessment and vulnerability testing services (Pentest) for the Incentive OSS system, focusing
specifically on its web interface. This service, aimed at enhancing the cybersecurity resilience of critical
system. This initiative reflects the trust and confidence placed in the NCSA's expertise and highlights
its commitment to delivering effective cybersecurity solutions to mitigate evolving cyber threats.
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Relocation and Renovation of the NCSA Office to Government
Complex Zone C

The NCSA successfully managed the relocation and renovation of its office to the Government
Complex Zone C, with key achievements summarized as follows:

1. Efficient and transparent budget management for the fiscal year 2024.
2. Complete an inventory of materials, equipment, and assets to be moved, as well as items to be

returned.

3. Conducted site surveys to monitor construction progress and plan subsequent operations.
4. Secured project approval and appointed a committee to oversee and support the relocation

process.

5. Executed the project according to the timeline, including site inspections in January 2024
after obtaining access from The Dhanarak Asset Development Co., Ltd.

This relocation enhances administrative capabilities and strengthens the NCSA's readiness to fully
support its mission in national cybersecurity.
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ﬁonssu:')'Qﬁ‘IIIWUIWBfgqud‘IuTUIUOS' (National Cyber Incident Response Plan)
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anuy. IasisunonssunisdarnWuinGayikqadulsiuas (National Cyber Incident Response Plan) IW0IaSuas1v
ANENIWIA:A2IUWSDUYDVKUIEIUATID 9 TunissSulianuadumMnguavAsAnAUlsiuasiunns:au Tasld
diiumssaausuioUaUaNSTUIdaUNUAWUS 2567 IW08NS:AUAUWSDUUDVKLIEVIUGIY 9 Tunisdari
IWuIWdeyikadulsiuas
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viuTasvaswwugudAtynvansauinafu 5 ngunisae TanA 1. duAUTUALYEYSY AUUSNNSAASY
AdnAty 2. KUDELIUYDLSY 3. ANUNISANYY GIUaNSISTUGY 4. dwuwa“\)muna:awswsnduTnm duvudvialadaand
5. @umsdulia:NssunAls duinalulagansauindnainsauunau

n1sausuEETRWITISOU 1,986 AU Taseuslasvasvna:dorkuadiAnyfunissarhinusubonsAnAIy
Tsiuas awnsaunludfudna:asuauavdaikamsailsivass:audv ¢ ldogvibds:ansmw tuidudninodiAty
fumsasvanuwsousuionieanAulugnddria

National Cyber Incident Response Plan Development Initiative

In an era where cyber threats grow increasingly complex, preparedness for potential incidents is now
essential. The NCSA launched the National Cyber Incident Response Plan initiative to enhance the
capability and readiness of various organizations to address and respond to cyber threats effectively
at all levels.

The NCSA conducted a hands-on workshop in February 2024 to strengthen the preparedness of
various agencies in developing a comprehensive National Cyber Incident Response Plan. This training
program focused on providing knowledge and enhancing the capabilities of government agencies,
regulators, organizations of critical information infrastructure across five key mission areas: 1) National
Security and Critical Government Service, 2) Government Agencies, 3) Education and Public Health,
4) Energy, Utilities, Transportation, and Logistics, 5) Finance, Banking, Information Technology, and
Telecommunications.

with 1,986 participants, the program empowered personnel’s capacity to create actionable plans

tailored to various cyber threat response plans. This marks a pivotal step in equipping organizations
to address evolving cyber threats and safeguard national digital resilience proactively.
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NATIONAL CYBER INCIDENT RESPONSE PLAN
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Enhancing Cybersecurity for Organization of Critical Information
Infrastructure

Enhancing cybersecurity for organization of critical information infrastructure, particularly in the
public health sector, is necessary in the rapidly evolving digital era. This initiative aims to safeguard vital
healthcare systems against cyber threats, ensuring public confidence in the nation’s healthcare services.

The NCSA launched a program to bolster cybersecurity for healthcare institutions under the
Cybersecurity Capacity Building Project for Organization of Critical Information Infrastructure.
The initiative includes installing advanced cyber threat monitoring tools in 10 hospitals
nationwide. Training sessions were also organized for hospital staff to ensure optimal use of the
project’s tools and services.

The program is designed to deliver 24/7 threat monitoring, proactive alerts for high-risk incidents,
and swift responses to unexpected events. Currently, 26 hospitals nationwide benefit from
cybersecurity monitoring under this initiative.
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Avnssugns:auianNuaiuisanissSnunAUluAvUaaanelsivos
(Cybersecurity Self-Assessment)

TugaRfsAnAUNLTsIVSTAWBUTDUIIALIRUTUDEIVSIAIED MSINSuUWSaUIIa:uns:AUAIUTUAVLUADATE
TsivasuavkussvIUNLNASTIaENsUSVITUBDVEAN anus. [SISUADNSSU Cybersecurity Self-Assessment
IWoaluayukLisevucv q funisus:dulia:weundanIuaiuIsnuavauRLAIUNSSNLIANLLUALUADANE
Tsivas

AvNssuUYLITNUgVKUDIEVIUYEVST KUdBVIUAIUAUKSDAUQIa ||a:Ku'3stngsoas‘mv‘Jugwuahﬁtg
mvansauind 131 100 Kusevau lagdalkiinisus:iduauiovdiunduduavlasanslsiuos
WalkkuseuIkaninsudvanunwiiassovTksfoninadulus:uuyavau uanond anus. SOTRAIUSAUN
Tunisdarinwudsudsondlunn 30 KUd8VIU doasounguivns:udUNNSIIAzLIASAISIRDIRL
A WUas0nYlia:aqnUIFEvLIINAYANAIY

Enhancing Cybersecurity Capabilities through Self-Assessment

In today’s rapidly evolving digital landscape, the increasing complexity and frequency of cyber
threats require strong organizational preparedness. The NCSA has launched the Cybersecurity
Self-Assessment initiative, designed to empower government agencies and critical sectors to strengthen
their cybersecurity defenses.

This activity targets over 100 public sector agencies, regulators, and organizations of critical
information infrastructure. It involves conducting cybersecurity self-assessments to help these
agencies identify their status and potential vulnerabilities within their systems. Additionally, the NCSA
has detailed consultations with 30 agencies, assisting them in developing improvement plans. These
plans encompass processes and measures to enhance cybersecurity and reduce risks from potential

threats.
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Strategy 4.2 : Promote and Support Cyber Threat
Information Sharing
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Development of the Cyber Threat Intelligence Center

As cyber threats grow increasingly complex and unpredictable, information sharing is crucial for
bolstering cybersecurity resilience. The NCSA established the Cyber Threat Intelligence Center to
address this, fostering systematic and efficient collaboration among organizations in sharing threat
intelligence. Currently utilized by 28 organizations, the system significantly enhances their ability to
monitor threats, analyze data, and respond swiftly to cyber incidents.
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fvnssuwauunwaawasunmissunasnivduikanmsaineanaunivlsivas
(Malware Information Sharing Platform - MISP)

anuy. lawauunnwaawasu MISP waidaulaonissulia:nivdudayansanmunvlsivasivusaluda lagsouibo
AufugUsanuviuAubuAvUaoanelsiuasNMANISSUIATS KSo TB-CERT lla:kuUiseviutnsovdiv < Ansaunau
7 naulAsvaswoiuguaAnYNYansauIneA (Critical Information Infrastructure) o fUUSEINFA 30 KU28VIU
na:cinvuUs:INA 2 KUDYVU (Brazil CERT lia: Forum of Incident Response and Security Teams: FIRST)
Aol anuys. Taddunsiss Indicator of compromise (I0C) AlA31IAS1KOINALEOVKUIEVIU a:tuTIsS
Tus:uu MISP Tagiuvidu Events: 235,672 lia: Attributes: 54,568,710

s:uubidunisisSdayanuAnAIUTUIBLSN (Proactive Protection) 13U daUvdnuAnAIUIANGD Hacker A
AWIdgvdaUs:INAlNg d8IudINIYMSWAULNILU Scalable sovsSunsugnadafuaunna wsould Traffic Light
Protocol IWaaswANuUIBadiafunisianiagudoya

s laVYakilaYaklaYakia

dhdoyaneaAnAy SumsivoIciou laniagudoya 10uIKkavd1ansov
TUl3gavAuluBOSN AANATUEIOKUN AuANAIY Tsivoshudodio
(Proactive Protection) (Proactive Alert) WSDUIIASTK S:Qugw
KSoasv Watch List Wolaseu A WEUWUSIIa:duUAU
oINSV A IWWSDUSUTD JolavINs:uu

= =] —
ON e (o)

douAduscudankanukudev U Tasvstigisens:aunislovausislsiuasiuds:inaAlnglkidoinsvdu sovsu
ws:s1UnyaJanIssnuAuuAvUananelsiuas w.A. 2562 lasiassuwsauyengndusoudalugous:inAsu 9
Tuaunna TagTasvnisldinisinavasudSoibiosun 19 Augnsu 2567 Manaavivaduwsauvavus:inAlng
Tunisiagdurasgiuaduiuavlasanslsivass:duaina

drl
oactive Protection
Total Defense

114  s1gviuds:nl 2567 SUnvIuAUNSSUNNSINSSNBIAULTUAYUaDQE[E1UDSIKOBNG



Development of the Malware Information Sharing Platform (MISP)

The NCSA has developed the MISP platform to facilitate automated sharing and receiving of
cyber threat intelligence. In collaboration with Thailand Banking Sector Computer Emergency
Response Team (TB-CERT) and pilot agencies across seven critical information infrastructure
(ClI) sectors, this initiative connects 30 domestic and 2 international organizations
(Brazil CERT and the Forum of Incident Response and Security Teams: FIRST). NCSA has shared
Indicators of Compromise (I0C) analyzed from both organizations and uploaded them to the MISP
system, categorized into 235,672 events and 54,568,710 attributes.

The platform focuses on proactive protection by sharing key indicators of compromise and
potential hacker groups targeting Thailand. It is designed with scalability and incorporates the
Traffic Light Protocol to ensure trusted and secure information exchange.

Benefits for Participating Organizations
1. Utilize threat intelligence for proactive protection or create watch lists for continuous
monitoring.
Receive proactive alerts on emerging threats to prepare adequate responses.
3. Exchange threat data, analyze correlations, and retrieve relevant insights from the system.
Access a reliable and systematic national-level cyber intelligence repository.

This initiative marks a significant step in strengthening Thailand’s cybersecurity resilience. It
aligns with the Cybersecurity Act B.E. 2562 and provides a proactive mechanism to combat
cyber threats, enhancing national security. The project’s success was officially announced on
September 19, 2024, reflecting Thailand’s readiness to meet global cybersecurity standards
and expand its collaboration with other nations in the future.

TB-CERT
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Strategy 4.3 : Promoting and Supporting Cybersecurity

yvashoanuiBalulRAUNNANAEIU NS:AULIASTIU
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Us:ansnw idioashoniAuAURIdundvdansanAIy
fugnddnia

Building trust among all sectors, enhancing critical
service providers’ cybersecurity standards, and
advancing cybersecurity services' development.
This strategy aims to establish a robust framework
to protect against emerging cyber threats in the
digital era.

fAonssugns:aunssnuAUluAvUasanelsiuasauulIasTu
Global Cyber Index (GCI)
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[

Activities to Enhance Cybersecurity under
the Global Cyber Index (GCI)

As part of the initiative to elevate cybersecurity under the Global Cyber Index (GCI), the NCSA has
undertaken three key activities aimed at strengthening the nation’s cybersecurity framework:

1. Online Child Protection: Held on August 2, 6, and 15, 2024, these activities focused
on safeguarding children from online threats. Discussions centered on developing
standards and best practices for creating safe online spaces, with input from public and
private sectors to address access to inappropriate content.

2. Cybersecurity Industry Development: Public hearings were held on September
4 and October 25, 2024, to establish standards and certification criteria for cybersecurity
service providers in Thailand. The meetings also explored collaborative plans with
international organizations to enhance global competitiveness.

3. Enhancing Sectoral CERTs: Meetings on September 16 and November 11, 2024,
assessed the status and challenges of Sectoral CERTs in Thailand. Efforts were made
to enable these CERTs to join international organizations such as FIRST and AP-CERT,
strengthening cooperation and effectiveness in addressing global cyber threats.
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PRIME MINISTER AWARD

2024

Prime Minister Awards: Thailand Cybersecurity Excellence Awards 2024
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U1ASTIUEINA 1¥U I1SO 27001 11a: GDPR soufivniswauunfdngniwuaains 1I0udu

The Prime Minister Awards: Thailand Cybersecurity Excellence Awards 2024 is a prestigious event recognizing organizations
with outstanding achievements in cybersecurity. The awards aim to elevate Thailand’s cybersecurity standards and strengthen
the country’s role as a cybersecurity hub in the ASEAN region.

The ceremony was honored by Dr.Nahathai Thewphaingarm, Assistant Minister to the Prime Minister’s Office, who presided
over the event. The awards brought together representatives from government agencies, organizations of critical information
infrastructure, private sector companies, computer emergency response teams (CERTSs), and cloud service providers (CSPs).
The awards were presented in three key categories:
1. Best Performance Award - Honoring the organizations that excel in cybersecurity threat prevention and incident
response.
2. Most Contribution Award - Honoring the organizations that play a pivotal role in enhancing the nation’s cybersecurity
capabilities.

3. Special Awards - Honoring the organizations that drive positive transformations in the cybersecurity industry.

Avnssunvkuadldsuaduaufomn na:doiduinadAcylunisens:au

Tkaoandoviuuiassus:auaina

These activities, attended by 770 participants, lay a vital foundation for elevating Thailand’s
cybersecurity to meet global standards.
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PNSSUNISYQALAUGUS:EIUNISSNEIAIULUAYUADAAYSIUUADUWIIODSIIKVBA
(National CERT)

Quins:a'lumssTnmn:nuﬁunnUaaoﬁas:uunauWolcnas'lm'\)zna k%0 ThaiCERT QLIUaUWS:s18UynJa
mssnuAduAvUasanelsiuas w.A. 2562 IWarhkinAIAs:Iola:aoudaudvdonsAnAuNvlsIVDS
og0oiUs:ANsN W Tudvuus:au 2567 Taddumsogikdanailuwikanisaidnulsivasikau
KU28VIUNSDVYUD 38 IIKY

|
Establishment of the National CERT

As the National CERT, ThaiCERT was established under the
Cybersecurity Act B.E. 2562 (2019) to monitor, analyze,
and respond effectively to cyber threats. In fiscal year 2024,
ThaiCERT provided incident response and recovery
support to 38 organizations, ensuring a secure cyber
environment for key institutions across the country.
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fAonssun1svadvRavUUanIssounvlsivas
(NCSA War Room)
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Establishment of the NCSA War Room

The NCSA War Room, operated by ThaiCERT, is responsible
for monitoring, alerting, and supporting the resolution of
cyber threats 24/7. During the fiscal year 2024, this
operation served 638 agencies and produced 1,827
cybersecurity reports, significantly enhancing
the effectiveness of threat response and fostering confidence
across all sectors.
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YOVAUIUS:EIUNISSNUVIADIULTUALUADAAYS:UUADUWIIODSIKOBG
Cybersecurity Help Desk Activities by ThaiCERT
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The Cyber Security Help Desk,
operated by ThaiCERT is a
central hub for consultation
and incident reporting on
cyber threats. It efficiently
supports government agencies,
regulators, organizations of
critical information infrastructure,
enhancing cyber incident
response.

asuwanisduiguviu Help Desk Uvuus:uau w.aA. 2567
Summary of Help Desk Operations for Fiscal Year 2024

@@ SuiBoikqisAnAUNDLIUDS commm  1KQMSQUS:AU Critical (100)

(Cyber incident reports received): % (Critical-level incidents):
1,489 s19nAs (cases) / A 2 224 1IKanasad

(incidents)
e wWiulnsAwr (Via telephone): o
1,304 s19ns (cases) IKQNIsais:AU High (100)

a_f:E (High-level incidents):

1,177,676 Ikan1sad

Wudla/lipuwalnsu
D4

H (Via email/applications): (incidents)
185 s19Ns (cases) o
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e QasJvdouIWYDPANBW/Uaou (Scanned and @ (Co9rdinated Meta \{eriﬁed
M’l reviewed fraudulent/fake pages): project): 9,320 KU2gvLIU
1,066 w9 (pages) (organizations)

Uszanuviulasvnislovau
Ransomware (Coordinated
Ransomware Protection project):
3,876 KUD8vLIU
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comsm  Us:ahuniluiwe Facebook Agnloud
Coordinated fixes for hacked
A Facebook pages: 57 IW9 (pages)

= Qs2vaaUNYANAT (Threat monitoring):
m 15 Isvwenuia (hospitals)
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Monitoring and Evaluating Cybersecurity Policy Implementation

The NCSA conducted monitoring and evaluation activities under the Cybersecurity Policy and
Plan for Fiscal Year 2024, ensuring the effective execution of its goals.

The activities included four sessions in Bangkok, its surrounding provinces, and regional areas,
engaging 98 target organizations comprising 19 regulators, 61 organizations of critical
information infrastructure, and 18 government agencies.

A total of 594 participants joined (335 onsite and 259 online). Additionally, progress was
made on drafting the new Cybersecurity Policy and Action Plan (2028-2032), with 70% of the
work completed.

These initiatives mark a significant step toward strengthening the country’s cybersecurity
standards and preparedness for emerging threats.
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Digital Transformation for Paperless Operations

The NCSA has adopted an e-document system to replace traditional paper-based document
storage. Enhance efficiency in managing, searching, sharing, and accessing documents. Additionally,
simplify processes such as document approval, form submission, and online data recording, resulting
in faster, more transparent, and more accurate operations. Additionally, the shift reduces natural
resource consumption, lowers carbon emissions, and minimizes waste, contributing to environmental
sustainability. It also decreases storage space requirements and long-term operational costs.
The NCSA has successfully reduced paper usage by over 42%, demonstrating its commitment to
sustainable development.
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Procurement Plan Execution for Fiscal Year 2024

The NCSA successfully executed 29 contracts out of 31 planned projects for the fiscal year
2024, including 108 purchase orders/contracts through a specific procurement method.
This achievement underscores the organization’s efficient management of procurement plans,
ensuring that objectives are met effectively and within the designated timeframe.

MsIaSUasvAIUSIAYIAU RoPA lla: DPA
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L —
Capacity Building in Personal Data Protection: RoPA and DPA Training

The NCSA emphasizes building awareness of personal data protection among its staff. On July 25,
2024, it conducted a hands-on training workshop on creating Records of Processing Activities
(RoPA) and Data Processing Agreements (DPA). The workshop included simulated scenarios for
recording data in RoPA, ensuring participants gained practical understanding and the ability to
apply these skills effectively. This initiative aligns with the Personal Data Protection Act, B.E. 2562

(2019), enhancing the organization’s compliance and operational efficiency.
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Internal Audit Activities

The NCSA has advanced its internal audit operations for fiscal year 2024 to ensure efficiency,
quality, and adherence to standards. This includes annual operational planning, individual
work assignments, and personnel development to meet evolving requirements. Significant
accomplishments include issuing the Audit Committee Charter 2024 and the Internal Audit
Charter 2024, which clarify objectives, responsibilities, and governance frameworks.

nNUAsKUDEvIUASIDEDUMETU 2567 &
1a:nNNUASANUINSSUNISASIDEDU 2567
The 2024 Internal Audit Charter &

The 2024 Audit Committee Charter
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Risk Management
and Internal Controls

The NCSA has taken proactive steps
to strengthen risk management and
internal control systems in compliance
with the State Financial and Fiscal
Discipline Act B.E. 2561. Key actions
include the Risk Management and
Internal Control policies, issued on July
9, 2024, to demonstrate organizational
commitment at all levels. A Risk
Management Workshop was held on
May 14, 2024; NCSA executives and staff
collaborated to align risk management
strategies with organizational missions.
Additionally, the agency developed
a Risk Management Handbook to
standardize risk planning, outlining
necessary laws, principles, and
practices. These initiatives aim to embed
a culture of risk awareness and shared
responsibility across the agency.
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The Evaluation of the Public Organization for the Fiscal Year 2024
by an External Entity (Win Together Co.,Ltd.)
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total score of 98.60 points.
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The external evaluation, combining both
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1 Driving Cybersecurity Policies and Plans Drive implementation across all sectors
e KUZ8LIWUILEIU YIaAWSIA:AIUITD e Js:a@uviunu Regulator, Kudgvu Cli
Tuulsune la:KkudvUYLSHIKITUTUTU
Lack of understanding among agencies Coordinate with regulators, organizations of critical
e TuaunsausunwuviulRaaandovnu information infrastructure, and government agencies
iwuuguansla o wandulkddumsmWiunisUs:dusIvIa
Inability to align internal projects with Prime Minister Award
the plans Promote compliance through the Prime Minister

Award evaluation process
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Cybersecurity skills remain underdeveloped Educate the public and train practitioners
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Collaborate with education and private sectors to
develop experts
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3 Security Vulnerabilities in Agency Systems Improve system security and standards
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Outdated software, weak passwords, lack Test for vulnerabilities, update software, use strong
of expertise passwords

° |a§uas‘1\)v§|8'mmry||a:rﬁhuouTamaén§
2g71vITUvIQ
Build expertise and enforce strict access
control policies

MSULAUTS w.s.u.mssnuAILLTuAYUaDORE 1SOUSUUSLNAKLBIIAzUDUIIAMSUDAUTS
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Challenges in Enforcing the Cybersecurity Act e nUNJUWS:SWUNYJaNIaNAKUIERIREITOY

° ni_]KU’ISJTLJ'l?OIDU Review and update the Cybersecurity Act and
Unclear legislation related laws
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Inappropriate penalties Ensure they align with current risks and

e AdIWKaINKanwYaLAYANAUNLIBIUDS technologies

Diversity of cyber threats
o inalulagAvagunlaviuludoouu

Rapidly evolving technology
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anuasndinu QR Code |vTiaa'1uuquﬁJﬁms
Ussshtouus:unou w.A. 2568 Wuiauld
Scan the QR Code for detailed information
on the Fiscal Year 2025 Action Plan.

Operational Plan for Fiscal Year 2025

In FY2025, addressing urgent needs under the “Team Thailand for Cybersecurity” strategy
is divided into five key focus areas:

1. Policy Alignment and Integration
Driving and integrating relevant agencies to align with the Cybersecurity Policy and
Action Plan (2022-2027).

2. Capacity Building
Enhancing and developing personnel, knowledge, and technology capabilities align
with Strategy 1: Building the Nation’s Cybersecurity Capabilities (Workforce, Knowledge,
and Technology).

3. Partnership Development
Strengthening collaboration and networks among government agencies, private sectors,
and international organizations to enhance cyber preparedness, consistent with Strategy
2: Fostering Partnerships for Cyber Incident Response and Resilience.

4. Resilience Enhancement
Promoting readiness to restore critical information infrastructure and public services to
normalcy quickly, safely, and promptly, aligned with Strategy 3: Enhancing Cybersecurity
Resilience for Public Services and Critical Information Infrastructure.

5. Standardization and Quality Improvement
Enhancing the capabilities of national and sectoral agencies to meet quality and
international standards, as outlined in Strategy 4: Enhancing the Capacity and Standards
of National Agencies.
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Team Thailand for Cybersecurity

Capacity Partnership Resilience Standardization
Alignment and Building Development Enhancement and Quality
Integration Improvement
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AdWUAVUasanelsiuas wsaunvysuinisia:sns:aunissnuiAuluAvUaaanslsluasuavKkUsgvIU
Regulator KU28VIU ClI KUDYLIUYDVSY KUDYLIUNIAIDNBU Nla:KUDEVIUNIAUSIEIFVAU A2YNISASIV
Team Thailand for Cybersecurity agviundvna:gvgu

In 2024, the National Cyber Security Agency (NCSA) has driven Thailand’s cybersecurity initiatives
using two key approaches: Proactive Protection, which emphasizes prevention akin to “locking
the barn before the horse escapes,” and Total Defense, which strengthens all agencies to prevent,
respond to, and mitigate risks effectively. These strategies have significantly elevated the nation’s
cybersecurity landscape, as demonstrated by key achievements, including:

» Achieving a score of 99.22 out of 100 in the Global Cybersecurity Index (GCI) by
the International Telecommunication Union (ITU), ranking 7th among 194 countries
worldwide.

» Elevating ThaiCERT to membership in FIRST and AP-CERT, international organizations
for cybersecurity incident response.

» Declaring cyber threats from mobile banking trojan applications as ‘Incident at
a Critical Level

P Promoting and implementing the Notification of the National Cyber Security
Committee (NCSC) on Cybersecurity Standards for Cloud Systems, B.E. 2567
(2024).

In 2025, the NCSA will continue advancing Thailand’s cybersecurity efforts efficiently and
consistently. This includes strengthening the resilience of the nation’s critical information
infrastructure and essential services to restore operations swiftly and securely. To achieve these
goals, the agency will implement its FY2025 operational plan through five strategic areas:
1. Driving and integrating relevant agencies to align with the Cybersecurity Policy and
Action Plan (2022-2027).
2. Building the Nation’s Cybersecurity Capabilities (Workforce, Knowledge, and
Technology).
3. Fostering Partnerships for Cyber Incident Response and Resilience.
Enhancing Cybersecurity Resilience for Public Services and Critical Information
Infrastructure.
5. Enhancing the Capacity and Standards of National Agencies.

To support these efforts, the NCSA aims to become a high-performance organization central
to national cybersecurity. By fostering collaboration across regulators, organizations of critical
information infrastructure, government agencies, private sectors, and civil society, the NCSA
seeks to build a strong and sustainable Team Thailand for Cybersecurity, ensuring confidence
and resilience in the face of evolving cyber challenges.
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nswgau K$adaya launisdalnodonanauisainaduldluskainkaie
sdiiuuna:usun 91A §sAiv NISIBU KSONISHNSSNSSUWIUBDVNIY

ooulad
Two Factor Asguguddaunuuaovdove Ao NS:UdUNISSNUBIADILUUADANY
Authentication nlgnisasavaauddauvavlddsvaovduaau Tago1Ay @ovlodey
(2FA) Anancou IN8ugUIRIBITuNYLUNYBKS2ENSNISITNEVUUDSD
Malware Malicious Software K& vowdidsmduduasiy Kuedvlusinsy

KéavawdnnsAgnwaundulasddanus:avAligosa iWanalkina
AWIFYKIEY INSNIIBVNISHIVIU KSoNs:N1sddvaziiadadoya
Tus:uupauWaInDS gUnsal KSaiSadwyavRiBoulagluldsuaunyia

Misconfiguration AURAWaNaK3aBovIKIAIRaTUIINMSAKUQATS:UU loUwalABU
Insouny KSalasvaswwugiudiuinalulagaisaunaAnligndov
K$aunandwUaoane dudvnalks:uuianuideodomsgnioudndo

nviuNauna
Multi Factor nsdiuguddaukateJode Ao ns:uduNIsSnuIALUaDangnls
Authentication uINN3KdLITluMSEUgUdIOUYLEIELIU IWDIWUADIUUADAAY
(MFA) la:aanuIdevoINNIsIdivdayaksas:uulaslildsuaunyna
Penetration NSNQ@DUIMN:S:UU KUNEAY NS:uduNIsnadaulia:us:idunduUanans
Test YOVS:UUADUWIINDS Ingaung Kealauwainsu lagnisshaavnisioud

Mnianinashldsuaunyna (K$oRISuN31 White Hat Hacker) IWoAUKN
govlk3nonagnuhlulalumshudosy msnaaoumnis:uuddanus:avA
fumsus:iguanwideviia:nistoviufsanAuoIRIfaduluauna

Ransomware JanosussinnkdongnaaniuuuiwoldnsKadoyalus:uunoumoIas
K$a1AZoUN8YaVRIBVIU DINUUR:TNsBunSavrldonnisnuavdalya
WonanAunisUaadondoyardos:uuRgnidnska lagioninasungsn
d:audoyaksaluiouryralRifdviuigndvdoya kinlusreiduAnla

awhfkua
Social InAdAK%anadshnnldlasRliius:avAdrSaisninasiuniskaanadw
Engineering KSosnYLIkUAnaKSaavAnsidainedayanadiAty 15U sKanu doya

douuana Ksadayanvnisiou laeldniskaanasvnivdasnen Taelu
SdudevwonwiavikINvINATAKEDNISIDN:S:UU
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Supply Chain nsloudnyoItUAdouKtvyoVKILIEaUNIUYOVOVANS 15U WIOK)

Attack duAKSaUsSNs wawdis KSaWlkusnisniguan Taganinasv:m:
s:uuYaLRIRUSNISKSaRWaanguan IKaldgavlk3Awulun1sIddY
S:UUKSDJoyauovavANSAIAuIToY Bvarvdowalkdoyagnuluy
gnriane K$aINaAWIFKI8dDS:UUYDVOVANS

Spyware vowdinsignaanIuuUIWIDUGAMI IfUTDYA KSDEDQIUUADNSSY
vovlslagluldsuaunyna sawdiosus:inndunriviulaslulkRTE
doinaiku na:dayaniAuldarvgnihlUTaTunioRldikuazau 15u
nisvlugdoyadoudd doyan1vnIsIidu KSonIsaoaluuwnansswy
msldouduinasiia

Spoofing nisUasuilavkSokaonasvdoyawornikqikbouldunkaviidodio
Targo1Buavnlulailuosy TasUnd@idinas spoofing o:rfdudoya
AIRgadovAuNsdoansniuindaingnouwIIaasS 15U NNsUasuiUav
hog IP, Siua K$a15ulud IWakaanadvRIsIRrMsns:rAliUasane

Website nislhwdnrmikidokvoviSulsdgninlukiadanlavlaeloud

Defacement Wonaavdondiw sUnw kdaidoriAluikui:au 03anUs:avA
Tunisiaavaaduni1onisiov N1sUs:AIY Kianisaledoldun
vovavAnsAIbumuaviSulsd

Website nisasoiSulsdlasumdsunuuiSuludosy Tagdsanus:ava

Phishing IWokaonasvyldviuTRiUaimedoyadoudd 18U sKanu Joya
Uasiasaa kSadoyanmvnisiou laguno:ldnisoanivuindigndonu
SulsdfgldoiuAuinena:i3ok alRBoiukavidonansondoya
dAryaviuiSuluduaaudvnad

Vulnerability govlkdKSonadoulus:uunoURDIDS BOWCIDS B15aIIDS KSDTASLESIV
Wugnunolof dvanuisagnisninaskiorlus:avAaldidusavnio
TunmsloudiWaihfivdayariarinais ANUTUALYDVS:UULU 9 BoVTK3
IkaTowinaduoindoNawanalunisaaniiuu MSWaIUN K$oMSALAT
s:uuililasanie

Virtual Private inalulagRasvnisidoudaniuno

Network (VPN) Jaoanigna:ndudoudas:k3gguiu
nazinsodreduinasida Tagldnas
1IJ1sKadoyandoniunisidouda
oaulau Bugaudoviunisansudoya
na:msloudoniliius:avAa
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AfU:NSSUNIsSNIAUAaaIunNIsaltuviunisvanisigviuds:oy

(Annual Report) Uvuus:uneu w.A. 2567 (Steering Group)

12.
13.
14.

AtU:VIUYaN1s19vVIUUS:91U (Annual Report) UbuuUs:uieu W.A. 2567

S ey ey ey ey e

1AUNISASANUENSSUNISANSSAU
ALUAYUaD A [5IUDSIIKOBNG
SOVIAYISNNSAUNSSUNISANSSNY
AWUUAYUaDane [IUaSIIKOBNE
WIBY2510ydIUNISIANISOVANS
WY28IaUNISNNSATUINSSUNISNNSSNUN
AUAYUaD A [IUDSIIKOBNG
WNSYATUICUWIFIY
YouduNISEIUN/FUEH
Shungmsieasivaaunielu
dungmisiignIsAuAsavayadiuyunma
DIUDINMSAIEWAIUNDVANS
SUDYMSKIYUSKISADUIEEY
Susemsdunuleuisgnsmaas
ns$nuAUUUAYUasanslsiuas
WoUDgNSEIUNUSKISNAL
UOWsJBs1 InsiiavaAs

wuln eyretuns aswuslwlisod

(Working Group)

© ® N U A WNRE

S e e el
O VW O NO UM WNBE O

usluws WoAweK:
ugpNwoOY daddngisad
uvaNdgassad yunavulu
uVaNUNSEg WUNUIS
uvadNUaWsSseU AL[Y
uvadgnINsed rfuluo
ungNNGU UtysoQ
unewvAstunsS anasauAng
uvaN3s NS Hasav

. UNYANNIY SOUDISIK:

. UNDENDWSWSSEU TUBIEIVA
. UNYNAWA NauKou

. U1vaNdNUNISSeU WsANdNU
. ungauedNg yIeyaus

. UNva@dws3n1 ds:novin

. UgodAs wuasad

. 317 $0803KagY Arydunsad Us:w
. u1gNsvICAl NJiav

. UNgMUWOA Jounav

. unvanowauunsad I1dvksey
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In Loving Memory of
— MATTIKA J. —_—

AUUQAN DLWSe:aUud AokdvlurdvaAtyAisouasviaunion anus.
TRiJukubevIURLUAVIBOINSVIBUTUSUT
msonlUyavAruiaan duilundugeyidenavlkad nofudiunsrioiu
na:gasmwhIsIdsaunuoduiuun drgmsanAauiioktinAnsLIUDE0IGUR
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Aoisvuuanalunsidgdanarinviuuaowonis

WoovAnsia:Us:nAsacalu

doeAWs:ENHvoE1va0EY
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