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In Remembrance of Her Majesty’s Boundless Royal Grace
Her Majesty Queen Sirikit The Queen Mother
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With most profound respect and gratitude,
The Executives, Staff, and Officials of The National Cyber Security Agency (NCSA)
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AvassudiAgys:austuazs:auuiunsia
Key National and International Initiatives

JE— . PM Awards 2025 sio3aiusutiikusgviuing ’ 4
Wpgns:duAdILLUAVUaDOABTELIUDS

UovAnsauAsLdnsoun3 200 Hudevu e
WiumsuUs:zluauuIasgIuaIna i

ua:1asusiviasou 173 KudgvIU

Wineuswaa

PRIME MINISTER m '

Awards were presented to Thai organizations for
enhancing national cybersecurity. More than 200
organizations were assessed against international
standards, with 173 receiving awards.

Thailand’s National Cyber Exercise 2025
WndousulpngnnmUTBLlUDSsS:auBa
HUEVULTNSOUMISAAN: 333 HUDE WLISOW 1,615 AU
wamsuUs:louANUWOWDID 91.20% (s:Guduin)

A national-level cyber threat response exercise involved 333

organizations and 1,615 participants, achieving a 9120%
satisfaction rating (Very Good).

TN wnnu milllu,mm !l

suw\)nnuanuUquso — CEREMONY

w.s.u. Ts1uas w.a. 2562
tRAuavey §aHgu uazasuus:ansmw
msUoavriu sulia wa:aandULEY
nnNNeANMUTBLUDS

UWLnsou sound1 2,000 Au

A public consultation on the revision

of the Cybersecurity Act BE. 2562 (2019) | - L
was undertaken to strengthen its
modernity, flexibility, and effectiveness
in addressing cyber risks and threats,
with over 2,000 participants.

Thailand Cybersecurity
Product and Service
Awards 2024

Thailand International
Cyber Week 2025

daus:NdaWAATUTILA:USAS ALanWEsUsVARILSAUAIULUAY

duANubUAVUAROABTELUDS
OWaunAsinsou 23 s1g
ua:ldsusivia 9 s1g

A competition recognizing cybersecurity

products and services attracted 23
applicants, with 9 award recipients.

Uananelsluass:auununsia
OL31SoUvIUNDT 3,142 AU 1A 46 Us:nA

An international cybersecurity
knowledge-sharing platform
with over 3,142 participants
from 46 countries.

assuA>ILwWSaUUs:LTuGsl GCl U 2569
gns:dumssnuIANULUAYUaDAASTBIUDSUDUS:INA
6utns‘iauvhuﬁonssus‘hﬁm ﬁ"\)ﬂ’ISDUSUEﬁ’I\)HJ'\Ulﬁ’lZO?UU'\Cng’]u
msuUs:0us:auTan wa:n1sUs:yuIWasIUSIUTDYa JaLindsy
wa:KkanguUs:noumisus:Liu 1o ldnsouAdNSsUSOUN3T 300 AU
Preparations for the Global Cybersecurity Index (GCI) 2026 assessment were
undertaken to enhance the nation’s cybersecurity posture. Key initiatives included
training to strengthen understanding of global assessment standards, as well as

coordination meetings to gather data, factual information, and supporting evidence
for the evaluation process. These activities engaged more than 300 participants.

Cyber SEA Game 2024
AnuUvdu Capture the Flag
S CIUﬂUﬂ']F'ID"IlUUU

aduauu Cyber Hero Us:inalng

dolun3 IHSEULSU vIu WorldSkills ASEAN 2025
Empowering Thailand’s Cyber Heroes - Silver
Medal Achievement at WorldSkills ASEAN 2025

A regional ASEAN Capture the Flag (CTF) competmon with Thailand’s representatives
selected from Thailand Cyber Top Talent 2024.
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ASTULAZDUNIASTIU La: SIVIALAYSOYA
Advancing Standards and Distinguished Recognition
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Al Security
Guidelines

§ DOWHLOAD

wweuws Al Security
Guidelines
wudUAUGNSIEUTYeIUS:GUT
aghvluAvUaDOAY
wusnvARualsAgatusNBeU
Al Security Guidelines Launched:

Setting the Benchmark for Secure
Al Use in ASEAN

wWa “Cloud Security Thailand” 5utsdnawduadiubua
Uanangs:uuna1dd wisuaav “lonaisuiasgiulazAiantngadav”
WatdrHuaulgue 29NULUULIASASADUAU ua:gns:duANULUAVUADANEY
YDvS:uUAaIDAUDVANS NV cloudsecurity.ncsa.or.th

Launch of “Cloud Security Thailand,” a central cloud security platform
providing standards documents and practical guidelines to support policy
development, control design, and the strengthening of cloud security across
organizations. Available at cloudsecurity.ncsa.or.th.

Us:m A Website Security Standard

mmsmuoutumnuunodaaona LOSgUWSDUY
UvAUlGtuLGouniugnau 2569

The Website Security Standard has been
officially issued and is scheduled
to take effect in September 2026.

anuy. Kaumisus:iu
aonnsnmsssu
Ius.nuntusssunuuuu
Us: mUouUs UIeu W.A. 2568

NCSA achieved the “Moral Role Model”
level in the Moral Organization

wsuaus3albayniesh

wiolulon AL zmnmséuuesm%amw
lﬁﬂm B3 i ERALIUAS

anuy. Suldsivda
lunumasn “AuQuUavdvAL”
Luaotutamansusau 25U
uHumMsaauun
UHK3NgnaguasnasvINw

NCSA was honored with

the “Good Person of the Society”
Honorary Trophy at the 25"
Anniversary of North Bangkok
University.

as.guns As:Iwma mHriu3de ua:Snuimsisusemsie3de
La=weuuLtA3aU1g398 TAINANY SUWS:=S1sMULAgsauas s1v3anmis398uHosa :

s1w3a3nerliwus Us:510ouUs:UITU 2568 DINWAVIULEDY “IWSUISSnn1sSusDY
A%WUgNdDVRLUs:anSmwahnSu MapReduce uamwidadauaaddansisa:
Kaws:uu” doliuilusivdas:duus:inARgngpoNavILIFATATUNIWEY
ua:daryumsconmsweuuus:LINA

Dr. Soontorn Sirapaisan, Lead of the Research Group and Acting Head of

the Research and Research Collaboration Section, was granted an audience to receive
the Nati L Re h A 1: Thesis Award 2025, in recognition of his outstanding
research, “An Effective and Efficient Authentication Framework for MapReduce

in a Multiple Public Cloud Environment.” The award honors excellence in research
that delivers meaningful impact on the nation’s development.
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waJuiyAa1asLdvsa asivanuas:Kkuasnaninadu

tﬂS\)ﬂ'ISlS\)SCIﬂ'ISWOJl.l'IUFIa‘IﬂS m

mun:nuuunanaonuImuas s:o:h 2
9 kangas Wioousu 14,344 au
Certificate 1,235 (V]

Intensive Cybersecurity Capacity Building Program (Phase II)
« 9 specialized training courses

* 14,344 participants trained

« 1,235 certificates issued

dire Pragrm, TEEE B1
o

Lead Implementer, Lead Auditor

wWhrwe 150 Au goaritnsounvau 998 Au

Target 150 certified professionals
cumulative partic

mMsausuUa:NQasu
Certified in Cybersecurity
udv ISC2

Ansoupautad 11,410 Au
wWhausurugnu 1,312 aso
avn:dguasu cc 3,976 au
aouru 207 Au

2 ef er

ISC2 Certified in Cybersecurity (CC)
« 11410 online participants

* 1,312 training sessions

* 3,976 exam registrants

« 207 certified

N
(2

msAvuunBoufjiaimsdmivnibunumununiomdugua wibuouupoiy
% P =
uamnusuvolasoasowuhudWgmoasaumnd

NIC'S '\ CYBER CLINIC 2025

nfoi 6/2568

ngnuwnanams

fUUEUNUDVRLDEILUMNUOUA KLE

NCSA Cyber Clinic
Jaausu 6 Asv vaartdnsw 993 Au
£20S2URLTISIUVIL U 2567-U0Uu 2,l§

« 6 training sessions
» 993 participants
« 2,186 cumulative participants trained (2024—present§

HﬂﬂﬂﬂSﬂ‘]SﬂOﬂOUlO’lS:UU

(Penetratlon Test) ?' ==

| s:aumuaou'wrylaw% 4%
r X

M,

uwaawdsuissusoaulau NCSA Mooc
[uausu 20,638 Au

laus:mAtedassusovriurangas 6,004 au

« 20,638 learners enrolled on the NCSA Mooc Platform
* 6,004 certificates issued

THNCA E-Learning #ihousu 15,378 au
1aus:mAdevassusaviiukangas 7,145 au

« 15,378 learners enrolled on the THNCA E-Learning Platform
« 7145 certificates issued

AJCC

WM JAPAN CYBERSECURITY
ACITY BUILDING CENTRE
Parsweshio by Mu\d

dasususounugus AJCCBC
ALINBUSUAVYKUQ '|,474 AU

1474 participants trained through joint programs
in collaboration with the AJCCBC
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Proactive Workforce Development and Awareness Building Across All Sectors

NCSA

Cybersecurity ,
Knowledge Sharmg

No.SULL.

77 Sos3a nous:inA
Nnsou 2,339 au
3a 10 asv ;;, ‘ ing Program in Collab

TASVAISDUSUSOIUNU

Operations Command (1SOC)
« 77 provinces nationwide
* 2,339 participants

ith the Internal Security
wuns:u 44,511 AU Oparatiofs Conthanl

NCSA x NBTC
Cyber Top Talent 2025
IWUHIO1280 BotianlBLluDsS

WJunousu 3,000 Au :
Audnsouudvdu 110 fAu R |3 féﬁﬂ}r%ﬁ?ﬁm:
WNssuutvdun 300 au + '\ 1110010108101
Audsau 16 f[u ‘
Discovering Rising Stars and Exceptional Cybersecurity Talent y d
« 3,000 trainee; R

* 300+ competitors #

« 110 teams participated
« 16 finalist teams

DUSUHANas
anusuun:uu
daugdsuinasitia ¥
A1SISTU (USO Net)
wWwsou 10,645 Au

Training Courses for Youth at Public
Internet Centers (USO Net)
» 10,645 participants

— 101111011111
7101081111081

4 210101001001 &

aHsSuULl1DBU
daqudadnasusu
wnsou 1,877 au

Training and Knowledge
Dissemination Activities
for Youth at Community
Digital Centers

« 1,877 participants

asdgaaaulinscumiumundutdisuig
Summary of Participants

Reaching up to 236,000 people

f'!anssuausumuuwsnmus

l“L“

AdNSsSUNYVUU
Thailand Cyber

< TOP Talent 2025

' 3,387 Au 1,352 nu

Thailand Cyber Top Talent 2025
« Participants: 3,387 persons
» Teams: 1,352 teams

DUSUSOUAU

drsulniZou Unfnu
unans ua:us:yisundid

Wnsou 34,282 au

In collaboration with Microsoft, serving
students, university students, personnel,
and the general public

* 34,282 participants

NCSA Cybersecurity
Knowledge Sharing
SOUAU awg. 30 4 aso
WLNsoul 25‘68 91uwu 2,051 Au
gpaRLNsOUNVau 26,132 au

In collaboration with the Office of the Basic
Education Commission (OBEC)

» 4 sessions organized

* 2,051 participants in 2025

» 26,132 cumulative participants

Tswoasuasalny
& WONIYIRKLIYOIU
i< | mous:na

Nationwide
* Year 2024: 437 sets
« Year 2025: 600 sets

91uduLINAdY / AU
By Target Groups More than / persons

It
12\Y, G

U 2567 Shuou 437 ua
U 2568 Suou 600 ua
Cyber Boardgames Distributed
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msusiuusiwovayrassumvoinalulad

misiAludtykifudoauu
Current Measures and Progress

TuB2v 2-3 U Anhuwn ssunalnglddhitiuunasmstovdu
na:UsiudsiuansyInssunivlsivasag1vidudu
Tagiawi:guounsannuiuas aiuisadanswe
na:219a1%uv1nUysuldn31 10,000 d1uuin
UeNMING anuy. lla:Ns:NsIvaSHaINDIASUTTvIIA:dVAU

Over the past couple of years, the Thai Government has
intensified efforts to prevent and suppress cybercrime,
particularly online fraud and technology-enabled crimes.
Through integrated screening mechanisms, authorities have
frozen and seized illicit assets exceeding THB 10 billion.

At the same time, the NCSA, in collaboration with the Ministry

goldsaudanutana:tihisulsdraonasvaanons:uu
Taudgugus:arunissnuniAdiuliuavUaoanes:uu
ADUWIIODSIIKVBG (ThaiCERT) IJUKUD8VIUKAN
funissudvdoya sousdy lasus:aunisdlidunis
agwdaiton

of Digital Economy and Society (MDES), has worked with
relevant agencies to detect and remove fraudulent websites
and online scam platforms. In this regard, the Thailand
Computer Emergency Response Team (ThaiCERT) serves as
the national focal point for incident reporting, information
aggregation, and coordinated response actions.

oot Q
Da;i\ho;rd

<10mins case>Bank Case ID

=
L. Q Report to the police station within 7 days

v >
Qa | Receive SMSwithin 24Hrs 3,546
: Victim T - Pages
Return o patalake AP 718
+ vt 1D RN : gy takedown Accounts
« Receive Bank Case ID (8ank @ : M\
account temporary freeze) \ Hi U5 ‘= ThalCERT 125
< :
Y 1441 © Accounts
7\ “\M
Qg N Ary 3,129
i. Thai police Online URLs
: @ AE . P www.thaipoliceonline.com :
HA\E gen ( Bank Agent :
: 1 9 i)

Submit case information to TPO 1SJ9ddU sms

I

v 0QPOD . 0 Sectorilll CERT
£ OYa oo e OTO @

IsvduindauurasnisdaviunauINaikQ
Accelerating Proactive Prevention Measures

/ ° {ICI'S'EJUﬂ‘lSIIﬁn[]KU‘IEJ . fouidouriuEnsu 2568 gnsrvlasURoAUAGIRUMSIATY
w.s.U. Tsluas ougnedILNsaMSABANAUIBYSN lla:ASDUAGURTRUSNSAaTdIIa:AUgdola
Legal Amendments Preparation: By September 2025, NCSA is advancing public consultations and legislative
drafting to strengthen proactive cyber threat management and extend regulatory oversight to Cloud Service
Providers and data centers.

——o0 . =5 : . N
(US:ﬂ‘lFI?UU‘mSQ‘IUUUO‘I : 9onUs:NIAISOY UIASTIUNISSAVIADIULUAYUADANY

dwsuisulsd w.A. 2568 fkuaurasmududidupubuavUasanelsivasaksuisulsd

Tago:suULAUTBogITUNTOMSIUT 2569
Minimum Cybersecurity Standards: Issuance of the Website Security Standard, B.E. 2568 (2025), establishing
minimum cybersecurity requirements for websites, with official enforcement scheduled for 2026.
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Technology-Enabled Crime Suppression Framework

n1sYan1s SMS nuuavaiuu A2P
A2P SMS Link Governance
and Control

Wan1sasdvaau 145,624 s1gnIs
Screening Results (145,624 records):

s e - T 96,739
souAudIuNLIU NENG. as29aouaLrifu SMS A2P Hnitelst '
foufivds:suu IWaUovAu SMS Kaanadw gt 38.056
nazonseynssulsivas lasasvaoundd 145,624 s1ons )
In cooperation with the National Broadcasting and ﬁlumlnjg‘gg 9,144
Telecommunications Commission (NBTC), authorities have Invalid Data
implemented pre-delivery inspections of A2P SMS messages B‘fa“glflf‘s’t 1,685
to safeguard the public from SMS-based scams gnd cgbercrime. o G o000 000 R o000
To date, 145,624 A2P SMS records have been reviewed, classified,
and regulated.
NNSASIVADUIWINIIUIYKaDNAIv _
fesnitotu ool 524
1,893 S189NS sm?ls%aaklj 420
Online Scam Platform Monitoring il
Phishing Scam 391
and Enforcement P
91NN1SASIDEOU WUl BWIGIwaawasuaaulau ooy D o
Tunskaonaovus:ssu 1,893 S19MS ——
e = 4 bl = 37 ke Government Agency Page 71
lazUs:anunfRusnsiwaawasuoaulalitaurydUaou e aencu Pog
r < o ox raonuwyovdaUlau .23
IWoaanNUIdeKI9Nd:INQTUAUUSB U °"""es"°”p‘"gsl““"‘
Investigations have identified 1,893 cases involving sz e
the misuse of online platforms for fraudulent activities targeting wonueUaou '10
the public. Relevant authorities have coordinated with platform auto s
service providers to suspend fraudulent accounts and remove fommsean
deceptive content, thereby reducing potential harm to citizens. others 22
0 100 200 300 400 500

Ass. IKUgaUTRN1sUaounlavkiiSulsd
I[0unsdinAaiw:iangnAnAIy
navlsivasius:ausionsy

CIRC Classifies Website

Defacement as a Critical

Cybersecurity Threat

mu:nssun1s§uﬁaﬁaqnmum\ﬂmuas"fus:du The Critical Incident Response Committee (CIRC), at its
Soisv (Ass.) TudiRusoulunisus:suAsLA 1/2568 Meeting No. 1/2025 held on 17 July 2025, agreed to
S oo N = = classify incidents of unauthorized web defacement
IWo3un 17 nsnniAu 2568 [Rnsdinasioud

- r . ) _ affecting domestic agencies as cases anticipated to
dog3snisidasunlavkinidulsdlaglsau (Web constitute critical cybersecurity threats. Such incidents

Defacement) Ua\)m,iaa\)‘luTuUs:mnﬁai\)wans:nu were assessed as having potential impacts on national
CiE)FD'lULTUF]\)UE)\)S“{) AUFUWUSSK310US INA security, international relations, national defense, and

_ = . public order-particularly where they involve critical
msUamgUs:mn la:A2UELUISEUSDYYDLUS:BIBU infrastructure. The Committee further instructed the NCSA,
|Uuﬂsn'jﬁn']o:)"];):mon“ajF]nn']unw\)-[zjluas'?us:d'u internet service providers, security agencies, and other

Sgnsv Tagiawr:nsaifingrdovaulasvasvowiusu relevant entities to integrate and coordinate their efforts in
ETWFTEUUE)\)US‘IHF‘I W§0U§Dﬂ1$?ﬁ s mﬁu§;ﬂs urgently addressing and mitigating such threats.
suinasifa KU28LIUAIUADIWLUAY NlazKkud8vIU
AINEITDV ystuinisAdusoubaiwasuionaznnly
AsANAWMVTsIVDSIUANUEU:AVNEIIDEIVISLADIU




10 || shevuus:5l 2568 drunviuntu:nssumsmssnuADIULUALUaRaAETsIUDSIKOUG

Haviulauus:9U 2568 Udv anl .

B

BB b

NC;S.;_ HT EE_"E?

IUQAAUGSIURITYIBIYNISIVY
WonwiuavUasanelsivasikous:inalng H T E R

THALAND ?IUE OF TAL E\HS

Launch of the Thailand Hub of Talents in . A
. AUESIURITE U 3MSI0E
Cy bersecu rlty Research enwiumelasedulososinodsmalng .‘!,’

anuy. |LJoo:muas:)uwma:)mtyms:)oalwan:)'luuun\)UaaqnaTwuasuK\)le :InfAlng (ABJY.)
IUE)Z)UWSI’] 13 dvK1AU 2568
The NCSA officially launched the Thailand Hub of Talents in Cybersecurity Research (HTCR) on 13 August 2025.

woilugudnanoiBoulapundde Wideovicy
a:KudyLIURINYITDVNLAIASY IDNBUNIAENITUNISANUY

To serve as a national central platform connecting researchers, experts,
and relevant agencies from the public, private, and educational sectors.

IWOEVIFSUNNSASIVOVLAAILG VIUIE A:UFANSSU
NaoandavensMEQSEIaIa:AINADYNISYDVUS:INFA

To promote the creation of knowledge, research, and innovation that align
with national strategic priorities and the country’s cybersecurity needs.

IWowauuNANdvAUNIA:YNS: ounnuun:ma?Kun:numa::mtylam nv
aoandavnuinaluladiku 15u Al Security, Quantum, 10T/OT Security
la: Data Privacy

To develop and enhance the capacity of researchers with specialized expertise, in line with emerging
technologies such as Al Security, Quantum Technology, IoT/OT Security, and Data Privacy.

To establish a centralized database on cybersecurity research
and technologies to support research activities and policy development.

m |wa|wuUs.é‘nsmwmsusmsoomsuaua||a.as1\)|nsauwn31usauua
: rﬁu UUIFlaOUﬂ'lSDOEJéﬂ'lSTUUS TEJUUIU\)UTEJU'IEJIIE\ HBOWIULE

To improve the efficiency of research data management and foster collaboration networks,
facilitating the translation of research outcomes into policy implementation and practical applications.
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Kick-off lnsauwwmaamm 1IaSUAUITUNTY $NOCSE?
drundulunvUasanelsiuasus:inAlng =
Kick-off of the Expert Network to Strengthen Thailand’s Cybersecurity

anus. 10add NOCSET iWaduindounisriiviu The NCSA officially launched NOCSET (Network of Cyber

W‘]UIH'S"E)U‘IEJWIB:UDU‘HUCT'IU-[UIUE)S’O']ﬂI’]ﬂﬂ']ﬂa':)u Security Exper.ts ofThaiIand) to drive cybersecurity efforts
v through a nationwide network of cyber experts from all

souIanIuaguavAAIIUg WCUU"]U’ICISQ’IU "LDU.QUO sectors. The initiative aims to foster knowledge sharing,
nanalnnisriviudiulsiuas IWogns:auANUTUAD develop standards, best practices, and operational

Uaoanulsivosuovus:infAog1oidus:uu “j'ajuﬁ‘ 27 mechanisms, and enhance coordinated collaboration in
F0KAL 2568 order to systematically strengthen Thailand’s national
Y cybersecurity posture. The launch took place on 27 August

2025.

TR DF CYERS BNCUSITY BXORATE OF THALANS

NCSHW TNOCSET S @lﬁaau1md1un1s§nu1na1uﬁun\)UaaoﬁaTvluas'Us:lnHIna
Network of Cyber Security Experts of Thailand (NOCSET)

NOCSET @ UNUINKGAYEY NOCSET
foo:ls
What is NOCSET?

1nSouneRIBedBItydulsIUDS
Cybersecurity Expert Network

Roles and Responsibilities of NOCSET

@ Q riktAlBunalnnsdtuou
na:UszauvuIBvinAdia

|Uum553umTQEJauns?oua\mlus::mrynnmna:)u
soudivussninalulagia: ﬂDWUUUF\\)UaUOﬂU]UIUOS
noluniascous:ne
A voluntary network of cybersecurity experts from all sectors,
including technology and cybersecurity companies,
both domestic and international.

$ouAuminens:auawUaanelsiuas
Acts as an operational and technical coordination
mechanism to collectively
enhance cybersecurity.

aduayudiuinadana:dins1KigAnAY
Tkdalauau:BvaANIWATUAUUNISHVIUYDY aNnuy.
Technical Support and Threat Analysis
Providing in-depth technical advice
to support the operations of NCSA.

gns:duadulunvUasasielsiuasuavUs:InA
WiuavARNUSIa:US:AUNSAIINRFIBEIETY
Enhancing National Cybersecurity
Through expert knowledge and hands-on experience.

wauasuNA:nudU{ UG E} |is’aufa\)n31us'3uﬁa||a:W'cuu1qna1ns
185U Clo_l‘ld Security, Incident Analysis nanilagudayalla:waunANgAWNNSHIvIUSIUAU
wiald10unusnomsunua ARUTMVIURWIAD (Task Force)
Development of Standards and Guidelines = Strengthening Collaboration and Workforce Development
Such as Cloud Security and Incident Analysis, Tnsoagug N?ESET Facilitating information exchange and capacity building
to serve as practical implementation guidelines. through dedicated Task Forces.
ical impl i ideli nuviduavd ] h dedi d Task Fi
NOCSET . =
AINSSUNISUSKISIA$0U184 (Advisory Board) Structure e A (.\r)is"f°r’;f)n ek
@ fkuaulgurBiasIKuYIL SOURLAMY (O] Tl VAR "‘(’:ub ucs\ - tu RRSEHENY
Wan1saTULIUYDVAUEHIVIURWATD 9 la=WauUIIUONILAIU Cyber Security ===

Defines policies and action plans, and oversees
the performance of Task Forces.

Togrivusounus: KJ’]\?NIUH:)U’IrumnKawmnEbu ﬁ
Serves as the core mechanism for technical operations, |—
analysis, research,and development of cybersecurity
approaches through multi-sector expertise.

N3UAIEAIVIUIAWI:AD (Task Force)

Tk o 0100 Tak Frc 01199 Tok Forc 01399 Tok Fors 01433 ok Frc 01599 Tk o 601658 ok Frc 01799 T Foren 801593

\ReoAuFdeaID 9 IABIAU Governance, 1gAU Incident 121U Security 121U Cloud Security 1A Threat 182U OT Security IR82AU Reserve
Definitions and Risk, Compliance Analysis Assessment Cloud Security (o] i Reserve / Backup
Threat Intelligence (OT) Security Expert Pool

Terminology Governance, Risk, Incident Analysis Security Assessment
and Compliance . = §iP)
2 0 +§
= =y (n
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MESSAGE FROM
THE PRIME
MINISTER

TugpninalulagadnadunuindAtydonisdidudia
rfkinafsAnAIUSUILUGD 9 AadvAduiderie
daB3a nswdau a:axuiluaguovus:xisu aanavu
a31vAWIFYKIYINS:UUIASUPADIIA:AUITUAVYDY
Us:inA nasiasuasivadiuiuavlasasdslsiuos
(Cybersecurity) 3vi0unisivdrAnyIBognsATEas
yovu1GRdovdtiunisagvisvasuianiludeyrn
AifaonAglsiuas Nodrykiosayinssulsiuas
(Cybercrime) 1a:n1skaonadvooulad (Cyber Scam)
10udu

0a005:8:NAANIUL EUNVIUALUENSSUNISMISSNLN
AdWLuAvUasanelsiuasiKoa (anus.) Tdditu
asAvdAtyTogvIdundv greaswadululalkin
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In an era where digital technology plays an
increasingly vital role in daily life, a wide range
of emerging threats has caused harm to lives,
property, and the well-being of the people, while
also undermining the national economy and national
security. Strengthening cybersecurity is therefore
a strategic national priority that must be advanced
with urgency and determination in order to effectively
address the challenges posed by cyber threats,
including cybercrime and online fraud (cyber scams),
among others.

Over the years, the National Cyber Security Agency
(NCSA) has carried out its mandate with steadfast
commitment and dedication, thereby reinforcing
public confidence in the nation’s cybersecurity
framework. | would like to commend the executives
and officials of the NCSA for their significant
contributions to safeguarding national cybersecurity
and for the tangible progress achieved in the
prevention and suppression of cybercrime. The
Annual Report 2025 will enable all sectors to
be apprised of the Agency’'s performance in
advancing cybersecurity efforts, and will
communicate to relevant stakeholders the outcomes
achieved under various plans and measures, as well
as developments concerning the national cybersecurity
landscape. This reflects the collective commitment
and shared responsibility of all parties in fostering
a secure, resilient, and sustainable Thai society.

On this occasion, | would like to extend my best
wishes to the executives and officials of the NCSA,
as well as to all those who contribute to advancing
the nation’s cybersecurity mission. | sincerely wish
you continued success, good health, and strength
of spirit, so that you may carry out your duties with
integrity and accomplish the objectives entrusted
to you in service of the country.

v

(ugouiu ¥Ity3sna)
u1gnsSIVUAS
Mr. Anutin Charnvirakul
Prime Minister
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Amid increasingly complex, rapid, and wide-ranging
cyber threats, the National Cyber Security Committee
(NCSC) has continued to advance and intensify its
cybersecurity mandate in a sustained and systematic
manner. Building upon the strong policy foundations
and standards established over the years, the NCSC
has driven implementation in accordance with
national plans, strengthened cybersecurity standards
and measures across multiple dimensions, and closely
monitored the preparedness of government agencies,
regulators, and critical information infrastructure
entities. These efforts are undertaken to mitigate
potential impacts on the public and to safeguard
the national economy and national security from
potential harm.

In FY 2025, the NCSC implemented key national
policies and strategies, including the development
of a comprehensive cybersecurity framework for
government agencies to prevent personal data
breaches-an issue that directly affects public trust;
the issuance of Website Security Standards to
enhance the credibility and security of online public
services; and the promotion of secure artificial
intelligence practices through the introduction of Al
Security Guidelines, aimed at strengthening national
preparedness for the challenges posed by emerging
technologies. At the same time, the NCSC expanded
cybersecurity cooperation with domestic and
international partners, while closely monitoring

compliance with cybersecurity laws across agencies
at all levels. These efforts are intended to enhance
the country’s overall cybersecurity readiness and
to ensure greater alignment with international
standards.

Building upon the strong foundations already
established, in the coming year the NCSC will prioritize
accelerating the strategic shift from “Prevention”
to the development of robust and sustainable
“Cyber Immunity” across the nation’s entire cyber
ecosystem. A key objective is to promote “Self-
Immunity” among citizens, enabling them to recognize,
understand, and navigate the online environment
in a secure and responsible manner, amid cyber
threats that are increasingly pervasive and closer to
everyday life.

In my capacity as the Chairman of the NCSC, | wish
to commend and extend my encouragement to
the executives and officials of the NCSA for their
dedication in carrying out this important mission
to strengthen national cybersecurity and to build
tangible public confidence. | sincerely hope that this
Annual Report 2025 will prove beneficial to all sectors
in advancing their respective efforts and in collectively
driving forward the nation’s cybersecurity mission.
Such efforts constitute a vital mechanism in fostering
a secure and resilient society and in strengthening
Thailand’s cybersecurity standing at the international
level on a sustainable basis.

S S

(UngWwWauu SsnaUs:ns)

Mr. Phiphat Ratchakitprakarn
SOVUNYNSIUUAS
Us:s1unssunIsnIsSnuALLUAY
Uasanslsiuosnkousa (nuv.)
Deputy Prime Minister
Chairman of the National Cyber Security
Committee (NCSC)
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QUOTE FROM THE MINISTER
OF DIGITAL ECONOMY AND SOCIETY

Chairman of the Cybersecurity Regulating Committee (CRC)
and Chairman of the Committee Managing the National Cyber Security Agency (CMSA)
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The National Cyber Security Agency (NCSA) plays a pivotal role in strengthening coordination
across the public sector, the private sector, and society at large to ensure that Thailand
remains well prepared to address increasingly complex and rapidly evolving cyber threats.
This is particularly significant in an era where Artificial Intelligence (Al) is being deployed both
as a driver of innovation and in ways that may present new risks.

The Government places high priority on enhancing human capability and reinforcing national
cyber infrastructure, while deepening cooperation with international partners to advance
Thailand’s cybersecurity framework in line with internationally recognized standards.

Moreover, to ensure that people can participate in the digital economy with confidence
and security, the Government remains firmly committed to the comprehensive prevention
and suppression of cybercrime in all its forms - from scam networks targeting the public
to malicious actors seeking to compromise the nation’s critical infrastructure. This has been
designated as a national agenda requiring sustained and decisive action.

In the forthcoming fiscal year, the NCSA will intensify its proactive efforts, with a focus
on strengthening capabilities in cyber monitoring, prevention, and effective incident response. ’ ’
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urelsssun Savou o—_
STUUOEINNSNS:NSIVADINAINDIFSUTADIIA:FOAL
Tunu:Us:sunssuMsUSKIsaUNvIU
AtU:NSSUMSMIsSnANULUAYUaDanelsIuas (Nua.)

ifuUs:s1unsUs:yu NUE. ASHA 7/2568 (30 QaTAW 2568)

Mr. Chaichanok Chidchob

Minister of Digital Economy and Society,
Chairman of the Committee Managing

the National Cyber Security Agency (CMSA),
presided at the CMSA Meeting No. 7/2025
held on 30 October 2025.
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SECRETARY-GENERAL

OF THE NATIONAL CYBER SECURITY COMMITTEE

Committee and Secretary of National Cyber Security Committee (NCSC),

Cybersecurity Regulating Committee (CRC), and

Committee Managing the National Cyber Security Agency (CMSA)
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Throughout FY 2025, the National Cyber Security
Agency (NCSA) has carried out its mandate under
the guiding concept of “Team Thailand for
Cybersecurity,” a commitment articulated in the previous
Annual Report. This concept has since been translated
into concrete action and has become a central pillar in
mobilizing and integrating the collective efforts of all
sectors in a tangible and coordinated manner for the
benefit of the nation.

At the global level, the threat landscape continues to
intensify. According to the World Economic Forum
(WEF) Global Risks Report 2025, misinformation
and disinformation have emerged as the world’s most
significant short-term risk. Meanwhile, cyber espionage
and cyber conflict remain critical risks in both the short
and long term. These developments inevitably have
implications for Thailand, in addition to the growing
impact of online crime on the public. It is therefore
imperative to adopt an integrated and collaborative
approach, rather than relying on the efforts of any
single agency alone.

Accordingly, “Team Thailand” is not merely a concept,
but a commitment translated into concrete action.
Throughout the past year, the NCSA has prioritized
coordinated efforts in the national “War Against
Scammers,” undertaking proactive operations to restrict
fraudulent channels and to suspend a significant number

of suspicious accounts and pages. At the same time,
the NCSA has strengthened the sharing of threat
intelligence through the MISP platform, facilitating
extensive exchanges of Indicators of Compromise (I0Cs)
to enable all relevant agencies to detect and respond to
threats in a timely manner. Concurrently, the NCSA has
continued to enhance cooperation both domestically
and internationally, signing multiple Memoranda of
Understanding and building a robust network of
partners to elevate the nation’s overall cybersecurity
capabilities.

Against the backdrop of a rapidly evolving cyber threat
environment, the NCSA has focused on laying essential
foundations for the nation’s future digital security.
This has been pursued through the development of
necessary standards, guidelines, and governance
mechanisms. Notably, the NCSA issued the country’s first
“Al Security Guidelines” to promote the secure use
of artificial intelligence. In parallel, preparations are
underway for the introduction of key new standards,
including Cybersecurity Guidelines for Operational
Technology (OT) Systems and Security Standards for
loT Devices, which will serve as foundational frameworks
for 2026.

In addition, the NCSA conducted the national-level
exercise, Thailand’s National Cyber Exercise 2025
(NCX), to continuously strengthen the preparedness of
government agencies and relevant sectors. At the same
time, the NCSA has advanced the development of the
ASEAN-Japan Cybersecurity Capacity Building Centre
(AJCCBQ), with the aim of elevating it into a fully-fledged
regional hub for cybersecurity capacity development
in ASEAN.

The outcomes of the collective efforts under “Team
Thailand” over the past year have been clearly reflected
in the country’s tangible progress, as well as in the
strengthened institutional capacity of the NCSA itself.
The NCSA achieved a higher score in the Integrity
and Transparency Assessment (ITA) and received
strong results in external organizational evaluations,
demonstrating effective management, transparency,
and governance.

On behalf of the NCSA, | wish to express my sincere
appreciation to the regulators, critical information
infrastructure entities, public sector, private sector,
civil society, and all NCSA officials for their unwavering
commitment in advancing this mission. In 2026, the
NCSA will remain firmly dedicated to enhancing the
nation’s readiness in fostering a “Safe, Secure, and
Trusted Cyberspace for Thailand,” for the utmost
benefit of the people and the country as a whole.

waoxmAad (O o\
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Air Vice Marshal Amorn Chomchoey
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Secretary-General of the National Cyber Security
Committee (NCSC)
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International cooperation remains indispensable, as cyber threats are expected to
continue intensifying. Lessons learned from incidents abroad provide valuable insights
that strengthen Thailand’s preparedness for the future. Accordingly, the NCSA must play
an increasingly pivotal role in overseeing service providers and relevant organizations to
ensure a resilient and secure digital ecosystem. ’ ’

urgUnsai sssulsou

Mr. Pakorn Tummaroad

Expert Committee on Legal Affairs
NSSUNISKHNSYAUIAT AUNAKUIEY )
AfU:NSSUNISUSKIsatinouAnuznssumMsnis$nunAdwluavUaoaneluiuas

Expert Committee on Legal Affairs, Committee Managing the National Cyber Security Agency
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One of the most pressing challenges is meeting the rising expectations of the public.
Looking ahead, we must further strengthen engagement with the private sector.
The NCSA has cultivated meaningful, mutually beneficial partnerships, and through deeper
integration and closer coordination, these collaborative efforts will deliver even greater
and more sustainable outcomes.
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Air Vice Marshal Amorn Chomchoey
|au1§msntu:nssumsms§nu‘m:nuﬁ"un\)Uaaoﬁdwuas'uK\)mﬁ
Secretary-General of the National Cyber Security Committee
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In a world of increasingly complex and rapidly evolving cyber threats, collaboration
across government, the private sector, academia, and the public is indispensable.
The NCSA serves as the central driving force in uniting and coordinating national
capabilities, optimizing the use of resources, strengthening our defenses, and laying
a strong foundation for a secure digital future. ’ ’

waas §s3cl Snensad
Major General Teerawut Wittayakorn
sovIaUIENIsAtUSSUNIsNIsSnIALLUAYUaDaAETsIUDSIKOBIG
Deputy Secretary-General of the National Cyber Security Committee
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The NCSA’s mission extends beyond strengthening regulators, Clls, and government agencies.
We must elevate Thailand’s entire cybersecurity ecosystem. A vital component of this ecosystem
is the private sector - spanning cybersecurity research and development, technology, innovation,
and services. Thai enterprises must be empowered to compete internationally, thereby helping
to reduce the digital trade deficit. With modern policies, forward-looking strategies, and adaptive
cyber plans, Thailand can build a resilient ecosystem capable of addressing both current
and emerging cyber threats. ’ ’

WE29ANEASIVISY QS.05INSNT WSKUINS
Assistant Professor Dr.Waraporn Promwikorn

WddslavIENIsAINssUNIsMsSnuALLuAvUasanelsiuaSIKosNG
Assistant Secretary-General of the National Cyber Security Committee
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Our enforcement authority remains limited; strengthening it would significantly enhance
the effectiveness of our operations. As a public organization, we are able to offer competitive
compensation compared with the civil service; however, our officials must ultimately be guided
by commitment and a sense of duty to the nation, rather than by financial considerations alone. ’ ’
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Mrs. Kingnapa Bangchuad

W¥dslavIEMsANssUNIsSMsSnuALLuAvUasanelsiuosIKsnG
Assistant Secretary-General of the National Cyber Security Committee
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Over the past several years, the NCSA has faced considerable constraints in both manpower
and budget. Nevertheless, these limitations have never been regarded as obstacles. Instead, they
have strengthened our resolve to work more effectively, particularly by deepening collaboration
with government and private-sector partners to advance critical national cybersecurity priorities.
These sustained efforts have laid a firm foundation for meaningful and lasting transformation,
delivering tangible benefits to Thailand’s economy, society, national security, and the well-being

of its people. ’ ’

Waa1INAAS 9100 AK:ADVAD
Air Vice Marshal Jadet Khuhakongkit

WEduIavISNIsANSsSUNISNIsSNvIANLLUAYUasonuTsIuDSIKVEE
Assistant Secretary-General of the National Cyber Security Committee
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~Uss3annuiduun
HISTORY

anus. 1nadusinadusnduisvdoulunissuiio
AeAnAWTsIVaSAsUIISVIUIa:dLNadanIUTUAY
YovyIa IKaNsadnvluUs:INANa:dNvUs:INAa:Rau
TRIRUSSIGRVEKUDEIUNAAIUAILTUAYTSIUDS
agwidus:uu Foutlugnisasws:ssUyeganIssn
ANUUUAYUananulsiuas w.A. 2562 Woasivnaln
AunisUavnu Sulo llazus:anuvius:ausna

ikabudipalaitis (2550) :
n1sTouddos DDos ASVTKA
rIKs:UUABUWIIADSUDVUSINFA
13:USNISNIVMSIDUKE QBN
Tuaursalkusnslakargduank

The establishment of the National Cyber Security
Agency (NCSA) arose from the urgent need to address
increasingly severe cyber threats that have had direct
impacts on national security. Cyber incidents, both
domestic and international, highlighted the necessity
for a centralized national authority responsible
for cybersecurity in a systematic manner. This led
to the enactment of the Cybersecurity Act, B.E. 2562
(2019), which aimed to create a national mechanism
for prevention, response, and coordination.

unisgudAtyaInfganAIUNIV[BIVDS
Key Lessons from Cyber Threats -©

Estonia Cyber Attacks (2007)
Large-scale DDoS attacks targeted Estonia,
rendering nationwide computer systems
and financial services unavailable. Essential
services were disrupted for several weeks,
demonstrating the significant impact of
cyberattacks on national infrastructure.

nsed WannaCry (2560) :
andsiiuu Ransomware 101sKadola
na:5enAln lau(3Bovlks EternalBlue
uu Windows Toud 150 Uszin 1dugn
ADWEATYYoLNNSAUIQQSUU
lla:nsdsovdona

WannaCry Incident (2017)
The WannaCry ransomware exploited

the EternalBlue vulnerability in Microsoft
Windows systems, encrypting data and
demanding ransom payments. The attack
affected more than 150 countries,
underscoring the critical importance of
timely system patching and data backup.

Stuxnet 2553 :

Uainsiuu WORM fAl55ovlk3 Zero-Day
19:5:UU SCADA/PLC i3onu3duduikg
RasoAnuiderialRaulasvms
UD1IA3USUDVIKSIU l1a:QNUDYI
iJua13sadniadoisnuavian

Stuxnet (2010)

Stuxnet was a worm-type malware that
exploited zero-day vulnerabilities to
infiltrate SCADA/PLC systems. It is widely
believed to have caused damage to Iran’s
nuclear facilities and is regarded as

the world’s first known digital weapon.

Us:inAlng : ikgmsaifuds:uu
MsIKUSNSAGIATYGEL 9
nmeluds:inAlng dowalkinanissolka
yovdoyadouunna la:1fuduasuaw
NBYINSSUNMLIBIUDS NMSKaonadv
niudodvauooulad

Thailand

Cyberattacks on critical service systems
in Thailand have led to personal data
breaches and served as the starting point
for various forms of cybercrime, including
online fraud on social media platforms.
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nsgns:duaduuAvlasanslsivos ——
CYBERSECURITY ADVANC

= Asin National
Cybersecurity Exercise 2022
i0unsvisnyavUs:inflng

A
-

U First National Cybersecurity
\ Exercise 2022 conducted
2564 in Thailand
= ASINNKUIBWS:SIBUTYJa 2021
mMssSnuAULUUALYUaDOMY * N1SYQAVNAU Thailand
Tsiuos w.A. 2562 msSado anlis. CERTs Community
Enactment of the | Establishment of

] Establishment .
Cybersecurity Act B.E. of the NCSA the Thailand
2562 (2019) CERTs Community

* MS9aAv National CERT
na:in1sloudns ThaiCERT
910 ETDA 11K a@nu.
utl 2566
Establishment of the National
CERT and transfer of
ThaiCERT from ETDA to
NCSA in 2023

N—o

AsAIKua Regulator lla:
KU28VU Critical Information
L — Infrastructure (CII)

Designation of Regulators

t:-nll"J
O—-m-.
el

and Organizations of Critical
Information Infrastructure



= n1s9adv Center of Excellence

dudsnisadubuAvUananelsiuas

Establishment of the Center
of Excellence in Cybersecurity

= Asiln National Cybersecurity
Exercise ovsau 3 U
Conducting the National
Cybersecurity
Exercise (3-Year Cycle)

* MISICGVAY ASS. la:MSAngou
1038usuijonisAnAIUNIVIBILDS
s:auus:inAfus:ausoiso
nas3nqa
Establishment of the CIRC
and preparation for
managing severe and
critical national
cyber threats
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= Us:inAlnaldsu
Asdasudun 7 Tudsi
ANWUUAvYUasanslsiuas
s:dulan o1nAvKuQ
194 Us:IinA GogA:iiuU 99.22
970 100 A:liuu
Thailand ranked 7t in
the Global Cybersecurity
Index (GCI) out of 194
countries, scoring 99.22/100

= gns:auneAnAIuOINIRDUQAIDU
i0usigAnANLlsIUDS
fus:dusensv
Elevated Mobile Banking
Trojans as an ‘Incident
at a Critical Level’

= ThaiCERT [dsunisgousu

o‘oc%\)qusisauvglz‘iaav1tyn1s5a‘a
IWoAdwUuAYUasanielsiuas
nKkoUs:InAlne (FAvds.)
Establishment of the national hub
of cybersecurity research experts
(Thailand Hub of Talents in
Cybersecurity Research - HTCR)

aanUs:mAZov L1asgU
misSnuAULUALUaDOAY
dsuiSulud w.A. 2568
fikuauasyududa
duAdwuAvUasanelsiuas
dksuisulsd

Issuance of the Website
Security Standard, B.E. 2568
(2025) establishing minimum
cybersecurity requirements
for websites

U
2568
2025

10uaundnuov FIRST na: AP-CERT
ThaiCERT is recognized as a member

of FIRST and AP-CERT

= MSYaAL Sectoral CERT ASUNN Sector
Establishment of Sectoral CERTs across

all sectors
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NCSA DNA

NATIONAL :
I0uovAnss:aUKIATKUIN
JulndaullazasvAULIUAY
Uaoangluiuasuoous:ine
nazdufgugnavAILSIUDD
KU2gvLIUNIASTIIAIDNBU
nonglunazcnvus:ing

COMPETENCY/
CUSTOMER CENTRIC :
dovijvweuunlRiduavdns
aussnu:go fus:aukuosvIu
lIla:s:auyAAa Yolidunisusnis
TRUs:InF Us:s1su Regulator

na: Cll ifiaAuUs:AUR
IAUAIAKID

STRONG/SYNERGY :
cTa\)ltTuuﬁ\)daanmuawLTnﬁ
winriavlunisuguakinn

AGILITY :
dovdAdIWAEDVD
wsausudannAuIlaguivav
la:nnAUAINTY

Acting as a national-level
organization which is responsible
for advancing cybersecurity in

the country and serving as

a central hub for domestic and
international collaboration between
government and private agencies.

Focusing on developing NCSA

into a high-performance
organization at both the
organizational and individual levels.
Focusing on serving the country,
people, Regulators, and Clls to
impress and exceed expectations.

Showing strength
and synergy to fulfill
responsibilities.

Operating with agility,
adapting to changes
and challenges.



National Cyber Security Agency ANNUAL REPORT 2025 || 29

ANSYUINADUDVANS
Organizational Management

= N1SasvAIIUSIUDD

= MsSYaruIasyIu IUdURUaNISSN
A WUUAYUaoanelsIuDS

= Building cooperation

= Setting standards and guidelines on
cybersecurity

TIER 1

= msduindouulsuy WU W1asyuiia:
||uaUﬁJﬁmss‘nuwmwuﬁunwaaoﬁdﬁluas’

= msdviasuviudvedruadIuiuavdanany
Tsivas

" MISWAUUNIQANUENUISOKUIEVIUNGUITNKUNY

= NSYNS:AU ThaiCERT

= MsasvMssuia:nisas:KunSRAuUs: 15U

= MSWQUUNDVANSEaUssauU:go

= Driving forward cybersecurity policies, plans,
standards, and practices

= Promoting cybersecurity research

= Developing the capabilities of the targeted
organizations

= Elevating ThaiCERT

= Building public awareness and education

= Developing the organization to be high
performance

MSWaUUNIa:ens:auNISSNBIAULUAY
JaoanelsiuasuavusiinAcmuuiasgiuaina
Developing and elevating Thailand’s cybersecurity
capabilities to meet international standards
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walon aIgwa UNAWIEUSE
$7UUAE3INSNS:NsoVNanTKky
General Nattapon Nakpanich
Minister of Defence

ungUs:Idsy YUNSSIVNDY
SYUUASININISNS:NSIVADIA
IWoIAsugARIa:dvAU

Mr. Prasert Jantararuangtong
Minister of Digital Economy

and Society

ulgadsw avadn
Jaans:nsovnisnav
Mr. Lavaron Sangsnit
Permanent Secretary,
Ministry of Finance

Us:ssaunssunis

Chairman

nssunislagdkLv
Committees by Position

nssunIsIaziavIuNs
Committee member and Secretary

Wa21INAAS dUS BUIBY
1AUISNNSATUNSSUNIS
mssnuANuiuAvUasany
Tsiuasukosa

AVM Amorn Chomchoey
Secretary-General, National

\Egber Security Committee

ungUs:1asg YUNSSIvNaY
sovVUNYNSTUUAS
O Mr. Prasert Jantararuangtong o

Deputy Prime Minister

uvowodanin dazlesu
Jaans:nsovgasssu

Mrs. Pongsawat Neelayothin
Permanent Secretary,

Ministry of Justice

wadhsaoion NadSY WusIWusS
WUEYBINSANSIDIKLBIA

3| Police General Kittirat Phanphet

Commissioner General,
Royal Thai Police

uNgAASHY UIVBIQ
1aUNENSANIADULUADIKLEA
Mr. Chatchai Bangchuad
Secretary-General,

National Security Council
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ARUTASSUNIS

nssSnunAdLluAvUaaanelsivasSiKvsa (nUY.)

NATIONAL CYBER SECURITY

COMMITTEE (NCSC)

as.UStyty Kouloun
dunssnuAULUAY
Jasanalsiuas
Dr.Prinya Hom-anek
Expert Committee on
Cyber Security

waion ulu usinuy
duinalulagiansauiniia:nisdoans
General Mano Nuchkasem
Expert Committee on Information
Technology and Communications

wWudnsoo19n fyrtuwa Svdiu
AUSFDNSSUANEQS

Police Colonel Yanpol Yungyuen
Expert Committee on Engineering

NSSUNISNSYAIC]
Honorary Committees

as.lwyad ausiryleyifesa
AuNKUIY

Dr.Paiboon Aamonpinyokeat
Expert Committee on Legal Affairs

U315y Auan iy
Aa1uNsIvu

Mr. Vichate Tantiwanich
Expert Committee on Finance

ugnIwWNsUaUNS NSWaauysi
Auanssugy

Dr.Bordin Sapsomboon

Expert Committee on Public Health

SOLANEASINSY
as.Jfisiu Sauungns
AUAWAUWUSS:KIOUS:INA
Associate Professor
Dr.Panitan Wattanayagorn
Expert Committee on
International Relations
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uv1nds deun:sd
Jaans:nsovnisaivus:ine
Mrs. Eksiri Pintaruchi
Permanent Secretary,
Ministry of Foreign Affairs

UNgBYSSSL WSKUFS
Jaans:nsovAuunAy

Mr. Chayatan Phromsorn
Permanent Secretary,
Ministry of Transport

AFASISTWIAY

SAus] JAufasoassa
Udans:nsovasaialfsugiiola:avau
Adjunct Professor

Wisit Wisitsora-At

Permanent Secretary, Ministry

of Digital Economy and Society

ungUs:1asy auguus:1asy
Jaans:nsoowaoviu

Mr. Prasert Sinsukprasert
Permanent Secretary,
Ministry of Energy

ungAasTY uvBdQ
[AUIENSANIAIUTUADIKLENG
Mr. Chatchai Bangchuad
Secretary-General,

National Security Council

Us:ssaunssunis

Chairman

ungUs:aSy YUNSSIVNDY
SOLUNYNSTUUASIA:STUUASINNISNSNSIVAINAIWDIASBIARIIA:FVAU

O Mr. Prasert Jantararuangtong O
Deputy Prime Minister
& Minister of Digital Economy and Society

nssunislagdiiKkuv

Committees by Position

uNgassBud duwussau
Jdans:nsovukialng
Mr. Unsit Sampuntharat
Permanent Secretary,

Ministry of Interior

urenwnglonia nsgn3uwo
Jaans:nsovansistugy

Dr.Opart Karnkawinpong
Permanent Secretary,

Ministry of Public Health

wadnsovlon Nadss Wusiss
WUEYBINSCSIDIKLBa

Police General Kittirat Phanphet
Commissioner General,

Royal Thai Police

walan nsvang KUuAna
WUYsINMSNKISavaa

General Songwit Nunpakdee
Commander-in-Chief

of the Armed Forces

ugguad gasseunuuri
WOU2EMSEUNUIINSOVIKLBA
Mr. Thanut Suvarnananda
The Director of National
Intelligence Agency
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wadhsoTn vuiies wussu
dumssnuAULUALUaaanslsiuas
Police Lieutenant General
Montien Pun-im

Expert Committee on Cyber Security

SoVANEASI91sd 0s.982VA gula
AudFdNSSUANEQS

Assoc. Prof. Dr.Atiwong Suchato
Expert Committee on Engineering

ung3ny sauns
RI1MssuAsKoUs:nAIng

Mr. Vitai Ratanakorn
Governor of the Bank of Thailand

SOVANAASIDISY

QS.WSDUVA yusias:na
1aUNSNsAUNVIUALUNSSUNIS
AnNuKannswella:aalakannswel
Assoc. Prof.

Dr.Pornanong Budsaratragoon
Secretary-General, Office of the
Securities and Exchange Commission

unglassad 55e:Asna

SOVIAYISNNS SNUVINISIINUIAYISNNS
ALU:NSSUNISADNNSNS:DNYIFLD
AomsinsAAL Ia:PMSINSALLNALIKDEA
Mr. Trairat Viriyasirikul

Deputy Secretary General,

Acting Secretary General, The Office
of the National Broadcasting and
Telecommunications Commission

of Thailand
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ASUNSSUANNS

naduAdwluAvUasanslsiuas (nnw.)
CYBERSECURITY REGULATING

COMMITTEE (CRC)

NSSUNISNSYAIC]
Honorary Committees

urguniAa IKdovnav
AunnKUIY

Mr. Pakasit Luangthong
Expert Committee on Legal Affairs

ANE0S191s8 as.gABUIU JVAadaa
duinalulagansauindiia:nisdaans
Prof. Dr.Yodchanan Wongsawat

Expert Committee on Information

Technology and Communications

nNssUNISIiaziavIuNSs
Committee member
and Secretary

Wa2INAAS dUS BUISEY
1AUIENSATU:NSSUNIS
mssnuANULTUALUaDanY
Tsivasikoma

AVM Amorn Chomchoey
Secretary-General, National

\Cgber Security Committee
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Us:ssaunssunis

Chairman

ungUs:1asg YUNSSIvNaY
SOLUNYNSTUUASIA:STUUASINNISNSNSIVAINAIWDIASBIARIIA:FVAU

nssunislagdiiKkuv

Committees by Position

O Mr. Prasert Jantararuangtong ©
Deputy Prime Minister
& Minister of Digital Economy and Society

AEASISTWIAY

SAus) SAufasassa
Jaans:nsovadna
IWoIASUYADIE:EOAL

Adjunct Professor

Wisit Wisitsora-At
Permanent Secretary, Ministry
of Digital Economy and Society

uwNWasIdy VoAAdUY
25udnsuUYdnaL

Mrs. Patricia Mongkhonvanit
Comptroller - General,

The Comptroller
General's Department

AssuMISliaziavnuns

Committee member and Secretary

WaoINAQS auUS BUILY
1AYISNNSATUNSSUNIS
mssnuANuiuAvUasany
Tsiuasikosa pii
AVM Amorn Chomchoey £
Secretary-General, National j
Cyber Security Committee

as.Ug3aul AdsSny
1aUNISMSAUENSSUNNS
dnsisNIswalsau

Dr. Piyawat Sivaraks
Secretary General, Office

of the Civil Service Commission

uaddDUWN 1DBBIBI:
1AaUISNMISALUENSSUNNS
WOJUNSEUUSIBNNS

Ms. Onfa Vejjajiva
Secretary-General,

Office of the Public Sector
Development Commission
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ANUTNSSUNISUSKIsEUNVIUATUNSSUNTS
nssSnuAMUDUAvYUasanslsiuas (nud.)

ITTEE MANAGING THE NATIONAL
CYBER SECURITY AGENCY (CMSA)

Qs.3gsu: Jaswus
dunssnuAULUAY
Jaoanglsiuos

Dr. Chaichana Mitrpant
Expert Committee

on Cyber Security

SOVANAASIDSY

dsAnd avouwoyd
duinalulagiansauinFiia:msdoans
Assoc. Prof.

Surasak Sanguanpong

Expert Committee on

Information Technology

and Communication

UNgaNKUNY anvauusny
AUIFSUYANEQS

Mr. Sommai Lakananurak
Expert Committee on Economics

NSSUNISNSYAIC]
Honorary Committees

SOLANEASINSY
QS.29UWVA UVAADTY
audoaumaas

Assoc. Prof. Dr.

Jomphong Mongkhonvanit
Expert Committee

on Social Sciences

urgUnsai sssulsou
AuNKUIY

Mr. Pakorn Tummaroad
Expert Committee on Legal Affairs

as.aandad ns:iassa
AIUUSKISSSTD

Dr. Ladawan Krasaechol
Expert Committee on
Organizational Administration
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NISIU1ISIUUSIYUYDYD NUA.
Us:o1UvuuUs:uieu 2568

PARTICIPATION IN THE MEETINGS
OF THE CMSA FOR FISCAL YEAR 2025

AsoA RIS A LRERTT) $o8a:uoVRITISIV
Meeting No. Participants Absentees Participation Rate (%)

7/2567 12 0 100
1/2568 12 0 100
2/2568 12 0 100
3/2568 11 1 91.66
4/2568 11 1 91.66
5/2568 11 1 91.66
6/2568 10 1 90.90

Soga:yavduduUNISUs:sUInSSUNISITIUSEY

$owa: 80 Julu $oga: 100

Percentage of committee members’ meeting attendance: 100 percent

At least 80 percent

KUPIKQ :
Notes:
1. UssmAldvdvnssunsynsvAnuciiu nua. IBa3UR 24 nUANWUS 2568
The appointment of qualified CMSA committee members was announced on 24 February 2025.
2. nsoumisUs:DUBLAMSUKIBU fKkualk $oea: 90 yovnisUs:yl nud. Tusau 1 U 9:dovdavAus:yw
Tutasnnsowa: 80 JulU KaAaidu 10 AUBUTU
According to the Public Organization Act, committee members are required to attend at least 90 percent of CMSA
meetings within one year. Attendance of not less than 80 percent or absence of no more than 10 percent is
considered compliant.
3. msUs:uuAnunssuMsiusau 1 U dovimsus:sulutiosndn 1 ASo AlUGRNEUSKIS (IaundnsH) $ouUs:suaoy
In one year, the committee must hold at least one meeting, excluding meetings in which only the Secretariat
(Secretary-General) is present.
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AtUNSSUNISIIatAtUsoUNSSUAIS
COMMITTEES AND SUBCOMMITT

APPOINTED

/ O_)
ﬂﬂj:ﬂSSUﬂ'\SOSDOE‘OUﬂ'\HTU
SOLANEASIDNSE 0S.00UWVA LVAAdTY Us:s1unssums
SOVANEASINSY as.landcld Inegolsou NSsUNIS ] Q ]

uvWanaanuad gAINUUIVA ASSUNNS
UNYaN2IAU SSSUFAS ASSUNS a A a

Waudensgassvdaumeiu lavunIs ] u u

S S W N

AU:DUNSSUNISAIUNNKUIY (NNW.)

1. ungUnmAa Ikdovnov Jszsauaunssuns

2. wachsaoln uuifigs Wusaw aynNssuNIs

3. SOVANEASINSY 0S.00IvA dula 2UNSSUNNS "

4. Maasosy as.gABUU d0Aadad auNssUNS

5. UNYNSWES IIFVIND 2YNSSUNIS

6. UNg¥IYTY VILDD 2UNSSUMS

7. WUIDN dUSUN Woud 2UNSSUNS —— M)

8. ULENDIBYNIYdU WOIUWUSTY auNssuUMS —
WINUEIUNLIUALUNSSUNISNOURM

9. uvandastl Wnanav 2UNSsSUNSIaIaYIUMS
WaudgNSEUNNNKUIY anuy.

10. ungodAs wuasau UNSSUNISIIa:Wy281auIuNSs

NKINANGUIBIBWIAW:
AUNNKUIY anus.

V7
nm:aqnssumsd‘lunQKma (nua.)

1. uweunsad sssulsod Js:sauaunssunis

2. wwsnln Inwdeyayn aunNssuUNS
WINUEIUNLIUALUNSSUANSNOURM
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VISION AND MISSION
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Uaoanehsiuasuovus:inFRGUs:ENSMw wSouaauauon
doftsAnmulsiuosnnia

0-0

threats.

lauanuznazguindauulguignnugnsAlaas
Ia:USUUSLNNKUIE 31028N1SSNBIAIILLTUAY
Uasanelusiuag sounvAnudvemKuaiusniv
pIasIIU WIasniIsiIAgddovikaoandoviu
anumsainvludonuulia:auina

Recommend and implement strategic policies
and plans to improve cybersecurity and laws, and
conduct research to establish standard guidelines
and relevant measures aligned with current and
future conditions.

10ugudnalvfunisus:aiupdiusouibo
SOUNLELIASY aduaUUNasEI8IKdaKUIEOIU
nAsgiazionsu Avfuus:inAna:divus:ine
IWonssnuANULUAvUasaselsiuas

Act as the central hub for collaboration, as well
as promoting, supporting, and assisting national
and international public and private agencies for
cybersecurity.

&3
p.

18]

To be a leader in driving effective national
cybersecurity management in Thailand and always
be ready to respond to all dimensions of cyber

fNU Qiia IS0 Aaau 31AsTK
Us:udawa 1vvidou na:uguanis
Wolavnu Sulia 1a:aandWIBY
MNnABANAIWMDIBIUDS

Regulate, monitor, analyze, process,
and notify, while conducting
operations to prevent, respond
to, and mitigate risks arising from

cyber threats.

INSIWSADIUS ADWIT R lazaluayU
NISWAUUIUAAINSAIUNISSNU
A WUUAYUaaanslsiuas
Disseminate knowledge, foster
understanding, and support the
development of cybersecurity
personnel.
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TEAM THAILAND FOR CYBERSECURITY
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TulanadnanneaAnAulsiuasN3AWBUTDUNIATIUWSUIIAU NMSESIVAIIWLUAY
UananislsiuasiiotndiEolddosnsdnitunIugavKUevIUTaKUDEUKTY
IWELAIWY KINIAADVIAADINNISWUNNNaYSIUAU 10U “Team Thailand”
AKaoUSIUWAL ADWIBYIBINY la:nSwennsyavnnnAdou TRUs:INAlNg
awisnlovnu Suido na:WuddonisanAulsivasidogivsaiss

In a digital era where cyber threats are increasingly complex and transboundary,
strengthening cybersecurity cannot be achieved by any single agency alone.

It requires collaboration across all sectors, known as “Team Thailand,”

which brings together collective strength, expertise, and resources from every
sector to enable Thailand to prevent, respond to, and recover from cyber threats
swiftly and effectively.




TEAM F..-..-y-,a-ﬁ LA FOR
CYBERSECURITY

A

§ L m==——==lm N\
~ pns:auAuUaaanelsivasuavya
I aonwidgodoyassika & mshud
P 1lasuasvs:uudnannulasanslsiuas
SO T
N\
nnrhgus: a"lum"lus:)uualwasuuanuh|Uasnzjuuauua :SUISY 15U
msTaumm\)mnun uauas:ﬂha la:gayaifi
0 |
7 A
- w\\

=

nAsY niARNYU nANISANW @IE:EDU‘\{\J undve Us=usu

] Public sector Private sector Education sector Experts Researchers General public

fioNsSsUNNauUsy
fonssulidviu ﬂ
U170 - lla:asvANUasKUNS

TmuTnaTunnmnaau
aswun]muasuaaww NS S

111




52

“TEAM THAILAND FOR CYBERSECURITY” ©
Five Strategic Pillars Driving the
“TEAM THAILAND FOR CYBERSECURITY"”

Tulvuus:Itu w.A. 2568 T ddnviuanunssuNIsMsSnuiAUTUAvYUaDaAeTsIuaSIKOEa @NUs.)
IduKUiNgUIndouNIsAINETdIudAQ “Team Thailand for Cybersecurity” Wiunagns 5 Giukan

s19vuUsHU 2568 dUNVIUANUENSSUNISNISSNUIAULTUAYUaaAslsIUaSIKOBNG

nagns 5 a1u JuinaauludAa

N1SJUIAADUNAIYSUINIS
Kusgviuningduov
Tkaoandoviuuloungaiwuluanis
F1drenssnunANuUUAvUanaielsiuas
W.F. 2565-2570

Policy Alignment and Integration
Driving and integrating relevant agencies
to align with the Cybersecurity Policy
and Action Plan (2022-2027).

AsIdsudasvia:waundanNuaiulsa
U2vUAAINS avAndUS lazinalulag @aaandov
dognsmaash 1 aswdanduauisaflumssnul
A WUUAYUanaselsiuasuavUs:INA

(Unans avAAIWS la:inAlulad) (Capacity)
Capacity Building

Enhancing and developing the capacities of
personnel knowledge, and technology in
alignment with Strategy 1: Building the Nation’s
Cybersecurity Capabilities (Workforce, Knowledge,
and Technology).

ANSIASUAas1VAIUSIVIDSIKIVKLUDYLIU
ds10IASUNYAIUSIUTIDSKITVKUDYLIUNTASY
ANAIPNBU I3:0VANSSIKIVUSINA INDINSIUAUWSDU
Tumssudamvlusiuas aoandovdagnsmaash 2
yseunmisawsoudaiiolassunduwsaulunissulo
nvlsivasia:NuAuganwunald (Partnership)
Partnership Development

Strengthening collaboration and networks among
government agencies, private sectors, and international
organizations to enhance cyber preparedness,

in alignment with Strategy 2: Fostwering Partnerships
for Cyber Incident Response and Resilience.
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In Fiscal Year 2025, the NCSA continued to advance its mandate under
the “Team Thailand for Cybersecurity” approach through 5 core strategic pillars.

nsdviasuadiuwsauiumsiudiu
s:uulAsvaswWUTIUEAYNENSaUINAla:
s:uUUSMSNASY IRnauganiwunaldogvsoalso
Uaoanw lla:Aunan @aandavdagnsAaash 3
asousnmsnasgiia:lasvasvwumuaAty
nvansauinAfRAWduAvUaaanslsiuas
na:WuAuganwunald (Resilience)

Resilience Enhancement

Promoting preparedness to ensure the rapid,
secure, and timely recovery of critical information
infrastructure and government service systems to
normal operations, in alignment with Strategy 3:
Strengthening the Cybersecurity and Resilience
of Government Services and Critical Information
Infrastructure (Resilience).

NNSASIVANYNIWYDVKUDYVUS:GUBNG
la:KUoELIUS:AUNIAEIU (Sector) TROAUNWIAS
UNASTU d00AADVCDYNSANEASH 4 aSIVANINTWIDY
KUDVLIUS:AUKATRDATUNIWIA:UNASTU (Standard)
Standardization and Quality Improvement
Enhancing the capabilities of national and sectoral
agencies to meet quality and international standards,
in alignment with Strategy 4: Enhancing the Capacity
and Standards of National Agencies. ]
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AoANAUTGBLUDSU
OVERVIEW OF CYBER THREAT
LANDSCAPE IN 2025

Us:inAlneaglusavuavnis “idaguniudsna” agviGusuiiuy
lagisvuns:uunandd nasivaunivina (Remote Work) ia:nsfidauinasita
Tunnav (Internet of Things:loT) 1WA EIuNIASTIAIDNBUDEIVNIVYI
nsIUagurWiudLNadEIYTUINADUIASUTNDGINANA:IWUUS:ENSN W
A1sAITULIUYDYOVANS IdUnUzIGEINUARIKAUIZEYAIUAIULUAY
Uaoanglsiuasuavus:inAvgnadauindu lagfut 2568 nualiunislhhudlsivos
DAUBUSauduagvTUud AnyIloIRsUAUTRDUKUN

Thailand is undergoing a full-scale digital transformation, with the accelerated
adoption of cloud computing, remote work, and the Internet of Things (loT) across
both the public and private sectors. This transformation has driven the growth

of the digital economy and enhanced organizational efficiency. However, it has
also significantly expanded the nation’s cybersecurity risk landscape.

In Fiscal Year 2025, cyberattack trends became notably more complex compared
to the previous year.
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Cyber Threats in 2025

nslbuddreldymyius:aud
na:dad>ngan1vavAy

o1y Inslsiuasinuoliuld Generative Al @310
dond1w 3iwa 139V na:3dlo Deepfake AaUDIL
riRikdoravidona:gnkaanldviedu nisloud
suuuto:gnunlulduasudaibuguskisKiounnadty
iiokaaniRiIUaIwudoyaksaloudu A1031N1sTS Al
iasuwavnisioudnivdasneadvay v:nateiu
InSovlakanyavasryINSiuauNAa dvlu Sudovisy
wauuirdoviiaassvduitiorkinasivdos Al ia:wy
AWas:KUNSIRuAannsiumssudionuAnAmUlusUIuuT

Al-Driven and Social Engineering Attacks
Cybercriminals are increasingly leveraging generative Al to
produce highly realistic text, emails, audio, and deepfake
videos, making victims more susceptible to deception. Such
attacks are often used to impersonate senior executives or
high-profile individuals in order to induce victims to disclose
sensitive information or transfer funds. The use of Al to
amplify social engineering attacks is expected to become a
primary tool of cybercriminals in the future. Consequently,
there is an urgent need to accelerate the development
of Al-generated content detection tools and to enhance
personnel awareness and preparedness to effectively
address this emerging threat.

— —

TandsgvitdungnnmuKa

fuounna
JanasonusliuwauunTksugouna:asoosuldenndu
Tagrawn: Ransomware n1as Trojan AWvuIAUSIVa
KSolwdooulau youlusdoyarsaisunaAildiuuitsu
310U aVANSIVADVIaSUNTIsUaVAU N1SASIDIU
llazn1saauauaviRsIaiSNazius:ansnwuindu

Malware Remains a Primary Threat

Malware is expected to remain a major cybersecurity threat
in the future, with increasing sophistication and greater
difficulty of detection. In particular, ransomware and trojans
embedded in emails or online files are becoming more covert,
targeting data theft and extortion with greater subtlety.
Organizations must therefore strengthen their prevention,
detection, and response capabilities to ensure faster and
more effective cybersecurity incident management.

AWAVIASYQANIVNTSTAEQS

n3A21WsulIsVlladowalagasvdonnuluAvUanaiy
nvluivas Taagloudnldsunisaduayuainsg
youaurhatoiAsugio TasvastowugiudAey
nlaziafgsnIwyovUs:INARIGY Wiunislouds:uu
ansauinA msulugdayadu na:msdudoyalfiofkaoau
nanien dowalkus:nAdiv <« dovisousugnsmiaas
n:nuﬁumﬂmuasﬂﬁﬁuﬁquﬁnssuua\)sTgumzhuwo
TugaTky soudvnisToudnivlsivasiliaiuisn
KlIlkavAuwavMshudagviRuldsa

Geopolitical Tensions

Escalating geopolitical tensions have intensified and directly
impacted cybersecurity. State-sponsored threat actors
increasingly seek to undermine the economies, critical
infrastructure, and national stability of rival countries
through cyberattacks on information systems, the theft
of sensitive data, and the dissemination of disinformation
to sow societal division. As a result, countries are compelled
to rapidly adapt their cybersecurity strategies to keep pace
with the evolving behavior of major powers in the modern era,
including cyber oerations where the source of an attack
cannot be clearly or conclusively attributed.

: ENEEN

P s

nsludriudovikisowdnas
aNavy

fut 2568 Rlikdvdyvioudgovlkivovsowdnos
Aluldauinakdagnasiasuindu Togawis:uunassu
imMAvans:usunsadiaasawdinsiia:s:uuUfUaNS
Ad>1wWUaaane (Patch Management) rfKovAns
aniluithldvhe Sosududovinisasivaougovikl
agvathiauo

Attacks Exploiting Outdated Software
Vulnerabilities

In 2025, malicious actors increasingly targeted
vulnerabilities in outdated or neglected software, particularly
legacy systems lacking effective software and operating
system patch management. This has made organizations
more susceptible to cyberattacks, underscoring the need
for regular vulnerability assessments and timely patching.
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Joyadiudguddausoika
Credential Leaks o————

n1s$clkavavdayadugudiau k3o “Credential
Leaks” 15U BoRldv1u sKaWu lla:sKadoyadona
Tun1s1g1fivs:uU (Access Token) 10udnAwANAIL
nivlsivasidonans:nuagivdalliov Iwskale
nanate1ugoon1odAryRRIKILETEIDN:S: UL
U2VOVANSIUTAWIULN

gufuds:nAlng fia3Us:audnyrkinissalkavovdoya
gugudauluovn3v Tasassowudoyasilkania
200 31uunyd Fvdvowans:nulasasvdorusgviu
mMAsgiaioNsu NIkansadd Tadmsisoidaulugo
KU28VURIGSUNaNS:NUSIU 5,875 KLidgvu

S Jruoulwddoya Username

3
6)

co.th: 60,469,793

)

vansisunAld
Ransomware deployment

msindoulko
melus:uuindoune
Lateral movement
within networks

The leakage of authentication credentials, or “credential
leaks,” including usernames, passwords, and digital access
tokens, remains a persistent and widespread cybersecurity
threat. Such leaks have become a major attack vector
exploited by malicious actors to compromise organizational

systems over the past year.

In Thailand, credential leaks have occurred on a large scale,
with more than 200 million compromised accounts identified.
This has had a direct impact on both public and private
sector organizations. In response, alerts were issued to a total

of 5,875 affected organizations.

na: Password $olkarvkua 6,301 Twa o
Total Number of Leaked Username and Password Files: 6,301 Files

204,066,962
Accounts
$1usulwadoyassika Username nia: Password
Distribution of Leaked Username and Password Data

go.th: 59,896,691

o,
Accounts Accounts Accounts 15%
| 4
in.th: 31,434,966 or.th: 10,608,574 ou
S LE34 19% e 20,008 5% (Others): 2,408,420 | v
Accounts o Accounts o ‘Accounts o
msaadv
Q >

wans:nu
noDIAQdU

Potential
Impacts

ac.th: 39,248,518

)

AUN : ThaiCERT

JoyaidouqanAu 2567-30 AUEIYU 2568
Source: ThaiCERT

Data period: October 2024-30 September 2025
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Cyber Threat Statistics

dInnisaaaiuiaziiis:IvAgAnAIUNILIsILDS
Tusoaul 2568 wu3lkanisaiAwAnALTNUDTUY
IWuduagtosalou NodiuAdwUasafguavdaya
nasdolno nazlagiawi:AIUWEIBILYNSNSIUU
Ra:AausnRluUs:avAdINUAINUWENEUTUNSIoNES:UY
nigoliaiuisaynsnauso ncnaaviiomsusuldinatn
ABUTUBLIU FvAISTRAUEATYAUNSToVAUIBSN
MsIANS:3vogdaItion la:n1sasvAdIuas:KUNS
dunxwduAvlasanslsivasiunns:au

ro

A WUaasiguovitokdoya
Information Content Security

nsdalnv/kaonasw
Fraud

n:)'luwa'\sJ'\u?un'\sqns_n
Intrusion Attempts

iorATUIKUzaD
Abusive Content

nslwudnuu Dos/DDos
Availability

TAaduasiy
Malicolus Code

iy

=@
Other 36

0 500

mMsunsndso
Successful Intrusions

7 N

Based on continuous monitoring and surveillance of cyber
threats throughout fiscal year 2025, it was found that cyber
threat incidents have shown a clear upward trend. This
increase spans multiple dimensions, including data security
risks, fraud, and particularly attempts to compromise

systems.

These findings indicate that malicious actors are intensifying
their efforts to breach systems. Although many attacks have
not been fully successful, they demonstrate the adoption
of increasingly sophisticated techniques. This underscores

the importance of prioritizing proactive prevention measures,

ananeanmunivlsivas (USsuIRaul 2567-2568) o
Cyber Threat Statistics (Comparison between 2024-2025)

. Uvuus:uieu 2567 . Uvuus:uneu 2568
Fiscal Year 2024 Fiscal Year 2025

continuous monitoring, and the enhancement of cybersecurity

awareness at all levels.

875

2500 amsni

Incidents

1000 1500

2000
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Most Common Types of Cyber Threats

mishudkibulsd

o lunaTuidorkuSuiwe
TRusngiludanu sumw
K$ous:nAnildsuosunya

Website Defacement Attacks
Attacks targeting websites with
the intent to alter web page content
to display unauthorized text, images,
or announcements.

nsloud@nuu DDoS
logldnouwoiaassusuuindvAisovud
Usunaugoidnugoidulsdksos:uu
sus:uuliiawsasovsula mikifa
mMskgalkusnis KSorviugiav

Distributed Denial-of-Service
(DDoS) Attacks
Attacks in which a large number
of computers generate an overwhelming
volume of requests to a website or system,
exceeding its capacity and causing
service disruption
or performance degradation.

s19vuUsHU 2568 dUNVIUANENSSUNISNISSNUIAULUAYUaaAslsIUaSIKOBNG

ns$lkavovdayadiugudrau
IKan1saindgoyasusavNIsIdNds:uu
vovR(S 15U BoKl5 skanu

na:sKkagoyaddnalunisignfivs:uu
gnilaineksassikaguananiulasuaunyia

Credential Leaks
Incidents in which user authentication
credentials-such as usernames, passwords,
and digital access tokens-are exposed
or leaked to unauthorized parties.

nsa:1lodoyadouynna
JoayanilunduaukSodoyadrAty
yovavANsKSauAna QNIFNAY IUQINY
KSagnueaniulaslildsuaumyia
Tu3w=nmsgnloudnmvlsivas
AIURQWAN0UDVLYUE K3as:UURTEoLTKS

Data Breach
Incidents in which confidential or sensitive
information of organizations or individuals
is accessed, disclosed, or exfiltrated
without authorization, whether due
to cyberattacks, human error,
or system vulnerabilities.
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ananeAnAIUNLIsIVOSAWUAUKLDEYIU
(WJssuinaul 2567-2568)
Cyber Threat Statistics Affecting Organizations
(Comparison between FY 2024-2025)

Q

2 /

(e,

Uvuus:ueu 2567
FY 2024

) 444

Uvuus:ueu 2568
FY 2025

KUDgLIUYDLSY
Government Agencies

KudgvulPNBU
Private Sector Organizations

KuogvuTasvaswowugua Ay
NvansauineA
Organizations of Cll

KU2gvIUAdUAUKSDMIAUQIA
Regulatory or Supervisory Authorities

Judou
IKansad
Incidents

1000 1500 2000 2500 3000 3500

JoyanisasaowuriuAnAIuNIlsIuas BTKIRUS
dKudgviuAldsuwans:nuiwuduidusruouuin
ASOUAQUNDKLUIELIUYDVSY dVANSAIAIDNBU
kuosgviuTAsvasvWusud Aryn1vaisauine
llazkudgvIumnuQIa aniunisadavnalda:rioudn
AgAnAIUDNIsygIgdina:nsd1ggnnnIAgdU
Tagiawi:kuogvusgnazionsugviduidikuigkan
vovRliUs:avAd nusldudaangrAousduisvdou
funisdidums aod

o lasuasivunasnisloviu
12:QS2DIUAYANAWIBOSN
Strengthen proactive prevention
and detection measures against
cyber threats.

Cyber threat detection data indicate a significant increase
in the number of affected organizations, encompassing
government agencies, private sector organizations, critical
information infrastructure entities, and regulatory bodies.
This situation reflects the expanding and increasingly
widespread nature of cyber threats across all sectors, with
public and private organizations in particular becoming
primary targets of malicious actors. This trend underscores

the urgent need to undertake the following actions:

WaJUNANgNIWUAAINS GIUADINAS:KUNS
A wUUAYUadasielsiuas

Enhance personnel capacity and cybersecurity
awareness at all levels.

Jarhnnuaauauaviia:suijoikanisaineAnAuNvIsIVDSAGUS:ANSNW

Wauns:auAuUUAYUasanslsiuasuavUs:InAagvEgvEU
Develop effective incident response and cyber threat management plans
to improve national cybersecurity resilience in a sustainable manner.
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ANUY. rvununthAUUS:INATNG

NCSA TEAM THAILAND CYBER LEADERSHIP

anuy. Tumu:KudevuKanduALuAvUasanelsiuasyovUS:INF
rkdaidu “WuhAudsanalng” Tumsduindaunisdaviuna:sulionsnnau
mvlsivasogvidus:uu 1IBoulgvANUSIVTDS:KIVNIASY 1PNBU
la:mAUS:318U IWDIasUasvdaANUaNUIsSnYavUSINANVIBOUTEUNY
uIasyU la:nsURUANTSs wsauens:auunuininguuRfinwUUALIBIVDS
s:auninNAla:uUNBIGag1IAUNIAND

As the national authority for cybersecurity, the NCSA serves as the

“Team Thailand Cyber Leader” in systematically driving the prevention

of and response to cyber threats. The NCSA connects and coordinates
collaboration among the public sector, private se_c_toi', and the public

to strengthen national capabilities across policy, standards, and operational
dimensions, while elevating Thailand’s role and standing in onal

and international cybersecurity arenas with con Jer d distinctior
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ADUSIOUIJOAU Sectoral CERT l
Collaboration with Sectoral CERTs

ei\)la§u||a:aJuaqumso‘oc?oguaids:mums§nu1n:nuﬁun\)Uaaof'fas:uunaule:)masIEhKé'uKu'oa\nu
Tnsna§10v‘v"ug1uahﬁ'tym\)msaumn (Sectoral CERT) Tuniadaudv 9

NCSA promotes and supports the establishment of Sectoral Computer Emergency Response Teams (Sectoral CERTSs)
across various sectors, serving as coordinating centers for cybersecurity incident response within Critical Information
Infrastructure (Cll) organizations.

IUKUNBYDPYNISFQAD Sectoral CERT
Objectives of Establishing Sectoral CERTs

I@sudanauaiuisalundaniadsulkaiuisasulonunelsivasidsoaidana:ius:ansmw
Enhance sector-specific cybersecurity capabilities to enable rapid and effective response to cyber threats.

aswnalnaxusoudanuu PPP TRknAasgiiazionsulanivagudoyaia:iusunuasounu
Establish Public-Private Partnership (PPP) mechanisms, enabling government agencies and private entities
to exchange threat information and share best practices.

gns:aunisiuvdudoyanuanAy ashoanulasanus:auds:inAnidoulevivnu
Strengthen national-level threat intelligence sharing, fostering an interconnected and resilient cybersecurity
ecosystem.

wauunAngnmwypainsdulsivasiulidanindourWiunsausy nMisindoushasvaniunisod

I13:NISWCUUNDVAAIIUS
Develop cybersecurity workforce capacity in each sector through training programs, cyber exercises,
scenario-based simulations, and continuous knowledge development.

s aluayun1sadv SECTORAL CERT o /
Support for the Establishment of Sectoral CERTs

4 y ~ 2 -
drunddnansvinwuKIuAS
BMA Digital Office

awy. MOF CSIRT TCM CERT
Office of the Basic Education

Commission (OBEC)

O o——

505\)1[][[53 15 llK'\) / 15 Sectoral CERTs established

9gs:K310N1SIAAY 10 WKY / 10 Sectoral CERTs currently under establishment
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Us:yuus:s1Aulsiuas TH-CERT Community ©
Cybersecurity Community Meeting - TH-CERT Community

safionssy “nIsUs:guUs:s1AUTBIVDSUDY
Audus:aiunissSnuinduluAvUaaany
stuupduWIIaasSNAN1AddU (TH-CERT
Community)” Wonaniagudoyaia:usaumsal
drumdwluAvUasanslsives aaatuaniunisa
AgAnAIU IivdudayaldudndiuneaAnal a:tigud
nusnvnissuionslsiuashtindUBUTaULINTU
msUs:ul YviasuasvAusIubas:k3vnnMAdIU
gns:duAdUwWSauvovUs:inAlunisUoviuna:
aduduavdaikanisdagviius:ansniw la:dviasuy
MsasunTAUAUNLERNauavUs:INAINgEELEU

The TH-CERT Community Meeting was organized as a forum for the Computer Security Incident Response Teams (CSIRTSs)
to exchange information and share experiences related to cybersecurity operations. The meeting focused on monitoring
the cyber threat landscape, sharing threat intelligence, and discussing response approaches to cyber incidents with
increasing complexity.

The objective of the meeting was to strengthen collaboration among all sectors, enhance national readiness in cyber
incident prevention and response, and promote effective coordination. This initiative also contributes to fostering a resilient
digital society and ensuring sustainable cybersecurity for Thailand.

(e,

souijonu CERT nnnnAgdu
INS:IvAREANAILY
onanunisailiund
fud@rudnonsovnivlsiuas
Collaboration with CERTs
Across All Sectors to Monitor
and Respond to Cyber Threats

sadoruguauanisiins:vna:subotiuanAIUNIL
Tsiua$nn3u aasa 24 $3Tuv MKkiAGaM W 31ASEK
nvvidiou na:qauduavaaIkqQnIsiaNIduaglv
nuriovi wsauasviASaUngAIWSIUTOAUKLUIEVU
ADIUUUAD NoNIASTIaionsU IWalaniUdaudalya
naznudNvURUasIUAU

tdss3vmaaniunisad

Established a 24/7 Cyber Threat Monitoring and Response ANUAILTaUEYMYATSTMEOS
Operations Center responsible for continuously monitoring, S"HDI']\)j_UﬁI 28 wauA U-9 AULIYU
analyzing, alerting, and responding to cyber incidents in a . o r -

timely manner. The Center also builds collaborative networks 2568 [addumsudvidiouns

with security agencies across both the public and private (31V] 1'076 lKQﬂ'lSﬂi

sectors to facilitate information sharing and the exchange
of best practices.

Cybersecurity Monitoring

Amid Geopolitical Tensions

During the period from 28 May to
9 September 2025, a total of 1,076
cybersecurity alerts were issued.
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nwaawasusuna:nivdudoyasisanniunivlsivas
Cyber Threat Information Sharing Platform

@ ThaiCERT

By NCSA Thailand

MISE N

TiITREMAT IN Tﬂlllﬂﬂﬂcﬂ

wasulwaawasusunaznivdudayanganniuy
nvlsiuas Wau Malware Information Sharing
Platform (MISP) AasaunaukudgviulAsLasSIL
WugtudArgnivaisauina Tagikuseviufvlu
lla:dUs:INAIBOUGDS:UU 223 KLUJEYIU

s:uuidoudasalud@wonaniudgudoyatiunnaiu
IBvinAdA aduayunisdoviunyidosn (Proactive
Protection) Abgvaaniuulksovsumsugnemsidouda
TuaunAa wsaunalnAansaviia:N1sasvANUIBaU
Tunisianivasudoya Tasldurasgiuaina “Traffic
Light Protocol” U1A2UAUMSIaNIUgudoyas:K310Au

=

Ui |Rlﬁansnoaau
NCS nansomware loudiHtbEguUIne
dLl 5iAs1H 10C avs:uu MISF. )

Developed a cyber threat information receiving and sharing
platform through the Malware Information Sharing Platform
(MISP), covering critical information infrastructure entities,
with a total of 223 domestic and international organizations

connected to the system.

The platform features automated connectivity for the
exchange of technical threat intelligence, supporting
proactive protection measures. It is also designed to be
scalable for future expansion, with built-in screening
mechanisms and trust-building controls for information
sharing, utilizing the international standard Traffic Light
Protocol (TLP) to govern data exchange among participating

organizations.

= 255,110 tkamsad
62,719,476 Us: IANYDVEIULT

MISP Operational Outcomes

255,110 cyber incidents recorded
62,719,476 10Cs collected and shared

activities in the field of cybersecurity

anuy. lduss indicator of compromise (I0Cs).
saun\)wmuwomwuawmsﬂua\)unamsam\malua\)

ousUIBLURUGMSMISIGLIUS:UU MISP
2USUKANZASMSILASIEKUIIASOVATANAIUNILIELUDS
auuu1ngunmsuamanssunauauwusw\nmmsmunawuumodaaonalmuas

The NCSA has continuously expanded its Indicators of Compromise (IOCs)
repository and enhanced national response capabilities, with the following results:

Capacity-building programs on MISP system operations
Advanced cyber threat analysis training programs
Support for operational exercises and academic network
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n1sgns:aunissSnunAdIWluUAvUasanelsiues
awunasyUu Global Cybersecurity Index (GCI)
Enhancing National Cybersecurity in Alignment with
the Global Cybersecurity Index (GCI)

gns:auMssnunUuUAvYUaaanelsiuoSuavUS:INA
TagguindoununonssudAny Taud

Thailand’s cybersecurity posture has been strengthened
through key initiatives aimed at advancing national
cybersecurity capabilities in line with the GCI. Key activities
include:

/7 ; :
—o YadUsSUIWDIWYNWSIazJulnaau

nl1sgns:quasltindwluAvUaaany
Tsiuas (GCI) 1asuasionduidntonn
KUJ8VIUNIASY KUDEVIUMAUQIA KUdgvLIU
TAsVasWUTIUEANY KUDEVIUNSANL lla:
MAPNBU Ystuinsnsau GCl gnisdiduviu
druauluAvUasanselsivasagvidus:uu
wsauidoulvgnsaAraas ulouny nasziwu
AIRgdToY IWoa:RouAngnIWUoVUS:INADEID
10usUsssu

Conducted training programs to disseminate
knowledge and drive improvements in the Global
Cybersecurity Index (GCI), strengthening
understanding among government agencies,
regulators, critical information infrastructure
organizations, educational institutions, and private
sector entities. These efforts integrated
the GCI framework into systematic cybersecurity
operations and aligned relevant strategies, policies,
and action plans to concretely reflect Thailand’s
national cybersecurity capabilities.

90 22 n.A. 2568 | WIG1sOU 158 AU
Held on 22 July 2025 | Total participants:
158

7

—o Us:gusousoudaya JaInvdsy na:
Kangauus:naunisus:iouasti GCI
Wala3guAUWSaudIKSuniIsaauuuUs:Idu

S, S

melddudsda Global Cybersecurity Index YoV
International Telecommunication Union (ITU)

Tagjvidunissousoudoyafaaandoviu
nsoumsus:Dulunnia

Convened meetings to collect data, factual
information, and supporting evidence for the Global
Cybersecurity Index (GCI) assessment in preparation
for Thailand’s submission to the International
Telecommunication Union (ITU). The process focused
on ensuring that all information gathered was
comprehensive and fully aligned with the assessment
framework across all dimensions.

20 24 1J.9. 1a: 27 W.A. 2568

Wt1sou 187 Au
Held on 24 April and 27 May 2025 | Total

Participants: 187
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nsdaauus:idunanisanduviunmgldulouie
na:nwunissnunadwluAvUasanslsiuos

Monitoring and Evaluation of the National Cybersecurity
Policy and Action Plan Implementation

N

dannssudaaiunazus:iiunanisautuviuneld

N . - . Asvin 1
ulsurgna:nwunissnuvindwluAvUasanslvivas Session 1:
IWOIASUESIVAIUSIA:AUIT RIAKUIEIUYDVSTY 13 4.0, 2568
KU28VIWUADUAUKSDAAUQIA lakudevIuTAsLasIo ngoINWH
WugudAtynivaisauina Walkauisaditu éznA(_;,L:%TSt 2025 |

. - . - KOK
TAasvnsia:Aonssuciv 9 IRaaandaviuuleuiy
naswudfjuanns3ndognissnunAIuuAvUanany P
Tsiuos w.A. 2565-2570 Tdogvbus:ansmw Asvn 2

Session 2:
n . 3n.9.2568
2568 [avanvnssudaaiuia:ussiiunasiuou 1Bovlki

3 September

fuy
Z 2025 | Chiang Mai

4 asv noludounalviazdouninia IKUsgvIU
NINg29ovIT1SOUSIU 1,124 AU

Activities were conducted to monitor and evaluate
the implementation of the National Cybersecurity Policy
and Action Plan, with the aim of enhancing knowledge
and understanding among government agencies,
regulators, and critical information infrastructure
organizations. These efforts were intended to enable
participating entities to effectively implement projects
and activities in alignment with the National Cybersecurity

/n§\>ﬁ 3
Session 3:
12 n.g. 2568
nSVINWY
12 September
2025 | Bangkok

o—7 7

Policy and Action Plan (2022-2027). ﬂ§\)ﬁ 4
In 2025, a total of four monitoring and evaluation activities Session 4:

R . 16 s.n. 2568
were conducted at both central and regional levels, with Joulnu

participation from 1,124 representatives of relevant

. 16 September
agencies.

2025 | Khon Kaen

o—

_~oThe Life Cycle of Policy and Action plan o N
on cybersecurity

Gaanuds:Duwanmsanitums
Kavnsiwgiwsulaune
naziwu+ Tulniaurdn
Tovdmsus:guiBoURUaNTS

Gaauus:Tuwacioltion
10ulnaav 0udu CIl WuTu

gnsus:yuidouguans
avsga:dgalus:dunagns

US:ﬂ']ﬁUTUU']EJIIa:IIWU“!
TUS']UﬁDO']L!IUﬂU']
UwadvAulsavid

10 s.A. 2565 1Buduly
The National Cybersecurity
Policy and Action Plan were
officially published in

the Royal Gazette, effective
from 10 December 2022
onwards.

2022

Us:nAulougnazimus
Tusasfioouiunu

Kickoff nwulsiuasaduiisn
vovlngagvIdunioms
wsouagwmssugikau
Reg Cll 1a:KU2EVIUNIASY
IWodulndoulnUUAUGMS
TRidususssu

Officially launched Thailand’s
first national cybersecurity
plan, while raising awareness
among Reg Cll and government
agencies to drive the effective
and concrete implementation

of the action plan.

ployk]

ADNSSUINYIWS
ulgurgnaziwus
Policy and Plan

WU Reg Cll 13:KUD8VUSY
iWoduindauulaue
Ha:IWUNY 4 gNsAaas
Tugmisuua

Conducted follow-up
monitoring and evaluation

of implementation following

the promulgation of the Policy
and Plan in the previous year.
Workshops were organized
through Reg Cll and government
agencies to drive the
implementation of the

Policy and Plan across all

four strategic pillars.

Avnssudaaiu4
ulgunanaziwu
Monitoring and

Follow-up Phase

Policy and Plan Dissemination Phase

Announcement

nia:d3sameldulsuniaimud

Continued monitoring and evaluation

were carried out for the second
consecutive year, with an increase
in the number of organizations

of the critical information
infrastructure (Cll). Workshops
were conducted to facilitate
in-depth strategic discussions,
including performance indicators
under the Policy and Action Plan.

2025

nonssudaaiuy
ulgurgnaznwus
Monitoring and

Follow-up Phase

2870

2027
darhulaune
@ naznwu
® W.A. 2571-2575

Formulation

of the National
N Cybersecurity Policy
and Action Plan
(2028-2032)

fivnssununou
ulgungnaznwu4
Comprehensive Review
of Cybersecurity
Policy and Action

Plan
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ﬂOﬂSSUIWOIaSUUS anSﬂ'lWKu:)SJ\)‘IUTFIS\)aS‘I\)WU'{J‘Iu
a'mtym\)a‘\sau|nmwaaon:nu|aa\)msnnfouc1m\ﬂmuas
Activities to Enhance the Effectiveness of Organizations
of Critical Information Infrastructure (Cll)

to Mitigating the Risks of Cyberattacks o

SaduiWowasurnsounisus:iduadIUWSaUNIa:
misUsuddulsiuas (Cyber Resilience Assessment)
AdINcuriizoUsuulasdoatunwdanu Tagidoulow
S:AUAWIFBLALAU (Inherent Risk) INAUBALIASNS
aUs:AuADIUWSDU (Maturity Level) ag1vidus:uu
IWoy28lRKUI8LIUIRUAIILIZEVIAIUINIVENS:AU
AUUUALTBIVESDE1VASVRA

kuosgvuTAsvaSVWUTIUE AtYNIVEISaUINA
awsafdnsounisus:idudvnaiafunisussiduauion
Wodas:dundruwsauiia:AUEIUIsaTunisUovriu
Sulio na:Wuddonnelsiuas dugseaduayu
nIs>vIWUNa:dagufoIdoulgurgdrunduiuAY
Jaoanulsiuasidogtobus:ansniw

( "\

These activities were undertaken to develop a Cyber
Resilience Assessment framework with clearly defined
quantitative and qualitative criteria, systematically linking
inherent risk levels with corresponding control measures
based on maturity levels. The framework enables
organizations to clearly identify their risk exposure and

targeted pathways for enhancing cybersecurity capabilities.

Organizations of critical information infrastructure (ClI)
can apply this assessment framework for self-assessment
to evaluate their level of readiness and their capacity
to prevent, respond to, and recover from cyber threats.
The framework thereby supports effective cybersecurity

planning and informed policy-level decision-making.

U 2568 Unisus: uuuua\)mslumus uumuaaalaﬂnsauna 1 Ado

Wo3un 21 AsANIAU 2568 HLI1sou 480 AU
In 2025, one briefing meeting on the use of the system was conducted via electronic media.
The meeting was held on 21 July 2025, with 480 participants in attendance.
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NONSSUYNS:AUTIQAIIAINISONISSNUIADIULTUAY
Jaoanulsiuas (Cybersecurity Self-Assessment)
Activities to Enhance Cybersecurity Capability
(Cybersecurity Self-Assessment)

yonunouna:us:0us:aumssnuAUiuALUaaniy
Ts1uoSUDVKUIHLIUYOVSTY KUDEVIUADUAUKSD
Anuqua na:kuosgviulasvasvwugrud Ay
navalsauina woliiwanisus:iouTuldwasun
danduaiuisadiunuluAvUananulsiuasuov
KusgvuagvIdus:uua:doItion

-0 daus:yuBIPvsSIgaidganisus:itu
JandnuaiuisaniIssSnuAMULUALYUaDAAY
Tsiuasnvdoai&nnsaling ITa3uA 27 wouniAu
2568 UKIT1SOUUINN3T 600 AU
Conducted a detailed briefing on the Cybersecurity

Self-Assessment framework via electronic media on
27 May 2025, with over 600 participants.

-0 9aus:yu Self-Assessment Clinic
StK303URA 4-5 TOUBU 2568

Organized a Self-Assessment Clinic held from
4-5 June 2025, providing hands-on guidance and
consultations.

Invarnuanngruied SELF-ASSESSMENT

These activities focus on reviewing and assessing the
cybersecurity maturity of government agencies, regulators,
and the organizations of critical information infrastructure
(Cll), with the assessment results used to systematically

and continuously enhance their cybersecurity capabilities.

7N

o60ﬁ'uana'\sfnsomsua:uwums
Auduvu TdiA Self-Assessment Project
Kick-Off ia:kUuvdodvinunisritoiulasonis
Prepared project documentation and implementation
plans, including the Self-Assessment Project
Kick-Off and official project implementation
notification letters.

© Aaldan 38 KU2¥vLIUIISUANUSALN
1I393an Wiudosidnnsolnd Ko fu an U
MNISYDVKUDYLIU S:K3vIdouduUIgU-

flugngu 2568

Selected 38 agencies to receive in-depth advisory
support, delivered through electronic channels or
on-site consultations during June-September 2025.

o damsigviuasuywanisusudsonily

la:MsIRAUSNUKAONSAUTULIU

Compiled a summary report on improvement
outcomes and post-implementation advisory results
to support further development and policy-driven
decision-making.
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nun:)u||wumBiqudquUluas's:dumﬁ nasdam
InuINBtyIkadulsivasdksukuiogviu Wa1du
nusnvfunisiAlodeykifunsaiifaikqAgANAIW
nwlsivasiunda:s:auldnurood

Review and update the National Cyber Incident Response
Plan, and develop tailored cyber incident response
plans for relevant agencies to provide practical guidance
for timely and effective responses to cybersecurity incidents
at each level.

INUINGEYIKQ 5 Su

S2U 400 AU 173 KU2gv U
Five Rounds of Incident
Response Planning
Workshops Total
participants: 400 persons
from 173 agencies

O

. AN
sun 1-19 a.n. 68

AUAUTUAYYDLSY AUUSNISNIASTREAY
lIa:KUDEVILUYDLSY 72 AU | 37 KUdavIU

Round 1-19 August 2025
National security sector, critical government services,
and government agencies

72 participants | 37 agencies

o

Suf 2-20 a.n. 68
duANULUALYDLSY AUUSMSMASTAEATY
lIlA:KUDEVIUYDVSY 57 AU | 25 KU28YVIU
Round 2-20 August 2025

National security sector, critical government services,
and government agencies

57 participants | 25 agencies

/

o

$uf 3-25 a.n. 68 A

AuNISANUT Auansisugy
151 AU | 62 KUYV U

Round 3-25 August 2025
The education sector and the public health sector
151 participants | 62 agencies

£

s19vuUsHU 2568 dUNVIUANUENSSUNISNISSNUIAULTUAYUaaAslsIUaSIKOBNG

asdamiWuindayikadiulsiuos
National Cyber Incident Response Plan ©

LX)

o
/

o

sun 4-26 d.A. 68

dunisidunssunAs dauinalulagansauins
na:INsAUUNAL a:KLU2EVIUNIAST

48 Au | 20 KU2gvLU

Round 4-26 August 2025

Finance and banking sector, information and
communication technology sector,

and government agencies

\ 48 participants | 20 agencies

(o)

SUf 5-27 a.A. 68

duansiseyuina dnumsuudvnaladadng
lIlA:KUDEVIUNASY

72 Au | 29 Kudavu

Round 5-27 August 2025
Public utilities sector, transportation and logistics
sector, and government agencies
72 participants | 29 agencies

y
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S:UUYEI8IKAD (Help Desk) uov ThaiCERT ¢
ThaiCERT Help Desk System

10ugugnalvfRAUSNVY §281KdD SUNBVIKQ Nla:
I9VIGDUIKONISAIABANAWMVIBIUVDSIAKUIEVIUST
KudgvIUMAUQIa KLJJ&JmuTHS\)as‘"n\)vTYugwuehﬁty
n1vansauinA nasus:=ssu

T -

Serves as a central hub for consultation,
assistance, incident reporting, and
coordination in response to cyber threats
for Government Agencies, Regulators,
Organizations of Critical Information
Infrastructure (Cll), and the public.

TnsAwri
021143531 o =
Telephone: Appilcation: @ E
+66 2114 3531 THCert HelpDesk F,- )
Facebook: Email: ﬁ
ThaiCERT @ thaicert@ncsa.or.th @ (—Q EE
LINE OA: TYN Website: https: LINE: @ THAICERT APP: THCERTHELPDE
ThaiCERT k //thaicertservice.ncsa.or.th/ Q

Cyber Inadent Reports in FY2025
4,023 incidents

SuudVIKaGVUDRUU 4,023 wamsai

NISWaIUIS:UUaUUaUUNISAdUEUDL
Development of an Incident Response Support System

13s:uvaovauovieanniulsivasiasdaluva Deployment of an automated cyber incident response
WU Chatbot TRUSNNSWAU Line OA 11a: Facebook system, integrating chatbot services via LINE Official
. Ll N Account and Facebook Messenger, connected to a centralized
Messenger 11a:150U02AUAAVAIIVSIWOAUKY FAQ knowledge base to provide FAQs, alerts, and guidance for
Arsidvidou naznudntvdovaunilufelsivos rapid cyber incident prevention and mitigation.

2871052015

nsids:3vAgAnAIUIBLSNWIU 3 TAsonisgos Tdin
_——o Proactive Cyber Threat Monitoring

Implemented through three sub-projects:
o

TﬂS\)ﬂ’lsIVTI'UUS:én‘En’]Wﬂ‘ISOSDOQTUIB\)S‘n 25 KU28vU
Proactive Threat Detection Enhancement Project implemented across 25 agencies

(e,

Tasonisauuayun1sdadv Sectoral CERT (wudoNa:waoviu)
Sectoral CERT Establishment Support Project (Transport and Energy Sectors)

(e,

ﬁonssuans:duFmUJUﬂDUaaoﬁaKUJa\)wuTﬂsoas‘w\)v“\?ugwuéwﬁfyﬁ'ﬁma’luﬁia\)
Activities to enhance cybersecurity readiness for high-risk organizations
of critical information infrastructure




L&A A
-

70

quUs:31U 2568 SUNVIUANUNSSUNMISNISSNUIAULUAYUaRaAusIUDSIKOBNG

,.

=

=

=<

| o
s o
-v'ul-.'r.?: .

I3

WaviUuwa:lIASVANST1ATIUs:-510
KEY OF THE YEAR ACHIEVEMENTS
AND PROJECTS

® aS"I\)UOFII)']Ua’]U’]Sﬂ?Uﬂ’]SSﬂU’]ﬂD‘lUUUF\\)U&OOZ EJTUIUE)SUB\)US sINF
(Unans VAR lazinAlulag) (Capac
Enhancing national cybersecurity t_:"am ¢
ecosystem, and technology) (Capac
® ystuINSAIUSIUTINDIAZEUAIIUW
ganwunald (Partnership)
Strengthening cooperation networks
incident response and recovery (Par
e asvUSMISNIASY alAsvasowusnud
Uaoanglsiuasia:wuAugdaniwunald (Re
Ensuring the cybersecurity and resilience
information infrastructure (Resilience)
® aSIVANYNMWYDVKLDBUS:AUBIATRTANS

'Q'

Raising the quality and standards of natior
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a§1\)ﬁonmummsn?umss‘nmnmuﬁun\)UaaoﬁaTmuas'
yoavUs:InA (Unans dvAAIILS lazinalulad)

Enhancing National Cybersecurity Capacity

(Human Resources, Knowledge, and Technology)

JoiwuyaanshdAwanunsndruAdwiuavlasanslsiuas AUAIUAUMSESIVAILASKUNS
la:Anu:duAdWdUAVUasanelsiuasinnnAAEIU WSoUEDIaSUNSIVEIa:WaIUNUIANSSY
duANuluAvUasanelsivasiRaoasunuitnkungyovUs:nATUNMSWAIUNANINIWAIUNTSIVY
nasnalulagnaonudunvlasanslsiuasius:ausa

This initiative aims to strengthen the national cybersecurity workforce by increasing

the number of skilled cybersecurity professionals, while simultaneously enhancing cybersecurity
awareness and skills across all sectors. In parallel, it promotes research and development

as well as innovation in cybersecurity, aligned with national goals to advance research

capacity and cybersecurity technologies at the national level.
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aswanuas:kungna:nnuy:=diundiudunvdasanslsiuas
la§uﬁnamwnu]nﬂ?ur!nmn:-i:)u

Building Cybersecurity Awareness and Skills,
Empowering Thai Talent Across All Sectors

asivinsi:davAiunivAdiuAa daa1asnivdeyayl
dneluivas 1auKINWaUUNANgNIwWAUTNgIUS:INA
durasyiulan wsaunlnwusdasasiodoauadna
AUUAYI:gVEU

(e,

Strengthening cyber resilience through intellectual
empowerment, enhancing the capabilities of Thai people
nationwide to meet global standards, and forging strong

partnerships to build a secure and sustainable digital society.

WOMEN
THAILAND CYBER

Juiloorswgurasgiuaina
WIUINNYYYU Cyber Top Talent
Developing Cybersecurity
Professionals to Global
Standards Through Competitive
Programs: Cyber Top Talent
gns:aunnuIAzIUIUIBWAIUAIIUTUAVUADANY

Tsiuas asvyrainsaruniwdaanansoviunaziaswy
ADWWSDUYRLEVAUADNA

Enhancing cybersecurity skills and career pathways to
develop a high-quality workforce for the labor market and
strengthen the readiness of Thailand’s digital society.

( N

= WK : 80 i

Target: 80 teams
= W1SIUSL : 1,352 fiv

Actual participation: 1,352 teams
= goaddkue : 1,590%

Above target: 1,590%
= aADASSUUUULUIDITW/
Wanau: 4 Asv ussatthkurg 100%
Training / skill-building activities:
4 rounds (100% of target achieved)

/ - - — -~
yAngNIWWaLKegvlsIvas

WIuIdA Women Thailand Cyber
Top Talent 2024

Empowering Women in
Cybersecurity, through Women
Thailand Cyber Top Talent 2024

IWaIDATRIWOUKEO WAVKEGY la:yAdIwAENIW
1JUKgY 1aavAngNIW Wauuninu: na:ugnglonia
dansodwluiuos

Opening opportunities for women and individuals with a
female gender identity to showcase their potential, develop
cybersecurity skills, and expand career opportunities in the
cybersecurity profession.

( N

= 1wWhKw1e : 100 hv
Target: 100 teams
* AULWGISOUDSY : 793 v

Actual participation: 793 teams
= goadthkue : 693%
Above target: 693%
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_—o IWUK10128Y dwianlsiuas
Discovering Rising Stars: Expanding Cyber Talent Nationwide

(( asivAduscudoAudrunvIuAUENSSUNISADANS
ns:o181d8v AonasinsAAd na:AonasinsAuulAU
IKVKE (Nany.) DANDNSSUNISIIIVIU NCSA X
NBTC CYBER TOP TALENT 2025 wo3as:du
Anu:iazWuKkIa1asudUlsiuas onlsvizguluwun
Kwlnana:wuRsevaurus:inalng

In collaboration with the National Broadcasting and
Telecommunications Commission (NBTC), NCSA organized
the NCSA x NBTC Cyber Top Talent 2025 competition to
elevate cybersecurity skills and identify emerging cyber
talent from schools in remote and underserved areas across
Thailand.

( N

= 1WhKwe : guinsou 3,000 Au
Target participants: 3,000 people

* JIU1ISOUDSL : 12,691 AU w . .
Actual participants: 12,691 people ausuliaznadau “Certified in

= gondnuthruie 323% Cybersecurity” yov ISC2
Above target: 323% Training and Examination:
“Certified in Cybersecurity” by ISC2

1038UAUWSaUdIKSUNSaoUIRaSUUS:NATEUAS
1asguainadiuadwlasanenvlsivas 1Guaso
AdWSNa:AWIdN fowuguRS Duagvibus:uu
WolRWId1souauIsawgodnnu:s:auisudauld
og1v10usUsssu duillufionsnidigaanaisvoviu
dulsiuas

Preparing participants for internationally recognized
cybersecurity certification examinations, with an emphasis
on building foundational knowledge and systematic
understanding of cybersecurity. This enables participants to
demonstrate entry-level skills and take their first step into
the cybersecurity workforce.

Core Component of Cryptograph /

= WhKkuegiiausu : 10,000 Au
Training target: 10,000 participants

* JIWISUA1SaUSUDSY 11,410 Au
Actual participants: 11,410 participants

= goadnthkuie 14%
Above target: 14%
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gy

souijonu TPQI
I0ugifkusnisilnousu
Collaboration with TPQI
as a Training Provider

JuindouAdWSIUTaAUANIUUANIIAIIEIEW (TPQI)
TumsrikinAIduRTRusSMsRnousw (Training Provider)
JvIdun1snad@aus:uuIa:NS:UIUNISNNDUSUSIUAU
agwodaiton

Collaboration was strengthened with the Thailand
Professional Qualification Institute (TPQI) in its role
as a Training Provider, with a focus on continuous testing
and improvement of training systems and processes.

O—\

* 1KUY : NOADUSIUUSINAY
TPQI 3 Asv
Target: Joint system testing with
TPQI - 3 rounds

,~O

» wamsGUTULILDEY : 4 ASY
Actual implementation: 4 rounds
= goaduthkuie : 33%
Exceeded target by: 33%

\

L.

$OuAu USUN Ko13g Inalula
(Us:inAlne) 911ia Saousu
na:wajulynanns
Collaboration with Huawei for
Training and Workforce
Development

$2uUAU USBN K13 InAlulad (Us:inflng) $1ia 9aausuy
I3Y3BINS W8NS AUANSNIWYANNSGIUAINULUAD
Uaoanelsiuas na:dviasunduwsouyovus:inA
Tumssubansanmaulsiuashdvnadoaniwinadou
s:uupanadludoguunaaunna

MKuaIdikugWId1sun1sausyIudU 300 AU
Wan1scAIduvIUDSLIRITISUNISOUSUFIUDU 50 AU
BodoowauusUIluUMSaUSUIIa:NSUENENaluADNSSU
AsudaluTRIgndvnauitkuieldagobus:ansniw
godu

In collaboration with Huawei Technologies (Thailand)
Co., Ltd., technical training programs were conducted
to enhance cybersecurity workforce capacity and strengthen
national readiness to respond effectively to cyber threats,
particularly in relation to the evolving cloud ecosystem.

= Training target: 300 participants

= Actual participants: 50 participants
The program is being refined to improve training formats
and expand future activities to reach broader target groups
more effectively.
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dalasvni1saususIUAU no.SUU.
Joint Training Program with
ISOC Thailand

$oUAUNDYSIUIENISSNUIAIIUTUAYAIYTU
S13910UIYNS (ND.SUU.) DDNIIUUKANGASOUSU
TRaoandovAunsAvdUANULTUAYIIA:AIUAGDYNNS
Anu:Tudoauu

In collaboration with the Information Security Operations
Center (ISOC Thailand), training curricula were designed to
align with current national security missions and emerging
cybersecurity needs.

* 1WhKwE : gduswu 2,000 Au
Target trainees: 2,000 participants
* LU19USUDSL : 2,339 AU
Actual participants: 2,339

participants
= goasuthkuie 17%
Exceeded target by: 17%

ISgugooulau

wWiunonssu AlS gublviuas
Online Learning through the
“AlS Aunjai Cyber” Initiative

$audaruusyN 19aUE BUIWS s9$3a S0 (UKIBU)
vengAUSIa:AUIdN INgdAUMSIBuIuINATulag
agwlasanelugussrsuluoonino

In partnership with Advanced Info Service Public Company
Limited (AIS), online learning activities were delivered to raise
public awareness and understanding of safe and responsible
use of digital technologies.

( N

= WhKkurggavn:ztisu : 400,000 Au
Target registrants: 400,000 people
= avn:1Ggudsv : 600,000 Au
Actual registrants: 600,000 people
= guadutnuie : 50%
Exceeded target by: 50%
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{

dalAsvn1soususSIVAU awg. o—
Training Programs
in Collaboration with OBEC

$oUAUAUTNLIUAINSSUNTSNISANVITUNUTU
(@wg.) dvdonougdiunduduAvUasanslsivos
gnauitnkueidniazigndsulng

In collaboration with the Office of the Basic Education
Commission (OBEC) The training programes were conducted
to promote cybersecurity awareness and knowledge among
Thai children and youth.

» 10Kwe : gLwhausu 2,000 Au
Target participants: 2,000 persons
* HWISUAISaUSUDSY : 2,051 AU
Actual participants: 2,051 persons
= goadutkuie 3%
Exceeded target by: 3%

dUiJo Microsoft 9aoUSUEIKSU
unISgu UNfAnul unalns
naUs:s1sundiu

Collaboration with Microsoft
for Cybersecurity Training

souloniu Microsoft 902USUKANGASIAWI:NY 18U
kangasiUalanriny: Al a:kdngas Microsoft Al
Skills for All iUalomafkuniseu UnAnu yAans ila:
Us:sunold Tamuwudnenwludiunoiulasans
Tivas

NCSA partnered with Microsoft to deliver specialized training
programs for students, university students, personnel, and
the general public. These programs included courses such
as Al Fundamentals and Microsoft Al Skills for All, aimed
at enhancing digital and cybersecurity capabilities across
all population groups.

= 1Ko : guwrausu 10,000 Au
Target participants: 10,000 persons
* GH1U1SUNISDUSUDSY : 34,282 Au
Actual participants: 34,282 persons
= goadthkuie 243%
Exceeded target by: 243%
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WCIJU'IFD'IUSSDUﬂU
Tsvidguansanal na:Isvissu
IOSSUQOUHﬂU’lWC’UU'\ﬂ'\S
Cybersecurity Education

with Sarasas Schools and

Triam Udom Suksa

Pattanakarn School
ussakangasaiuaduluAvUasanslsiuasiuinga
IsviBguansanad ia:IsviSsuInsyugaUANYIWAILNNTS

IWoasvuANENIWAS UAaINSMYANSANUA lla:UniSau
TRiAwsAuAWUUAYUaoanelsiuas

Cybersecurity curricula were integrated into the Sarasas
school network and Triam Udom Suksa Pattanakarn
School to strengthen the capacity of teachers, educational
personnel, and students in cybersecurity knowledge
and awareness.

= 10Ku1g : gLwisou 2,000 Au

Target participants: 2,000 persons
= 1U1SOUDSL : 2,788 Au

Actual participants: 2,788 persons
= guadudikuie 39%

Exceeded target by: 39%

Cyber Wellness

aunn:asna WwAnDAUNUNelsIUDS

77

d

aswmssusmumssnm l
awluAvUasaselsiuasiRin
Us:s15undlu

Public Cybersecurity Awareness
for All Citizens

dodondiugdiundiudunvlasanslsiuasgnn
nauitnkule NLIGN 18128U AURIVIU avang
nazauwnis Wiudonssu NCSA Cybersecurity
Knowledge Sharing

Cybersecurity awareness was extended to all target groups,
including children, youth, working adults, senior citizens, and
persons with disabilities, through the NCSA Cybersecurity
Knowledge Sharing activities.

= 10hKu1e : gwisou 1,200 Au
Target participants: 1,200 persons
* {1U1SOUDSL : 19,102 Au
Actual part|C|pants 19,102 persons
. a\)nnwmuwnm)bn\) 1,492%
Exceeded target by: 1,492%
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wauulynaInsiia:dngIns
dwunduluavlasanslsivos
awwnasguainalkus:sisu
Development of Cybersecurity
Personnel and Instructors

in Line with International

Standards

lasuaussau:drulsivasTRUs:s1suUlAIIUS
aUIAsSIUEINE SOVSUAILIZELAINARINUTU
na:agwgrurfdvAuRiAUNIW WIUKANGASOUSU
1IBodfuanisildunasgiunazigngongduidikug
Tdoghomdv

Enhancing public cybersecurity competencies in line with
international standards to address rising digital risks and to
build a high-quality workforce. This will be delivered through

standardized, hands-on training programs designed to reach
target groups nationwide.

( N\

» 1wWKwe : guwdusu 1,070 Au
Target number of trainees: 1,070
* {IWISUAISDUSUDSL : 2,278 AU

Actual number of trainees: 2,278
= goasuthkue : 113%
Exceeded the target by 113%

waunnazilnausukangas
stauus:niAdguas
awunIssSnuAMUUUAvUaDQNY

[sivasiRUs:snsu  ©
Development and Provision

of Certification-Level
Cybersecurity Training
Programs for the Public
SarhsigviunisAnuitovdu (Inception Report)
iWoidunsaunuaNIOluNISWaIUIKANGASAIKU:EU

drsuussrsu Taemkualasvasivkdangasia:
IUANVNISIOMSIZUSIToVAUTIED

Preparation of an Inception Report to establish a framework
for the development of appropriate certificate-level
cybersecurity training for the public, including the preliminary
curriculum structure and learning approaches.

{uU 2569 :ddumswaun

2 kangas muikvenmkuall
In 2026, two certification programs
will be developed in line with

the established targets.
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WudandwaiuisannynainsauaduluAvUaanelsiuas o—
Enhancing the Capacity of Cybersecurity Personnel

IFSUESIVANINIWUAAINSKUIEVIUYDVST KUDEVIU
AUAUKSaNuQIa KudgvuTASYASVWUTIUEATY
NvYalsauInA IWagns:AUTIAAIINEIUISOYDY
WuAuavunns:au fRdaouwsaulfunisiiAu qia
la:USKISYaNNSLIUAIUNISSNBIALLTUAYUADARY

Tsivasoginvius:ansnmw

Strengthening the capabilities of personnel from
government agencies, regulators, and critical
information infrastructure (Cll) organizations to
enhance the readiness of practitioners at all levels
for effective cybersecurity governance, oversight,
and management.

1duKtnlAsLNISISLSaNISWAUUN
unainsaunduluAvUaDONY
Ts1uos$ s:o:n 2

Advancing the Intensive
Cybersecurity Capacity Building
Program - Phase 2
LowauuyaansiRIAUSIaANG:WI:NMANUEDTE
wWoUovfiiu aawans:nu nawsausuiiongAnAy

Tsivaslaogvius:ansnwaiuunasyuaina

Focusing on the development of advanced and specialized
cybersecurity knowledge and skills to prevent, mitigate, and
respond effectively to cyber threats in line with international
standards.

(° "\

= 10KkW9 : 9 Kangas
Wihausu 5,000 Au
Target: 9 training programs /
5,000 participants

* nan1sa1tduvIudsL : 11 Kangas
Wihdusw 14,344 au
Actual results: 11 training programs /
14,344 participants

.......

as1vN1SSUSAIUNISSNUN

A wuAvUaaanglsiuos
TRKUs8vUIUNKUNE

(NCSA Cyber Clinic)

Building Cybersecurity Awareness
for Target Agencies (NCSA Cyber Clinic)

SasusuIRaWUUNTaAIESATRUABNNSKUDEU

1K UNSURUGIUNSDULNASTIUGIUADNUITUAYD
Jaoanulsiuos

Delivering training programs to enhance cybersecurity
capacity for personnel in designated target agencies,
supporting compliance with national cybersecurity
standards and frameworks.

» 1UKN1E : 65 KUdEvIU
Target: 65 agencies
" KUDYVIULTISIUDSY :

114 Kudgvu
Actual: 114 agencies

= goadthkue 75%
Exceeded the target by 75%
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Wndausuiionaanmulsivass:dusa
Thailand’s National Cyber Exercise (NCX)

Saduiianaasulia:waundandwauisalunissubonuisAnAy
TsivasuovKUI8LIUYDVST KLDEVIUADUALKSDANAUQIA lIAa:KUIEVIU
TASVESWWUTIUEATYNIVENSAUINA SOUTVKUDEVIUBU 9 AIREITDY
awAfmkualBlu w.s.u. mssnuiAUbuAvUasanelsiuas w.A. 2562

—(2)

War Room

Management Aspect: Decision-making and
coordination exercises are conducted through
a War Room format.

dwuinalia WNUHUADSY (Hands-on)

nisilnidvidu 2 doukan Tana

of government agencies, regulators, critical information
infrastructure (Cll) organizations, and other relevant
entities in responding to cyber threats, in accordance with
the Cybersecurity Act 2019.

The exercise consists of two main components:

_o@ dluns:udunisuskisdanas
gounisdodulna:Uszaiuviuniusuiuu

Wasuloaniunsailsiuasiaon

Technical Aspect: Hands-on exercises to respond

to simulated cyber incidents.

Organized to test and strengthen the capabilities

/

19 Dausu 2568
19 June 2025

ept & Design
onference)

BEGIVVTERTeV [Ty}
nusAanIsvamsidn
Design and development
of the exercise framework:

© sodanUs:avAmsin
Exercise objectives

© s1oWadwsAAaKIL
Expected outcomes

© swamumsaiin
Exercise scenarios

© swsUivumsidn
Exercise formats

© swiAsvasvomsin
Exercise structure

O sws:uuaduauu
Msin
Exercise support
systems

Uvuus:ueu 2568
Fiscal Year 2025

3 nsn)AU 2568
3 July 2025

(Initial Planning
Conference)

Us:gudonwududu
Initial planning meeting:
© suguxanUs:avAmsiin
lIa:WaawsnAaKIL
Confirmation of
exercise objectives and
expected outcomes

© swuusnv
mskualongiln
Approval of exercise
scenarios

© swrikuansidn
Definition of exercise
scope

O swoinssuy
auuayunsin
Supporting activities

© soseBorusevu
AR:IBEYITNSOUNISAN
Identification of
agencies to be invited
to participate

Concept Development Conference: CDC
Exercise Development : Exercise Dev.

AKuansiln
Exercise Timeline
and Structure

24 nsnn1AU 2568
24 July 2025

(Main Planning
Conference)

ISV M TR ER M
Main planning meeting:

© swanauanuMsaiAn

Finalization of
exercise scenarios

© swsudula:unun
YaVRAR:INSUNSHN
Determination of
the number and
roles of participants

© nsounisAdUAU
msinia:Us:iiuna
Development of
exercise control and
evaluation plans

© iwufinnssuaduauu
Plan for supporting
activities

Initial Plannin
Pre Exercise :

Conference: IPC
re-Ex

War room

20 avH1AU 2568

20 August 2025

Us:yuovlnu
duaaig
Final planning meeting:
© Sonus:avAmsidn
Exercise objectives
© bndrnk3aus:inn
Tondiln a:waaws
fAimak3v
Confirmation of
scenarios and
expected outcomes
© swsedo
WAR:ISUMISAN
list of participants

CDC
IPC
MPC
FPC
ECG #1
ECG #2
ECG #3
ECG #4
ECG #5
ECG #6

Basic

Advanced

(Final Planning
Conference)

nsus:yu
Meetings

91udu 71 AU
71 participants

91udu 72 AU
72 participants
97udu 82 AU
82 participants
91udu 75 AU
75 participants
97uUdu 16 AU
16 participants
91uUdu 16 AU
16 participants
97udu 14 AU
14 participants
91udu 13 AU
13 participants

91udu 15 AU
15 participants

Judu 19 AU
19 participants

97UdU 595 AU
595 participants
9IUdU 120 AU
120 participants

97uUdu 1,016 AU

1,016 participants
101 KUSvLIU
101 organizations

Online 3-5 n.o. 68

31 KudgL
31 organizations

25 KUdgvIu
25 organizations

38 KUdgvU
38 organizations
31 Kudgvu
31 organizations
13 Kudgvu
13 organizations
13 Kudgvu
13 organizations

14 Kudgvu
14 organizations

14 Kudgvu
14 organizations
14 Kudgvu
14 organizations

12 Kudgvu

12 organizations
308 KudgvUu
308 organizations
90 KU2gvIU
90 organizations

Hands on with System (qaaatdau n.e.)

Online: 3-5 Sep 2025

Hands-on with System (throughout Sep)

Dauneu - Ay
2568

June - October
2025

e DEV

Exercise
Developm

darhanumsai
nazlongiln
Development of exercise
scenarios and injects

© varhanunisadin
Development of
exercise scenarios

© ongiln na:
WAAWSAAQKID
Exercise injects and
expected outcomes

© nsounmisus:10u
S:AUAD WSO
Tumssutio
AgAnAUMLTsIUDS
Readiness assessment
criteria for cyber
incident response

Middle Planning Conference : MPC

After Action Review : AAR

Onsite 27-29 a.A. 68 (192
Hands on with System
(0aaaidiau we)
Onsite: 27-29 Oct 2025
(Provincial Area)
Hands-on with System
(throughout Nov)

nsilniaSsums
Preparatory training:

© samsiniadsuns
Exercise preparation
training

© vamsaounaidon
101gsou Advance
Participant screening
and selection for
the Advanced level

© Usaluna
MsANIaSEUNIS
Evaluation of the
preparatory
exercise

Onsite 08 s.A. 68 (Live fire)
Onsite: 8 Dec 2025
(Live-fire Exercise)

Online 09 s.n. 68

(AAR + war room)

Online: 9 Dec 2025
(After Action Review:
AAR + War Room)

n_wsﬁlnlvT;annaau
JaAduAISD
nmvoluiuas (Live fire)
Live cyber exercise
to assess technical
capabilities:

@ vamsiin Live fire
Live cyber attack
simulation

© Us:i0uwa / AAR
After Action Review
(AAR)

© Tuds:nAtedas

Awarding of

certificates

Final Planning Conference: FPC
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a\)lasumsaoaua waJuludanssuy

C]‘lUFD'lUUUF\\)UE]OOﬂEJ]UIUOS

Promoting Research and Innovation in Cybersecurity

Joens:auNISANYY LVIUIVY IIA:NISWAIUIUIANSSY
drunduduAvUasanelsiuas AJUAAUNISESIV
ADIUSOUTDSIKITVKUIEVIUIYY dduayunisavnu
TuinalulagdunauduAvlisiuas IaznanduMswaun
waanturfauisatluTsiBowrdisgldoagodudu

This initiative aims to advance education, research, and
innovation in cybersecurity, while fostering collaboration
among research institutions, supporting investment in
cybersecurity technologies, and driving the development
of products that can be sustainably commercialized and
practically deployed.

i nanTauuIEalTE 0 T unTurenn@ 2568 PI‘N‘H_S
! miﬂ’uwma"wﬂewnmﬂmuswuwmswuqummamm
n‘n‘m‘umﬂuuumﬂasﬁﬂﬂlﬁma‘f’
Fudumii 14 nangnan 2568 1781 08,30-16.30 .
TsausufiTndn wnsuA pauILEY

SITE2025
NIN NCS

Tumsdviasuna:aluayudUs=nounsulANssuoRanNssL
mMuAnuluadlaerfeloesmeluds:ng
ShiH

” nssnun'ma (La'mumuu) ias

dviasuius:nounisisivasing
aawowiinalulagdiosna
Strengthening Thai
Cybersecurity Entrepreneurs
and Reducing Dependence on
Foreign Technologies

(o Aonssuus:s1AuTsIvas ASVA 3 105U 14
ASNAIAU 2568 JaduuuNlia:SUWYAIIUAQIRU
Wovarhnwugviasugaanrknssuy I0UNARNASY
1PN¥U d@n0UIVY lla:us:nounis soumkua

AFNIYNANSWAIUNDELEVEU

The 3 Cyber Community Forum, held on 14 July
2025, was organized to gather insights and
recommendations for formulating policies and
measures to promote Thailand’s cybersecurity industry.
The forum brought together representatives from
government agencies, the private sector, research
institutions, and cybersecurity entrepreneurs to jointly
define sustainable development directions for the
domestic cybersecurity ecosystem.

$OUAU aus. YaviunnavindAdI1udSo
vovAWsIubalunisaduayuus:naunis
udanssudulsivas nigldlasonis “ndav
inAlulagifunu” Tuviu Startup x Innovation
Thailand Expo 2025 (SITE 2025) IWowandu
aarsnswingswasuninaluTagrndvguld

aamswowadosa

In collaboration with the National Innovation
Agency (NIA), a press conference was held to
announce the achievements of the cooperation
. in supporting Thai cybersecurity entrepreneurs

* under the initiative “Transforming Technology into
Capital,” at the Startup x Innovation Thailand Expo
2025 (SITE 2025). The initiative aims to empower
Thai startups to develop competitive cybersecurity
technologies and reduce reliance on foreign solutions.
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Jana: UquS\)muuauaw?Kusmsua wUs noUNNS ©
n1nac1a1mssumumssnmna'\uuun\)UaaonaTvluas

Development and Enhancement

CYBRE"'

of the Database of Cybersecurity Service

Providers and Industry Operators

Tul 2568 U Tauhdoyagus:naunisidngisulusd
CybrePlus la:auisnduAungnaiuusnislaisuusos
72 s19 Aaldu 100% »1nduduUs:naunIs

Tudoguu

N

In 2025, data on cybersecurity operators were uploaded

to the CybrePlus website and made searchable by service

categories. A total of 72 operators are listed, representing

100% of the operators currently in operation.

/

and International Levels

Uu IEEE Xplore

Advancing Technology

—e JQMUNADIU “N1SDONIIVUNSDUADIUSIUDD

wansiivdugadoyadiundiulunvlasany
TsivasodrviunvUanafiyna:iosusssu
IWodviasunis3vadiuleyeyrus:auy”

AlKuanfAnvia: aUUEIUUﬂ'lSDOEJIWOE‘S'“)O\)F\FD'\US

na:inalulagdrundutiunvlasanslsiuas
Setting Directions and Supporting Research to
Advance Knowledge and Technology in Cybersecurity

ndvavanurvula:sausyusIuAuIASadeUnIveduANUTUAVUaanulsIuDS
9nmMUs:NA IWasousoudalauaivulaungna:darinuniswaua:aduayu
Ms3vuRdAtYUaVUS:INA Ns:udUNMsALNa1aUtUgn1sWonsuNIia:susavUNIve
wsoulgiludoyaus:nounisaduayuiikaonu N1s90assvuls:ueu lazn1smikua
AAnMSWauuvUIYsduAUbuAvUasanelsiuasagvidus:uu

Dedicated working committees were appointed, and joint meetings were held with
nationwide cybersecurity research networks to gather policy recommendations and formulate
national priority research development and support plans. This process led to the review
and endorsement of researchers and provides a basis for funding support, budget allocation,
and the systematic direction of cybersecurity research.

doiasuna:ue1govAndWEaIUIBINISIVIUS:AUUS:INANE:S:AUUNUNBIG
Promoting and Expanding Academic Knowledge at the National

—e YarunAdU “Thailand’s Preparedness for @ Preparation of the paper “Thailand’s Preparedness
Post-Quantum Era” Uniauouuidiuov IEEE
TogUn398uov anuy.1a:0gS:K3TVNSINSIWS

for the Post-Quantum Era,” presented at an IEEE
conference by NCSA researchers and currently under
publication on IEEE Xplore.

Development of the paper “Designing a Collaborative
Framework for Secure, Safe, and Ethical Cybersecurity
Data Sharing to Support Artificial Intelligence
Research.”

Thailasd's Preparcdness for Post-Quastam Era

for Humanity

Uniaualonaisavecio
IEEE Conference Co-Chair
1o 14 n..68
Presentation of research
papers to the IEEE
Conference Co-Chair

on 14 September 2025
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IAUKUNJUIAADU ABIY.
Driving HTCR Forward

AUFSIURIBEIBYNISIDEIROAIIWITUALUADOANY
Tsiwasukods:inAlne (Ao, 10adagwvidunivns
10o3uf 13 dvKk1AU 2568 na:ldiGukuinduiAdou
AoNssuAIUN1ISIVY NIsaniUadguavAAIIUS
lla:MsWaUUNFANgNIWUNIYgagvdaIton IWosns:au
musvsduANUAYUasanelsiuasuavUs:INA

The Thailand Hub of Talents in Cybersecurity
Research (HTCR) was officially launched on 13 August
2025 and has since been actively driving research
initiatives, knowledge exchange, and researcher
capacity development to advance cybersecurity
research and strengthen Thailand’s national
cybersecurity resilience in a sustainable manner.

(

dadvanvudsinisanuluavUasanslsivosSiKvsa
Establishment of the Thailand
National Cyber Academy

voniuuanUuna:ldsunuunlausadvizeusosiadd
doilumodAnylunisiazsunnuwsaudiulasvasv
WugnuAv:atuayunisdnausula:wauIynaIns
Tsiwag dxsuus:inAlngluauina

an10uddunuanibugudgnaivluniswasuinu:
AdWuAvUanandelsiuas AVaKSUISIKUIASY
MARNBU IS sUNaIU- SoufvaluayumMsens:au
urasguAdwlasaneia:nissulionsAnAulsivas
Audouduagvdaiton

The academy has been fully designed and approved
for establishment, marking a significant milestone in
strengthening foundational infrastructure to support
cybersecurity training and workforce development
for Thailand’s future. It will serve as a central hub
for cybersecurity capacity building, catering to
government officials, private sector personnel, and

the general public. It will also play a key role in
raising national cybersecurity standards and
enhancing preparedness against increasingly complex *
cyber threats on a continuous basis. o
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Jakilasvasiowugu
n9UudKSUNSIYY
A WluAvUananglsiuos
Establishing Essential
Infrastructure for
Cybersecurity Research

T\

—o IoWauUs:uUSUsavRTRUSMsTsIuoS
gNS:AUNISUSKISYANISTDYANISSUSOVATUNIW
WIKUSNIsduAdwluAvLUaaanslsiuas Wiu
mswauungudayananvlag anus. INaTRKUI&U
SgnazonsuasdvaauAtuMwldogolUsola Idonls
USN1SAUUIASTIUIGEIAU IWUADIUIBDIU
fugaaiknssuy la:1IASUTAAIIVEAIUISONISIIBOTU
vovus:nAlus:duaina

To develop a certification system for cybersecurity
service providers by enhancing the management
of certification data and quality assurance through
a centralized database established by the NCSA.
This will enable both public and private sector
organizations to verify service quality transparently,
select providers based on common standards, build
trust within the industry, and strengthen Thailand’s
global competitiveness.

anuu. valiyavntdeu

iwauiayaluustsrduLius
Ustanuvnu Business Matching
veeTon1anIvssio natiio
Lﬁcuuﬂuén'lslﬂumﬁnumun:mﬁ"m
TsiuasuavustinAlneag10EVEU

Tns: 0 2502 7823
Email: cyber.certify@ncsa.or.th

IWadaKiinSavilianazaunsaindilu

dKSUNISANTULIUYDVAUEIVYAIIUTUAY
Uaoanulsiuas dosaduayunisnadau 1As1K
nas3vsduinalulagnaiudunvlasanslsiuas

To procure essential tools and equipment for
cybersecurity research centers in order to support
testing, analysis, and research in cybersecurity
technologies, thereby enabling the effective operation
of national cybersecurity research facilities.

Operational Process

——o Jumaumsd‘nﬁumsf \
O

. UDUKLNEDVANS @ ndvdoasuzrivnu
AfkuAas>dAuMwW asdous:idu
A nus. TRA2WIRUBDU

Designation of an organization

RIKUSN"S

\ .

&

AuAUBUAY approved by the NCSC, or appointment

Uasanslsiuos of an evaluation committee.

Cybersecurity _Aumvu
Service Provider SusavANIW

Review by the Quality
Certification Committee

L8

_ dufe As20adUAYD as>v&dau WoISEUN
SusavANIW 1ona1s/Kangu nazus:1iju WaN1sAsdvdou
Apply for Quality Review of Application Inspection Review of the

Certification and Supporting Evidence and Assessment Assessment Results

) Us:nA nuy.
159V UIASTUNANUDNIVEVIASUY
Notification of the NCSC

Re: Standards and Guidelines for Promoting the Development
of Cybersecurity Service Delivery Systems, B.E. 2566 (2023)

dadoaounuIWUIGU

Ins: 02502 7825 | Tel: +66 2 502 7825
dlua : Research@ncsa.or.th | Email: Research@ncsa.or.th
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n1s§050ﬁaudﬁJﬁmsnmud‘un\)UaaqﬁaTvluaé (Cyber Security Lab)
Establishment of the Cyber Security Lab

ful 2568 ThaiCERT dhidunisasioaaulia:us:idu
govlk3s:uuaisauinaA 1a:nadaunisivIsuU
ag1vdalliov IWaIN1s:IvIa:Us:ITUADIUIFYD
druAWTUAYUED QA UDVKUIELIUSTIIAzIDNBU
NS:UUNMSALNEDLEIBTRKUIBVIUIRUROTOULDVS:UU
na:tnfugmsusuusovunasnistoviuldogoikuzay

PNNNSASIDEDUBDYIKIS:UUYDY 90 KLdEv U IUVITU
KU28YIUSZIAIUBU 9 61 KUDEVIU GUASISUEY
25 KU28LIU AIUUSNISNNASTAEIATY 2 KUdgvU
la:auinalulagansauinciainsauunAy 2 KUdevU
wu31 doulkeyvaoglunguiidgovinilus:du
A>WsuIsLUILUNEIL AQiJu 86% YoLNVKUQ

NCS

I g iney i1
gﬁm’:‘ mﬂwm’l Juhen
Ay

ciugasind
es._-,ment Report

sqpanlee

sUnuusevIUUS:ITUBDVIKI
Vulnerability Assessment Report

In 2025, ThaiCERT conducted continuous vulnerability
assessments and penetration testing of information
systems to monitor and evaluate cybersecurity risks across
government and private-sector entities. The process enabled
organizations to identify system weaknesses and supported
the implementation of appropriate protective measures.

A total of 90 organizations were assessed, comprising
61 government agencies in other sectors, 25 in
the public health sector, 2 responsible for critical
government services, and 2 in the information technology
and telecommunications sector.

The findings show that most vulnerabilities were classified
at the medium severity level, representing 86% of all
identified issues.

s:dunmus:uusochj]
Low severity level:

85

szauAd>IWsuusoUIuNaI
Medium severity level:

86%

S=AUADIUSULSOFV
High severity level:
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AU IWDLOSEUADIUWSDU
tunssudonvlslunsua:Wuduganmwundla
(PARTNERSHIP)

PARTNERSHIP: STRENGTHENING COOPERATION
FOR CYBER INCIDENT RESPONSE AND RECOVERY

UoIdsSuas1vAINSIUTDIAIASOUNYSIKINVKUIEVIUNIAST NNAIDNBU
la:0vANSS:KIUS:INA IWENS:AuANUWSaUfunissulanelsiuas
2810YUSTUNNS llazduuayunmsiwuAus:uugnid:un@agividus:ansniw

To strengthen collaboration and networks among government agencies,
the private sector, and international organizations in order to enhance
integrated cyber resilience and support the efficient restoration

of systems to normal operations.
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a'\)|a§u||a:au“uaqun31usbuﬁas:K:h\)mnsTgua:lanuu\l
Promoting and Supporting Public-Private Collaboration

YStuINISAIUSOUTDNUKUDIEVIUNIASY NNAIDNLU
TROnsianivagu nuvduavAAIIUS 1UDAQ 58NS
Us:aunisadfunissulanuanAuniolsiuasninadu
WouNs:AUKUI8VIUYDVSTIRTTaAI IWEILSA
WUUINTU

Collaboration between government agencies and the private
sector facilitates the exchange of information, expertise,
best practices, and operational experience in addressing
cyber threats. Through this cooperation, the capabilities of
government agencies are further enhanced.

USfU‘lﬂ‘lSFlD‘lUSZ)UUE)
anuys.-ana. lunistovriu

nNsas |uouauaa3uunna
omnannmum\ﬂmuas
Integrated cooperation between
NCSA and PDPC to prevent
personal data breaches arising
from cyber threats.

sounudunvIuATU:NSSUNISAUASDVJDYadIuuAAa
(@na.) ystunisnismoiuwodoviunissilka
la:nisaziiadoyadouynnavnieAnAuNvlsiveS
WUMSUSIEU0INU NSIADAVATUENYIUSIU lla:
N15as29Us:ITUKLUIELIUYDVSTATNISUS:UDana
JoyadouynnaduouuIn aWUs:NIAANSSUNNS
Aunsavdayadiuynna FovAdIUALTDYadIUUAna
na:Us:udawadoyadouynnafiduktisogouyovsy
godovvalRiidkuiAAuAsavdayadouynna
W.F. 2566

The National Cyber Security Agency (NCSA) works in close
collaboration with the Office of Personal Data Protection
Committee (PDPC) to integrate operational efforts aimed
at preventing personal data breaches and violations
arising from cyber threats. This collaboration includes
joint planning, the establishment of joint working groups,
and assessments of government agencies that process
large volumes of personal data, in accordance with
the Notification of the Personal Data Protection Committee
on Personal Data Controllers and Personal Data Processors
that are state agencies required to appoint a Data Protection
Officer 2023.

( N

lugovaunwus-Taursu 2568 lawasid
ua:tkAruuzthdrunduiuavlasadsToluas
ua:nsANASIVIIYAdIUUANALAKLIZVIU
30 uKv wsautauauuznisaidunis
tkaoandovAuuasgiuaina

Cybersecurity and Personal Data Protection

Advisory Activities (February-june 2025)

Between February and June 2025, cybersecurity

and personal data protection assessments and
recommendations were provided to 30 government
agencies, with tailored recommendations prioritized
according to the urgency and risk level of each agency.
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MOU nu DEPA 1asulnsv
wus:nounislsiuasing

MOU with DEPA to Strengthen
Thai Cybersecurity Entrepreneurs

avuouRnAUIT PAUEUINLIUEVIESUIASUTAD
0d1a (depa) IWoaluaUURUS:NaUNSANUAIULUAY
JaoanulsiuasuavingfRWauuinaanturina:usnis
a1UNasYU nazidoulevKkud8vIuSTIRITHY
waanwurilnglda:aandu ANUSOUTaTYVESIVS:UU
dinAgaaiknssulsivuas Wiuniswasurgiudoya
©WUS:NOUNNS NMSSUSDVATUNIW NISYUANIVSSAD lias
mMsiWuloMan1vgsAD IasuAIESAIUNISIIOIU
la:JuIA3oUIASUTADaINa0g10gvE U

A Memorandum of Understanding (MOU) was signed with
the Digital Economy Promotion Agency (DEPA) to support
Thai cybersecurity entrepreneurs in developing products
and services that comply with recognized standards, while

enabling government agencies to more easily access locally
developed solutions.

This collaboration aims to build a strong cybersecurity
industry ecosystem through the development of an
entrepreneur database, quality certification, business
matching, and expanded market opportunities. The
partnership will enhance competitiveness and drive the
sustainable growth of Thailand’s digital economy.

(e,

MOU U NIA &s$19s:uuliF
[sivasinegdurasgiuaina

MOU with NIA to Build
a Thai Cybersecurity Ecosystem
Aligned with International Standards

avuwUuRNAUITRAUEITNLILUIANSSUIKLYA
(NIA) iWadulndauudanssudiunuduAvUanany
Tsivaswoving 1dumsiBoulgvovAnUS INATulag
nasnkavnunASy auuayuaaisnawiiaziius:noauns
WauunwaanturiRthlUT3osvld asos:uuinAuIansswy
Tsiuas nazuns:audandiuaiuisalunisiyodu
Ua\)Us:mﬂTus:cTqumnna:ama

An MOU was signed with the National Innovation Agency
(NIA) to advance cybersecurity innovation in Thailand.
The collaboration emphasizes integration of knowledge,
technology, and public-sector funding mechanisms

to support startups and entrepreneurs in developing
deployable cybersecurity products.

Thailand Cybersecurity
Product and Service Awards 2024

Yielokgl—i™ "

28 gmau 2567
nowsudy udetous agounw

Janwavlsiuasing 10apAUs:suudanssuwaancur
||a:u§msdwunmuUum\)UaaoﬁaTmuas'aoQ\)TmJ
JWSOUdLWavIUSIUNLKUQ 23 Wavu uviduus:inn
WaaAurina:usnis 12 waviu na:ds:innduiuu
W3QATUTIIR:USNNS 11 Waviu lla:iwaviufldsusvia
ALAU 9 Wavu IMadviasuTRUs:naun1s Wauun
AtuMWIIa:US:ansniwuavWaanturiia:usniscolu

A national platform showcasing innovative cybersecurity
products and services, with 23 submissions across product/
service and prototype categories, and 9 award-winning
entries-aimed at encouraging entrepreneurs to further

enhance the quality and effectiveness of cybersecurity
solutions.

WiuouldavauAunUgeUSIUTAIIU
unnssudnermansnaznaluladnriayii Us=91U 2568

THE CEREMONY OF THE PRESENTING TROPHY APPRECIATION
MNATIONAL SCIENCE AND TECHNOLOGY FAIR 2025
]

KUuviu 2d.Fair 2025
lla: NST Fair 2025

Supporting MHESI FAIR 2025 and
NST Fair 2025

Jaysasivinsayngundve WsouAoNSSUESIVESSHA
MSISYUSUDVASDUASIWIU Cyber Boardgame S:K31v
9-17 dVoK1AU 2568

Hosted a booth to strengthen research networks and offered

creative family learning activities through the NCSA Cyber
Boardgame, held from 9-17 August 2025.
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lasvn1sgns:duniAssi® SMEs IaUovriu
na:suiionisAnnuNvisIues Na:Aunsavdayadiuynna
Cybersecurity Essentials for Entrepreneurs Project for Cyber
Threat Protection and Personal Data Protection

1IBeyusouldnsoulasvnas : Sud 5
AUNIWUS 2568 fngnaadanWiu Facebook
NCSA Thailand lla: Zoom 18tyiUs:naums
SMEs 13150uTASVNS “@ns:dunIASSAD
wWoUavAuna:suiiofnuanaumvlsivas”

SMEs were invited to participate in the project on
“Cybersecurity Essentials for Entrepreneurs”,
launched on 5 February 2025, via live broadcasts
on Facebook NCSA Thailand and Zoom.

WnausuoaulsdiasufAngniw SMEs:
A9NSSUASOA 1 3URA 15 TunAW 2568 oas1o
AWas:kUNSAuAULUAYUaoanesiuas
lla:n1sAuAsavdayadiuynna Joauuvanad
3 su DIT1SouNNIASSADNIN 1,406 AU

SME Capacity-Building Training
= Activity 1: 15 March 2025
= Objective: Raise awareness of cybersecurity
and personal data protection
= Currently implemented in 3 rounds.
= Total participants: over 1,406 business
operators

winad1usouiloniassiona:
ANSANUAN : AvnssuASLA 2 3uf 29 TunAw
2568 SOUAUUSUN W Faav Tuiduasuiwari
9170 13:UK13NYIAYSSSUANEQS dvidsuy
AUwSaudulsiuaslk SMEs meldiusAa
“agson-ogilu-og1fu-ogend” IionWgLEU
UDVSSAD

Business and Academic Collaboration
= Activity 2: 29 March 2025
= Conducted in collaboration with CP Seeding
Social Impact Co., Ltd. and Thammasat University

= Promoted cybersecurity awareness among SMEs under the concept: “Stay Adaptable, Stay Sustainable”
= Aimed at strengthening long-term business resilience and sustainability in the digital era

89
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A2IUSIUIOS:KIVUS:INA
International Cooperation

dolasunazysuinisadIusoulionuKkudgvIuUGIU
AdWUUAVUaanelsIuasuavaI0US:INA NOS:AU
n3n1ANa:wkn1A IWouns:auAULUALIsIUDSIA:
SulanuAnAURBUBaulus:aulanagvius:ansnw

Thailand promotes and strengthens cooperation with
cybersecurity agencies of other countries at both
bilateral and multilateral levels, with the aim of reinforcing
cyber resilience and enhancing preparedness to address
increasingly complex global cyber threats in an effective
and coordinated manner.

asudanandiusouijos:kivus:inea (Uouus:uitu 2568)

/—0

\nuqnsmaos’n:nus'auﬁan:‘m'\ﬁi
Bilateral Cooperation Activities

Us:=ahuvau/sauidonudivus:inA

International Coordination and Joint Activities
1737,
Total: Activities

Us:gu/ousu/auuun

Meetings, Training, and Seminars
$1uou 72 ASH
Total: Activities

worsau/IRAwiRu/aduayudoya

Consultations, Comments, and Information Support

Suou 55 AsL
Total: Activities

Activities: .
A

Sou ASL
Total Bilateral Activities ﬁ

Summary of International Cooperation Statistics (Fiscal Year 2025)

RN

0 vIUYNSAEASAIUSIVTOWKNIA
Multilateral Cooperation Activities}

Us:zanuvu/souidionudivus:inA

International Coordination and Joint Activities
2329 ™,
Total: Activities

Uszgu/ouUsu/duuun

Meetings, Training, and Seminars
$auou 13 Aso
Total: Activities

worsau/IRAdwIRu/aduayudoya

Consultations, Comments, and Information Support

s 132 72,
Total: Activities
- B Total Multilateral

ASL
Activities
ﬂ Activities:

At Sou

« B i

souiiodu 900 o

\ Overall Total: 900 International J/
Cooperation Activities

—== 3 s - [ Eﬁ : i)
ﬁ 0

AdWsOuiialunsouwkniAREAtY

Key Multilateral Cooperation Frameworks

_‘—'_’J
.\

VU 9t Singapore International Cyber Week (SICW) 2024

StK3103UA 14-17 Qa1AU 2567 Wa.9.Q. dUS BWIBY 1aUIBNISATUNSSUNIS
mssnuANuuAvUaaaielsiuasiKoua Tugnuzdiinuvavds:ndlng hsouou
Singapore International Cyber Week 2024 (SICW) nisUs:gusguuasanigau
dundwbuAvUasanglsiuas ASLA 9 (9 ASEAN Ministerial Conference
on Cybersecurity: AMCC) la=n1sUssudu 9 RIREITOY tu asstusSyavAlus
Wonaniasuulguie uiassu nazpdwsIuTalunissulonsAnA WKL 9

soufous:Gu Al Tus:aupdniAnass:aulan

9t Singapore International Cyber Week 2024 (SICW)

From 14-17 October 2024, AVM Amorn Chomchoey, Secretary-General of the NCSC, represented Thailand at the 9t
Singapore International Cyber Week (SICW), the 9" ASEAN Ministerial Conference on Cybersecurity (AMCC), and other
related meetings in Singapore, to exchange views on policies, standards, and cooperation, including responses to emerging
threats and artificial intelligence at both regional and global levels.

@
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MsUS:UDIBEU-SaITY StKIWIUR 24-25 aaAU 2567

S:K310IUR 24-25 Qa1AU 2567 Waas §53cd INENNsnd so0IaUIENISANENSSUNISANSSNAIULUAY
UaoanglsiuasiKosid 1a:umvadal guasiv §a1udgn1sAggnsAIEasAIusIulosK30UsINA
FunulsunggnsAansnissnunAauluAvUasanelsiuas INSoUNsUs:sUKIEas:KINIBaUAUSAIGY
TudsziGuRiRgagavAuANUUAYIuUMSIInATulagansauinFiia:n1sdoans (ASEAN-Russia Dialogue on ICT
Security-related Issues) ASHA 4 NsUS:US:KkIWINBIIAa:saIFaUAILTUAYUADAAYENSEUINFSKINY
Us:nfA (Thailand-Russia Interagency Meeting in the Field of International Information Security: 11S)
AsoA 2 la:N1sUs:uu International Cyber Security Conference Kuban CSC 2024 tu IEMEE] dKWUSSY
SaIe IWoKdanWsIuTadulsiuas na: ICT TudAs:k3nvUs:InA

ASEAN-Russia Engagement

From 24-25 October 2024, Maj. Gen. Teerawut Wittayakorn, Deputy Secretary-General of the NCSC, and Mrs. Asida
Suksawang, Director of the International Affairs Division, Cybersecurity Policy and Strategy Office, participated in
ASEAN-Russia meetings, including the ASEAN-Russia Dialogue on ICT Security-Related Issues, the Thailand-Russia
Interagency Meeting in the Field of International Information Security (IIS), and the International Cyber Security Conference
“Kuban CSC 2024" in Sochi, the Russian Federation, to strengthen cooperation in cybersecurity and ICT at the international level.

@,;jﬁ# @ n1souUsuU Cybersecurity Capacity Building Programme
L

StK30IUA 19-23 WOASMBU 2568 ans. SOUAU UNIDIR Tasnmisaduayuoinsguianauian
: I T Yaousu Cybersecurity Capacity Building Programme tJ United Nations Confgrence Centre

W, (UNCC), UNESCAP auustsdiguuan nsvinwd IWogns:aufngniwdiuaudupvdasany
P TsivasTRinn1ASy Tasvasvwusud Aty NASEINS MANBU la:yidouInedon

Cybersecurity Capacity Building Programme

From 19-23 November 2025, the NCSA, in collaboration with UNIDIR and with the support of the Government of Canada,
organized the Cybersecurity Capacity Building Programme at the United Nations Conference Centre (UNCC), UNESCAP,
Bangkok. The programme aimed to enhance cybersecurity capabilities for government agencies, critical information
infrastructure organizations, academia, the private sector, and other relevant stakeholders.

nsUs:yl ANSAC ASOA 16

StK3103UA 9-12 TOUIBU 2568 WA.QS. 25INSE WSKUINSHU WEI81auIENISATUNSSUNIS
mssnuAUUAYUananelsiuasiKusa Kokthatusinulng wiauddg U1 InAIN
s3u3%8 LINWITE WouseMsainvuuleuegnsAaasnissnuAUluAVUaaanelsiuas
1nsaunmsUszyuanmuUUamsaIBsudiuAubUALUaDaNBUUIREDUNY (ASEAN Network
Security Action Council: ANSAC) ASVA 16 lla:MsUs:yuidouavansiiasargnsmans
A WsOUdaduALTUAYUaanssIuaSUDVDITEU A.A. 2026-2030 (ASEAN Cybersecurity
Cooperation Strategy Workshop: ACCS) tu 1390IdgUSIY S15010UDNSAUWY Wodaau
AUAUKINYoLARNSsUIlalAsoNIsEL < Tundnia

16" ANSAC Meeting

From 9-12 June 2025, Asst. Prof. Waraporn Promwikorn, Ph.D., Assistant Secretary-General of the NCSC, together with
Air Vice Marshal Tawatchai Makpanich, Director of the Cybersecurity Policy and Strategy Office, participated in the 16
Meeting of the ASEAN Network Security Action Council (ANSAC) and the ASEAN Cybersecurity Cooperation Strategy (ACCS)
Workshop for 2026-2030, held in Siem Reap, Kingdom of Cambodia.

n1sUs:yu OEWG on security of and in the use of ICTs

StK3103UA 7-11 NSNNTAU 2568 WA.QS. 25INSAT WSKUINSTU EI8IaunSNNSATUNSSUNS
nmissnuAdWiuAvUaaanelsiuasiKoua fkiAKokIA:RINUTNg 1INSOUNSUS 4L
aven 11 (Substantive Session) yavAnuzriouluuida (Open-Ended Working Group: OEWG)
drenuluAvavialumsidinalulagansauinfa:nisdoans cu Sunviulkajakus:s1sna
uASTNEOSN aKSTOIUSNN IWDWDISIUNSIEOIUIIAKIZDIUINIVIASUESIVAIUSIUTDSKID
UssnAduAULUALTsIVDS

OEWG on Security of and in the Use of ICTs

From 7-11 July 2025, Asst. Prof. Waraporn Promwikorn, Ph.D., Assistant Secretary-General of the NCSC, served as Head of
the Thai Delegation to the 11" substantive session of the Open-Ended Working Group (OEWG) on security of and in the
use of ICTs at the United Nations Headquarters in New York, United States of America. The session considered reports and
discussed approaches to strengthening international cooperation in cybersecurity.

o1
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A WsHuidafunsaun3niAndiAty
Key Bilateral Cooperation Frameworks

dGousuniu: ITU, JICA a:Kudgv U
VINNNU

3ufl 4 nUATWUS 2568 anuy. dousuAUzWINU
nakmwinsauunAus:KkIwUS:INA (ITU) 2vANTS
ADWSOUTas:KIWUsINAYaLYUYU (JICA) lia:kud8vu
n1ASFINUSINANNIU IWoNaniUaguavAndIUg
drunduduAvUasanelsivas Tasthiduonisio
YL anuy. la: ThaiCERT NMsrinviuyavgugUauanas
duawluAvUasanelsiuas usnvsuboikamsai
Tsiuas na:unisgudINnsiAny SoUTVNISWEUUN
ADWSOUDDAULIDNSDVIIA:UAAINS

Welcoming Delegations from ITU, JICA, and Bhutan

On 4 February 2025, the NCSA welcomed delegations
from the International Telecommunication Union (ITU),
the Japan International Cooperation Agency (JICA),
and relevant government agencies from Bhutan to exchange
knowledge on cybersecurity. The programme included
presentations on the NCSA's mandate, ThaiCERT
operations, the Cybersecurity Operations Center, cyber
incident response approaches, and lessons learned from
case studies. Discussions also explored opportunities for
future cooperation, particularly in cyber threat intelligence
and workforce development.

oausuntu LaoCERT
IlaﬂIUEIEJUFD'IUSDUUE)C\'IUIUIUE)S

3uf 20 UNSIAU 2568 anuy. dausuAURINU
LaoCERT laziianiagumsdiduoiudiunauiunw
Uaoanslsiuasuaving Taguiauaiuonivuov
ThaiCERT TasvasivonisvanisisAnATU a:naln
ds:zaiuvaus:auds:inA wSauKki13oAd1WSIUdD
TuaurAa Taglawi:nasianiyagudoyansAnAIw
fus:auniiniA

Welcoming LaoCERT and Enhancing Cybersecurity
Cooperation

On 20 January 2025, the NCSA welcomed a delegation from
LaoCERT to exchange experiences on cybersecurity
operations. The meeting included presentations on
Thailand’s cybersecurity governance framework, the
ThaiCERT threat management structure, and national-level
coordination mechanisms. Both sides also discussed future
cooperation, particularly the exchange of cyber threat
information at the regional level.

i - o
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( msiasudngniwynansdunsnalsiuos —— -
StK3W3UR 24 nsNNIAL 2568 WINU aNUy. 131500
msﬁlnausudwumsqumuas’ (Cyber Diplomacy)
fu @nuunisalvds:inAind:ovAslsunis dalag
Ns:NSoVNSAVUS:INA SOUAU Clingendael Academy
dniUuinausudiunisnasuthuaviuisasiaud
IWoWauu1daA1uaIu1sSndIuAIIUSIUDTDSK30
Js:InA Iasuasvaouidnfoussnaguiiakannsanna
Tualsiuos

Enhancing Capacity in Cyber Diplomacy

From 2 to 4 July 2025, representatives of the NCSA
participated in a Cyber Diplomacy training programme
hosted by the Ministry of Foreign Affairs of Thailand
in collaboration with the Clingendael Academy of the
Netherlands. The programme aimed to strengthen
participants’ capacities in international cybersecurity policy,
negotiation, and engagement, with an emphasis on global

norms and principles in cyberspace.

NISK1S2SJUNUIDNIASSIBNAULNATINF
dviasundoiusouiiolsiuos

3ui 25 nsNNIAL 2568 anUy. GOUSUIPNSASSIBNA
Uvnaninfus:Us:InAlNg ok ZoUs:IGUAUITUAY
JaoanelsiuasiuusunnisUoviuds:in

Courtesy Call by the Ambassador of Bangladesh

On 25 July 2025, the NCSA received a courtesy call from
the Ambassador of Bangladesh to Thailand. The discussion
focused on cybersecurity cooperation and national
approaches to cyber defence, with an exchange of views
on strengthening preventive measures and advancing
collaboration between the two countries.

NsUs:yuIBLURUANISSIUNUSaSsIIPa

StK3103un 5-7 &VKIAU 2568 dnUy. SOUAUENIU
londAssIsnadasiioads:susznaAlng Yaus:yu
IBVUAUANIS The 1% Thailand-Israel Cybersecurity
Workshop tu NSYINWUKIUAS IWDIaSUaSvOANENIW
1a:Ad1wid1fodrund uiuAvUasanslsiuasia
KudgviuniasTla:niAlansuvaving Tasldsu
MstingnaaavAAUSIaUS:aUNISUDINKIBYIVITY
CT']UﬂDWULTUF]\)TUIUOS’UO\)E_)aSWIDa Fvauasn
uhlUds:gndlalunistoviuna:suboneanaulsiuos
[dogvius:ansmw
Thailand-Israel Cybersecurity Workshop
From 5-7 August 2025, the NCSA, in collaboration with
the Embassy of Israel in Thailand, organized the 1%
Thailand-Israel Cybersecurity Workshop in Bangkok.
The workshop aimed to enhance capacity and deepen
understanding of cybersecurity among Thai public
and private sector organizations. The programme featured
knowledge sharing and practical experience delivered
by Israel’'s cybersecurity experts, with discussions on

applying best practices to strengthen Thailand’s capabilities
in preventing and responding to cyber threats effectively.




Thailand International
Cyber Week 2025

sounu VNU Asia Pacific 9aviu Thailand
International Cyber Week 2025 fuuiunu
Cybersec Asia 2025 UainpfRnusIuTos:KIWw
N1ASY 1oNBU NISANUY laz:wusdasatvus:ina
WwWananiJagundwg inalulad naznusnivwasul
dunAnuluALlsiuas

Mefuou Us:naudaemsduuundsinis Msdaiaan
udanssu NIsIgvdu CTF 1a:N1SYUANIVESAD
TRUs:naunisingidoulgvAuwusiasca1vsia
ougngANSIUTaskIwUsINA IFsuUNwanunilng
TugusunduAbUAVUaanslsiuasuov)TINA
la:aduayunisiavliavoviAsugioadnaogvuAY
na:godu

In collaboration with VNU Asia Pacific, Thailand will host
Thailand International Cyber Week 2025, co-located with
Cybersec Asia 2025, serving as a platform for collaboration
among the public sector, private sector, educational
institutions, and international partners to exchange
knowledge, technologies, and development directions
in cybersecurity.

The event will feature academic seminars, innovation
exhibitions, Capture the Flag (CTF) competitions,
and business matching activities, enabling Thai
cybersecurity operators to connect with international
partners. The initiative aims to expand international
cooperation, enhance Thailand’s image as a regional
cybersecurity leader, and support the sustainable growth
of the digital economy.

I THAILAND JFcm
INTERNATIONAL RIS
CYBER WEEK
2025

22 - 23 January 2025

@ Plenary Hall at @SNC~, Bangkok, Thailand | © 09:30-17:00 hrs.

LA )

6 wwiscybe goc-a et g
1 i 2 o ‘

anel Disc
Challenges for Cybersecurity Collaborations
inthe ASEAN region

22 Jenuary 2085 13.00-13.45  Main Stage




» WKeHLI1sIuaUSL : 120 Au
Target number of participants:
120 persons

* wan1satduviudsw : 1,474 au
Actual number of participants:
1,474 persons

» ilAuhkne : 1,128%
Achievement rate: 1,128%

ASEAN-Japan ©°
Cybersecurity Capacity
Building Centre

ASEAN-Japan Cybersecurity Capacity Building
Centre (AJCCBC) 10uAugnavilnausuduAuiUAY
Uaoanelsiuas s:aupinmipoidaunmeldaousouio
ssr3woNBsuAugJu JunuindAtyfuniswauun
ynansikanusnsubaniuAnALAdNaRBUToUELTU

Uddai0utikvaoiududonlaaiduvov AJCCBC
funisygnenala:asuauavdonIIWGoVNISUDY
WiIhsaulduinn3rRAmanisad aioulRIRufvAnenIw
na:A2wdAyyovnIsinausudulsivasiuniniA
9BYU

The ASEAN-Japan Cybersecurity Capacity Building
Centre (AJCCBC) serves as a regional training hub
for cybersecurity capacity building and acts as a key
mechanism for strengthening cooperation between ASEAN
Member States and Japan. The Centre plays a vital role
in developing cybersecurity professionals capable
of addressing increasingly complex digital threats.

This year marks a significant milestone for AJCCBC,
demonstrating outstanding achievements in expanding
training programmes and responding to growing demand
from participants beyond initial targets. The outcomes
reflect the Centre’s strong potential and the critical
importance of cybersecurity training in the ASEAN region.



wa:lasvasowugiudiAtynioaisautna
tHdAULUAVUaDQAETBLUDS
ua:Wududanmwunaid (RESILIENCE)
BUILDING GOVERNMENT SERVICES

AND CRITICAL INFORMATION INFRASTRUCTURE
WITH CYBERSECURITY AND RESILIENCE

yoiduriikuauiasmssnunduduAvUasanelsiuas
UnUavs:uudoyalla:iASoungyavKudIgvIuUNIASY dvIaSuAIIUWSOU
TunsiWuAus:uulasvag VW UPIUEBIATYNIVANSAUINAINIR:S:UUUSNNSNNASY
TRnauganwunaldogvsoai$o Uaaanie aznuinan

Focusing on establishing cybersecurity protection measures to safeguard data
systems and networks of government agencies, while enhancing preparedness
for the recovery of critical information infrastructure and public service systems.
This aims to ensure a rapid, secure, and timely return to normal operations
following cyber incidents.
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AKuauasnIsNIsSnuIAIUTUAYUaDaAYTUGN E
drKksukLavulAsvasIvVWUTIUdIAtYNvaTISaUINA o
Establishing Minimum Cybersecurity Measures for
Organizations of Critical Information Infrastructure (Cll)

as“‘]\)n:)‘]ums:hLTng‘Tﬁqﬂa’msr]ﬂs:cTU IReauuNuIN Raising awareness among personnel at all levels regarding
é1ﬁfyTumss‘nu1n31uJunanaon‘aTmuas’ Wolk their critical roles in maintaining cybersecurity, to ensure

_,.Ei _ - - that the nation’s critical information systems remain secure
styuansauinAndinyuovdssinAduAvUaoany and resilient against cyber threats.
lla:wsousSuboneAnAY

LEAD IMPLEMENTER & / — | \
LEAD AUDITOR o ’ i :

IauKkdIWauundandIuaIuisans:uduNIsUUavIU
dulsiuasauunasuaINavovKLUIeIUTIASLASIV
WUZIUdAYNIVaISauINA KU2YLIUAIUAUKSD
fiAuQua a:kuisevIuYaVSTgvdaItion

TR e T 1T (a1 e WU Nz ia
= -
Continuously developing operational capabilities
and competencies in cybersecurity in accordance i
with international standards for organizations of critical ‘ 1
information infrastructure, supervisory or regulatory - e
agencies, and government entities. K

—O o—

= WhKWe : guwiausu 150 au = guadthkuie 70%
Target number of trainees: Exceeded target by: 70%

150 persons
= YLU1SOUDUSUDSL : 255 Au
Actual participants: 255 persons
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UnUovs:uudayallia:iASau1gudvKLOgvIUNIASY
Protection of Government Data and Networks

ﬂ°‘|hu0U‘]clsg']unjjuﬁuﬂ\)UaaofTa US:IGUF]:)’]UI?'iEJ\) Establish cybersecurity standards and conduct risk

dond I§'UTZ?I naTulad na:uscuinisuAalns Joua assessments from the early stages of technology adoption,

N o . . T . integrating people, data, systems, and processes to ensure
S i LSO EL S UL ML U Ol effective protection against cyber threats.
agvdus:ansnw

y

'vée__..

RISK & SELF-ASSESS

vafPNssuUs:TuAUIGYD daruasgiunssnyl 6
dosfisAnAulsiuas ) AnwluAvUasasnedksuidulsd
Cyber Risk Assessment Activities Development of Cybersecurity
9av1u Cyber Security Forum 4/2025: Risk & Self- Standards for Websites

Assessment 1U20UN 30 AUBIBU 2568 IWOANKY  5arinassududidioAuasavaNiuAvUanan
3IAS1HK la:UsHUANUIdEOBANAMUTEILESIONS:AU 450 5uTydRUSEDIUST KusvIUAIUAUKSDIAU

UsanAlias:aungurusevu Qiia kubgvulAsLaSVWUTIUEATY SOUTVLKLIBLIU

Organized the Cyber Security Forum 4/2025: Risk & PNBUATU W.S.U. mssSnuAduluAvUasanslsives

Self-Assessment on 30 September 2025, to study, analyze, W.A. 2562 AsaunauidulsdniBoudaduinasiia
and assess cybersecurity risks at both the national level and IIC)UTUdI’i.UUE)Uaé”]FTtg 15ulsdusnisus:sisu 1Sulsd
f ies. U I . X o
across groups of agencies TRusnsifeanuTAsvasvWugUdIATyUavUS:INA
—o Wwouhluwostunrkuauleule na:ulasnas la:gsNssUNIV3IdNNsalng NVUUS:UUDYANS S:UU

missnuAUuALUasanelsiuasuovUs:INA Aaad a:i3uloaav
To support the formulation of national cybersecurity
policies and protection measures Developed baseline cybersecurity standards to protect

websites of government agencies, supervisory or regulatory

L o w‘dauﬁTUnﬁKuo||uam\)na:mosmsaom*um:fiso authorities, and organizations of critical information
_ , . ¥ _ infrastructure, as well as relevant private-sector entities, in
s:ounauTnS\)asmwugwushnfym\)awsaumn accordance with the Cybersecurity Act B.E. 2562 (2019).
lla:KU2EvN usy The standards cover: Internet-connected websites, websites
containing sensitive information, public service websites,
websites providing services related to critical information
infrastructure, and apply to organizational systems, cloud

To define guidelines and risk-reduction measures
for Critical Information Infrastructure (Cll)
and government agencies

systems, and web hosting environments.
b i 3

UW11sousudu 221 Au

Number of participants: 221 persons
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nudUfuansis Al agrodasans
Al Security Guidelines

darhnsaunisdiiiuviudiund1ubuAvUaany
Tsiuasdksu Al AarursauhlUTslaosvluusunuov
Us:indAlng Joiasuagioniswauina:nisizoiu Al
agvuAvUananiy TAUSURQEDU @0andoviu
KansssuaAutalla:nAkuIgAIngddov Tagnu
N1sSUWYAdIIUAQIRUDINATAEIURIRYD TV
ag1vsaudu IWalKiusUfUuadalunsalasuasiv
AWUUAYUaaanglunIswaluia:nasidoiu Al
Taogvbus:ansnw

Developed an operational framework for cybersecurity
in relation to Al that can be practically applied within
the Thai context, promoting the development and use

of Al that is secure, responsible, and aligned with ethical
principles and relevant laws.

The guideline was developed through comprehensive
stakeholder consultations to ensure that it effectively
strengthens the secure development and use of Al.

nsaunlIsiIvIUGIUNIsSnunAdWUananelsivass:uunatdd

National Cloud Security Framework

dariinsaumsritvudiu Cloud Security vavUs:inflng
Wouns:dunissSnuIAdIUUUAYUaaanelsIuos
s:uupaldd Nvludduwavyldusnisaaldd (Cloud
Service Customer) lla:§IkUSN1SAAIG (Cloud Service
Provider) SoUfion1sYstuINISMSHIvIUAIUNISSNYY
ANULUAYUaoanelsluass:uUAaIDASKIY anus.
AUKUDEOURIRYITOD

AsaUINIUONY

Prioritize key issues, consolidate feedback, and communicate
the agreed approach to executives and relevant agencies
to ensure a common understanding

To develop a National Cloud Security Framework for
Thailand to enhance cybersecurity for cloud computing
systems, covering both Cloud Service Customers (CSCs)
and Cloud Service Providers (CSPs), as well as to strengthen
the integration and coordination of cloud cybersecurity
operations between the National Cyber Security Agency
(NCSA) and relevant stakeholders.

fihKuanAdWdavMIsIazInursOuAUSMuUNIaya

IULAUSUNQBDU (Shared Responsibility)
n1a:MKUQAAUUGRASIDEDU

Establish shared requirements and criteria for data classification
define the Shared Responsibility Model, and specify qualifications
for auditors and assessors.

daardundudAry (Prioritize) sousouAWIRU
ia:doansnudnvIRUSKIsIiakUdevURNeIdovInfoasviu % ? ?

A1snvU
10SgUADUWSDU
Operational
Preparedness
Framework

Execute initiatives in alignment with the Cloud First Policy
by establishing dedicated task forces to drive implementation
and proactively resolve operational barriers.

Conduct continuous monitoring and evaluation, closely track progress,
and disseminate updates and changes through a centralized platform
to ensure all agencies remain informed.

JvNWUgnsAMaasysaunis 5 U
1UUGYFIBYIBIYSIUNMNAKUIYESIVS:UUASIDSUSDY
nla:weuulyAaInswiu NCSA Cyber Clinic

Develop a five-year integrated strategy, emphasizing collaboration
with subject-matter experts in legal development, establishing
certification and assessment systems, and strengthening
workforce capacity through the NCSA Cyber Clinic.

dntunisneld Cloud First Policy dvfuawn:io
IWoduIAdauNsURUGIUNIAISVIRTUgUASSADEDSVID

Us:iluwana:usuusvdaitiov doawwalnasa
nasisvBeuMsivagundavrunwaawasunaiviknnkusgviunsiu

29
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]

UDVKUDEVIU
tHdAtuNMwua:uiasyiu (STANDARDS)
STRENGTHENING THE CAPACITY

OF NATIONAL-LEVEL AGENCIES
to Ensure Quality and Standards

LVeNS:AUANENIWKLDEVIUS:AUBAIKDATUNIWIA:UIASTIUEING
logiasuganouaiuisafunistlovnu Suiia a:aauauavdansanAUMbLlsiuDS
AJUANsdvIaSuNIsIuvJudoyangANAIUIIRINISUSTUINISAIUSIULD
Woasws:uuANUUUAvUaaanslsiuasRIdUIEY 8VEu a:datiald

This initiative aims to enhance the capacity of national-level agencies to meet
international quality and standard requirements by strengthening their ability
to prevent, respond to, and recover from cybersecurity threats. It also promotes
threat information sharing and integrated cooperation to build a robust,
sustainable, and trusted national cybersecurity ecosystem.
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lwuucma'lua'lmsn?umssuualla cnauaua\mamomsml
AlNganuANUUAvYUasanelsiuos
Enhancing Cybersecurity Incident Response

and Resilience Capabilities.

pns:dunssuliolia:aouauavnelsiuos weuunulaue
AU ns:uauMs lasnAlulagikldunassu wsauaduayu
A CERT aziwuaniduliolasunonuiunvuovlnsvasv
Wupu

damuwunyun ICT

lla: Enterprise Architecture
na:uysuusos:uu
inalulagansauinAdiinoiu
Development of the ICT
Master Plan and Enterprise
Architecture

TutvuUs:utu 2568 Tavari
iwunbuninalulagansauine
lla:N1sdoans ICT Masterplan la:
anJaynssuovAns (Enterprise
Architecture) s:e: 5 U
W.A.2566-2570 158US28IIaD

In fiscal year 2025, the Office
completed the ICT Master Plan and
Enterprise Architecture (EA) with a
five-year implementation framework
(2023-2027), providing a clear

roadmap for technology
and organizational development.

Usudsvs:uuinalulagansauina
gunviu Tagldiinisiaseuns
Wadhiduniskavldsuvuus:uncu

futvuds:ueudaly

Upgrading Internal Information
Technology Systems: Information
technology systems of the Office

are being upgraded, with preparatory
work completed to support
implementation following budget
allocation in the next fiscal year.

To strengthen national cyber incident response and
resilience, policies, personnel, processes, and technologies
are developed in accordance with recognized standards.
This includes supporting CERT operations and emergency
response planning to reinforce the security of critical
information infrastructure.

WQUUNS:UU Smart Back Office
fRawsnaduayuviukan
[dnnns:usuviu ©
Development of a Smart Back
Office System to Support Core
Operations

AaALS:UUUSKISTANISNSWEINSOVANS (Enterprise
Resource Planning: ERP) na:fgviuidusdnuunds
avicdidouiyygu 2568 1I0uduun

The Office has implemented an Enterprise Resource
Planning (ERP) system to enhance organizational resource
management. The system has been fully operational since

April 2025 and supports core administrative and operational
processes.

“" .
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Enhancing Public Service Delivery and Relocating
the Office to the Government Complex, Zone C

duauTasvnisgrgfidvaidnoiulugoaugsisnis
rnauws:1igsaq Tsud n1eldlasvniswasurwui
douyengyovLUSUN sunsnywauundunswe 91na
(swa.) 3vAmu:Sguuasduaaudadondd 2561
IWoIWUUS:anENIWNISIRUSANSIAUS: 515U aans:
vUUS:UIUNISIEIEIUNLIUYDVKUDEVIUNTIASY
na:T3Us:losuWuRAugs1sN1sagIAUANENIW

Aol anus. TasumssaassWuRlutvuUS:UIU 2567
na:dgunisusudsvonAns s:uuinalulagansauina
llass:uuaduayudiunoiu TlRaaandovnulasvasiv
avAnsIa:sIudUYAaINS IWosavLSUNISUAUALIU
agvdaitov TagsuURUGALIU fu AfNsTkUAvId
3Uf 1 nsnAW 2568 1Tuduul

7

The project involves relocating the NCSA headquarters
to the Government Complex, Zone C, under the area
expansion development project of Dhanarak Asset
Development Co., Ltd. (DAD). The Cabinet approved
the project in 2018 (B.E. 2561) with the objective
of enhancing service efficiency, reducing rental expenses
for office buildings, and maximizing the utilization
of government complex facilities.

In fiscal year 2024 (B.E. 2567), NCSA was allocated
office space and budget to renovate office facilities,
information technology systems, and back-office systems
to align with the organizational structure and staffing
requirements. Operational activities at the new location
officially commenced on 1 July 2025 (B.E. 2568), ensuring
continuity and efficiency in service delivery.
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wauuns:uuauuauu o—
NMISINBYIKAAYANAIY
nvlsivasiuuindauniss
Development of a Rapid

Cyber Incident Response
Capability (Cyber Mobile
Response Team)

ThaiCERT auduayukusgviuniasgia:lasvasiv
WugiudArynivaisauinAlunisikn1sEde1kdo
luzth @uuauunisaauausdviia:sudonuignnAy
nivolsivashinadu Tagdiduns:usunisniv
dasngaAraas n1sasddowgouiweukangiu
n10adna soudvaduayunisWuwiwalRkusuoiu
aunsanduundudunisioksalkusnasiddalu

aluasYuana

usnisdhAtyAo “saQqUAUGNISAIUAYUNISINGEYIKQ
n‘aqnmum\ﬂmuas'uuumé’auﬁ@:)" auuauu
Jauaviuninauiu ws‘auﬁuvg‘u‘iaamryna:a,dnsnj
drundubuAvlsiuas d1KSUIIASIEK ADUAL
aniunisad la:nuweuKangIuNvaasnenmaas
aanavUaUUaYUNISASIDWOUNILADNA

ThaiCERT, under NCSA, provides support
to government agencies and organizations of critical
information infrastructure (Cll) by offering assistance,
guidance, and technical support in responding

Naﬁmfgszrs.xumygmy to and mitigating cybersecurity incidents. This
L5 . 7 includes incident response operations based
on scientific methodologies, digital forensic
investigations, evidence examination, and recovery
support, enabling affected agencies to resume
operations or public services in accordance with

international standards.

A Kkey service is the Cyber Mobile Response Team,
which delivers rapid, on-site cyber incident response
support. The team comprises cybersecurity experts
and specialized equipment to analyze, contain, and
manage cyber incidents, collect and preserve digital
evidence, and support digital forensic investigations
throughout the response lifecycle.
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asivdvaAuadnandaaany argwavnisdoanso

Building a Safe Digital Society through Strategic Communication

JuindouvudoansovAnsagvidus:uu Wouns:Aau
ADWSIasAUASKUNAUAIULUAYUaRaAETsILDS
TRUs:swsunnnau Tagulk Cybersecurity 10uiZov
Thadd 1 fovne na:thlulddovnuauiovldosy

NCSA continues to strengthen its organizational
communication mission to enhance public knowledge,
understanding, and awareness of cybersecurity across
all population groups. The goal is to make “Cybersecurity
arelatable issue that everyone can understand and protect
themselves against.”

UFAOLENSSUMISMSSNU
FElHUDSHOENA (NUR.)

FOWiUAOUE:

]
| NCSA Thailand s

“doooulau” gudnarvdoyalsiuasius:srsuiboiio
¥ovNn1v NCSA Thailand uu Facebook 1aula
agvdoitiov Dyaadaaiun:a 60,000 Au 1JulKaw
Joyanus:ssuldoohna:giuadiaagidaisnniu
Tuzw=Bunmsiduidounielsiuas nsikAwsiBoUdoviu
KSonisdoadisaniunisadarAcyningddoviu
AWUUAYUasanielsiuasuovUs:INA

“Online Media” - A Trusted Cyber Information Hub for
the Public

The NCSA Thailand Facebook page continues to grow
steadily, with over 60,000 followers, serving as a trusted
source of information for the public. The platform regularly
disseminates cybersecurity alerts, preventive knowledge,

and key communications related to national cybersecurity
situations, helping citizens stay informed and vigilant.

/

o

“FolnsAAu” drunaasnslnddd 11Tovne 151650
Waas19N1sUINNI 18 aau thiduaus:iGunelsiuas
AUS:515UINGYIUBIAUS:FIIU 15U NISKaoNadw
ooulaufusUiuudiv 9 nazinadAnIsUavAUuaUIDY
Nnnelsiuas IWndivgsusoun3 200,000 AU

“Television Media” - Cyber Threats Explained Simply and
Practically

More than 18 television episodes were produced,
addressing cyber threats commonly encountered in daily
life, such as various forms of online fraud, along with
practical self-protection techniques. These programs
reached over 200,000 viewers, enhancing public awareness
and digital safety literacy.

3 et

)

dongog ?

=En

“Zo3ngy” 13uvNKD Cyber Safety AIIAAODNAWURA
s1en1sdng “ateadulsiuas” oonolniAUs:Sdu
o1nagaaaanvl soun3dn 50 aau JgaasSuwWvuINn
160,000 AsSY kU AI0udonalvaignoaqans:
dunnwuuAvUananelsiuasSWoas1vAILASKUNS
TRUs:zs5ufuovN30 TagrawrTuwunANISITIEY
doddnagoviddodnna

“Radio Media” - The Voice of Cyber Safety Reaching Every
Community

The radio program “Cyber Safety Hotline” aired weekly
throughout the year, totaling over 50 episodes, with more
than 160,000 listening sessions. The program serves as
a key channel for communicating cybersecurity awareness

nationwide, particularly in areas with limited access
to digital media.
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dliu “AvnssuiadvAu (CSR)” Uanivauslsiuasavndisisns
91udu 4 ASY ful 2568
Corporate Social Responsibility Activities (CSR):

Cultivating Cyber Awareness from a Young Age
Total: 4 activities in Fiscal Year 2025 (B.E. 2568)

ThaiPBS Kids Day 2568 - “a@nuy. 1asuinsi:
UavnunslsiuasiRiov 9" tu ovAnisns:oneidew
llaziwsAWaNSsStUsIKoUs:INAINg (ThaiPBS)

ThaiPBS Kids Day 2025 - “NCSA Strengthens
Cyber Protection for Children”: Held at the Thai
Public Broadcasting Service (ThaiPBS), focusing
on child-friendly cyber safety education.

fAivnssu “§ soa Uaoane riovlanlsiuasogouufo”
ru TsoiBaus:ov3NeNAY

“Learn Smart, Travel the Cyber World Safely” Activity:
Conducted at Rayongwittayakom School, promoting
safe and confident internet use among students.

Aionssu “§Aa Siinu Aelsiuas”
tu Isvisguoyunagua’iad

“Think Before You Click: Cyber Awareness” Activity:
Held at Anuban Suksawat School, introducing basic
cyber safety concepts for young children.

Aonssu “Tsiuasadls woynalulanoaulad
ad1wUanany” tu Tsvisguwrkalesu (WIvIDsty
aunur)

“Cyber Heroes: Staying Safe in the Online World”
Activity: Organized at Phahon Yothin School (Puang

Charoen Upatham School), fostering awareness of
online risks and safe digital behavior.
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dviasundiuscuiboluus:sraulsiuas
Promoting Collaboration within the Cyber Community >

doiasuANusoulos:kIKUIgvUluds:sIAUTsiuDS 4
dugunissanonssuls:s1AUlBIVESSIU 4 ASY IWD to support the development of people, systems, and

Atotal of four cyber community forums were organized

wauunau s:uu nazulgurgdiundiuliuavlaoaniy policies in the field of cybersecurity in a concrete and
Tsivasognoilususssu

sustainable manner.

“@$1vAu as1vvu asoua
asolanlsivasna:anuiunvlaaans

—

Tsivas monsiduwalijovasria”
Joywuguravaulsiuasikaaandavaaia
IsvvruaulAa 1Foulgvulgurewauiito
1ISLLIUAUKANGASDBIANY @wunURUaNIS
SnuAULuAYUaaanislsiuas wsaudAiadun
na:RsnuoUldsunnu:wallovaddnana:n1ssuiio
Avooulau

Forum 1

“Building People, Creating Jobs, Strengthening
the Nation: Cybersecurity and Cyber Safety for
a Digital Workforce”

This forum focused on strengthening the foundations
of the cybersecurity workforce to align with future
labor market demands, linking workforce development
policies with vocational education curricula
in cybersecurity operations. The forum also addressed
guidelines and mechanisms to enhance digital
citizenship skills and online threat resilience.

“WUNVIUIIKUNA 01U W.S.U.
nssnunAUluAvUasanelsiuos
W.A. 2562 AuUNUINNSSUUD
AgAnAIuNLlsivass:aulan”
IduasivAdwidafounuin KU1A na:naln
MSURUALIUZOWUINLIUINKUNA NSINNS:D
na:aouauavikqluiuas wsounaniasu
avAAIUSINRIBEIB Y

Forum 2

“Government Officials under the Cybersecurity Act
B.E. 2562 and Their Roles in Responding to Global
Cyber Threats”

This forum aimed to enhance understanding of the
roles, responsibilities, and operational mechanisms
of government officials under the Cybersecurity Act
B.E. 2562, with emphasis on cyber threat monitoring,
incident response, and knowledge exchange with
cybersecurity experts.
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“mMsduuunna:sulvAUAQIRU
IWadarIMWUN)SavIFSURAaIKNSSY
ns$nunAdwluAvUasanelsivas”
10UIDAS:aUAIVIRUDINATAST IDNBU dnNUUSVE
nasUs:noumsdnulsiuas idiooaniuuiusINIL
Juindougaanknssulkiaulaogwgvdu wiou
wanduwaanurilsivasing Wiuasdryanuni
dSURE UryBudanssulng na:uiasnisyolo
nslguoving

Forum 3

“Seminar and Public Consultation for Developing the
National Cybersecurity Industry Promotion Plan”
This forum served as a platform for gathering input
from the public sector, private sector, research
institutions, and cybersecurity entrepreneurs
to design strategic directions for the sustainable
growth of Thailand’s cybersecurity industry.
The outcomes supported the promotion of Thai
cybersecurity products through mechanisms such
as the dSURE trust mark, the Thailand Innovation
Account, and incentives to encourage the use of
domestically developed technologies.

“nisduuunna:sSuWvAIUAQIRU

o (S1v) nudUUaAIWaAIUIUAY
Uaoangdiksus:uulayayrus:aus
(Al Security Guidelines)”
yorfkuanusuguadiuaduduavUlasaie
Al AT3Td9SY AsauAauaaoadvsTIa Al
la:doanaoavu1asyIuaIna WiunIsigdua:
mMsiidousouuavRiReITav

Forum 4

“Seminar and Public Consultation on the (Draft)

Al Security Guidelines”

This forum focused on defining practical and
implementable Al security guidelines, covering
the entire Al lifecycle and aligning with international
standards. The process emphasized multi-stakeholder
participation to ensure that the guidelines are
applicable, trustworthy, and consistent with global
best practices.

107




108

s19vuUsHU 2568 dUNVIUANUENSSUNISNISSNUIAULTUAYUaaAslsIUaSIKOBNG

Usuusowausuws:sisUnyrganissnunadiuluavlaaanslsivos
Enhancement of the Cybersecurity Act

TulvuuUs:uitu 2567 anus. [dUs:IDunadunns
ws:s1sUynJan1ssnuAULuAvUasanglsiuas
W.A. 2562 wu3inasidagundavuavinalulad
||a:§U||uua'wfg1nssuTU|uas'r‘iv“u8auﬁu rhiRnQKUNeIGY
Tdanuisnsovsuaniunisaildogrvidus:ansnaw
lla:Nnunovi

TuthouUs:uneu w.A. 2568 anuy. IasisUUSUUSOIATY
ws:s1sUtyrganisSnuinduluavlasanelsiuos
W.A. 2562 lla:nnkuIga1dusav (RTADIUAU
avy gakgu na:asuds:ansniwnisUovnu sulio
la:aanuIdgvoInAuAnNAUNLTsIVaSNNSUILU

fumsusudsonilunguredonan Iasalkonisduuun
SuWvAdIWAQIRU $1udu 5 ASY AsaUAQU
nv 4 pniA TagbKUIELIUST KUDYVIUADUA
KSofnuqQia KuogviuTAsvLasIvVWUTIUE Aty
nvaisauinAa soufvKUd8vIUIDNEU aasaou
undsimistia:Usssunall 1dsounaavadwAaiRu
nvfusUnuussulsdnazoaulad soun3t 2,000 Au

In Fiscal Year 2024, the NCSA conducted an evaluation
of the enforcement of the Cybersecurity Act B.E. 2562
(2019). The assessment found that rapid technological
advancements and increasingly sophisticated cybercrime
patterns have rendered certain provisions of the existing
law insufficient to effectively and timely address current
cyber threat situations.

In Fiscal Year 2025, the NCSA initiated amendments
to the Cybersecurity Act B.E. 2562, along with related
subordinate legislation, with the objective of enhancing
the effectiveness of cyber threat prevention, response,
and cooperation mechanisms across all forms of cyber
threats.

As part of the legislative amendment process, five public
consultation forums were conducted, covering all four
regions of Thailand, with participation from government
agencies, regulatory and supervisory authorities,
organizations of critical information infrastructure (ClI),
private sector entities, academics and the general public.
Public opinions were collected through both onsite
and online channels, with more than 2,000 participants
in total.

A1gKavnIssSuwWvAdIIWAQIRU [dvar (s1v)
ws:swsUyajanisSnuauiuavlasanelsiuos
(@Uuf...) w.A. ... 1a:10aSUWYAdIUAQIRU
WIUS:UUNAIYNIVNNKUIY (www.law.go.th) ASLA 1
1Sgusowndd lagars:dAryyviasuds:ansniw
MSUSKISIaNSIKQAElBIUDS NSIDVIASIELIUIKA
vrasnisaauldigAnAluAns:nudaUs:inea
lazmsrikualnulkgapudvdu doIthWandusINAKUEY

TRWuns:usun1stavtynjana:us:nAfgcald

Following the consultation process, a Draft Amendment to
the Cybersecurity Act (Revision ...), B.E. ... was prepared
and opened for public consultation via the central legal
consultation platform (www.law.go.th) for the first round,
which has been successfully completed. Key objectives
of the draft amendment include: strengthening
the efficiency of cyber incident management, enhancing
cyber incident notification and reporting mechanisms,
improving response measures for cyber threats with
national impact, and introducing clearer and more effective
penalty provisions. The draft law is now being advanced
through the legislative process in preparation for formal
enactment and promulgation.
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Session 1: Bangkok
9 June 2025
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nswri 2 iBovlku

IUE):)UI’I 20 unuwu 2568
Session 2: Chiang Mai

20 June 2025

nsvn 3 OOSS'IU

IUODUI’I 4 nsnNN1AU 2568
Session 3: Udon Thani

4 July 2025

nsun 4 as1uz]ss1u
luaaun 25 nsnQ1AU 2568
Session 4: Surat Thani

25 July 2025

{3k

ASLN 5 NSVINWUKIUAS
10o3un 1 §vK1AU 2568

Session 5: Bangkok
1 August 2025
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E)E)ﬂﬂt]KU'“Ja‘IOUSO\) IWOUO\)ﬂu Suilola: aom‘mlaa\)
mumssnmna'luuun\)UaaonaTvluas

Issuance of Subordinate Legislation to Prevent, Respond to,
and mitigate Cybersecurity Risks
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Notification of the NCSC on Website Security s T — ;
Standards B.E. 2568 (2025) (Website Security dus wmgunsinemn Fudmduled e ot

Standard Version 1.0)

This Notification prescribes minimum cybersecurity
standards for websites of government agencies,
supervisory or regulatory authorities, and organizations
of critical information infrastructure (Cll), with the objective
of enhancing the security of computer systems, systems,
and related programs. The standards shall enter into force
from 10 September B.E. 2569 (2026) onwards.
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k3alkusn1siDukudgvaulAsvasvWugIud Aty
NIVaNsauiNA saouAvNISUDUKUNYKUDEVIUADUAL
KsorAduqualkaoandovAunisasfuloquu
wavvAulsdondsun 17 dusnsu 2568 10uduly

Notification of the NCSC on Criteria

and Characteristics of Critical Information
Infrastructure Organizations and the Designation
of Supervisory or Regulatory Authorities B.E.
2568 (2025)

This Notification establishes the criteria and characteristics
of organizations whose missions or services qualify them
as Critical Information Infrastructure (Cll), including the
designation of supervisory or regulatory authorities to
oversee compliance. The Notification shall take effect from
17 September B.E. 2568 (2025) onwards.
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waJulaussaus: ua\)una‘msanmumuwm
O‘IUﬂ‘ISSﬂU'lFD‘lUUUﬂ\)UaOOﬂi’JTUIUOS

Developing Personnel Competencies toward Cybersecurity
Leadership

waJulynaains °
Personnel Development

IdSUESIVANYNIW ADIUS HA:dUUSSSU
DVANS JoWwaulynainsag1vsaudIu Nvau
dUssau: ADIUWNWU la:AUNIWE3a IWaasiv
ynansiwsausulonsanAWlsiuasiunna

o

NCSA Town Hall 2025 . o o
FoansAAnvovdns
asoanuidbiadsadnund NcsA © 0 @
Communicating organizational 4 A

direction and strengthening the shared
understanding and identity of NCSA

(o)

NCSA Happy Healthy 2025
aviasuguniwne-fo v

||a~ﬂ31uauTumsmmu
Promoting physical and mental
well-being, and happiness at work

v

A

Strengthening capacity, knowledge, and organizational
culture by developing personnel holistically-covering
competencies, engagement, and quality of life-to build
a workforce that is fully prepared to address cybersecurity
threats in all dimensions.

(e,

NCSA Cyber Strong Award

gngovunansduluy
.(« \
e

d:NDUATUAIKANUDVDVANS
Recognizing exemplary personnel
and reflecting the organization’s
core values

(e,

NCSA Outing 2025
asvAduauwuS

la:A2WaAATUDVANS
Strengthening relationships
and unity within the organization
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WauuNNUIa:avAAILS o

Skills Development and Knowledge Advancement

UﬂS:C'fUEIUSStlu:O'IUU'lCISQ'I udaina
duiasunisizeugia:wauninu:Asludonisao
duAuduAvUasanelsivas

O
TOEIC Simulation Test

ymaINsIzisouduou 123 Au
Number of participating
personnel: 123

o

Enhancing Competencies

in Line with International Standards

Promoting continuous learning and development
of essential skills required for cybersecurity missions.

O
CompTIA Security+
UnaINSIZISOUDUSY

llaznagdauudu 45 Au
Number of personnel attending
training and certification exam: 45

ComgT A

Security+

Plus Series

SC2 Certified in Cybersecurity (CC) |

Waoumu 38 Au
38 candidates passed

CC. °©

USKIsnSweinsunna o
Human Resource Management
USKIsVIuyAnaadvdaKkgu Tusvla ia:

10usssuususUiuunisiviulRaoandoviuln
misrvugalky 1adakansssuiiuialumsuskis

ynans

N N
¢ Hybrid Working: én

Work from Anywhere | ..

: LW
auuayunisrinoiuuananiun IJ i'l
awnudNIL Next Normal

Hybrid Working: Work from Anywhere Support
remote and off-site work in accordance with
the Next Normal approach.

O
NNSIADUANIIKUD
Tsranineurinlusula
naasdvaould

Promotion Apply transparent
and verifiable criteria for promotions.

o

i
%)
AN 7/ N\

AN

Manage human resources with flexibility, transparency,
and fairness, adapting work arrangements to align with
modern ways of working, and upholding the principles of
good governance in personnel management.

(e,

NISUSSAANALAY
IJuwunviu
dudunisauKanineuriigau

naz1fusssu

Recruitment and Appointment
Conduct recruitment and appointments
based on clear and fair criteria.

O
ADIGUDANASEKIVIWA

dviasunisuguaviu
lagluidonunua
Gender Equality Promote
non-discriminatory
practices and equal treatment in the workplace.

AN

AN /

A1sassKilla:asyasivnavAau o

Recruitment and Workforce Strengthening

1asumavausavsunisindnulsiuos
YovLUS:INA

anuy. dudumsasskiynaInsAiAIUS AWEUISD
la:A21UIBEIBIYIawI:dIU IWDSDVSUNISAD
1IBVYNSANEQS

o—

Building National Cybersecurity

Workforce Capacity

The NCSA conducted recruitment of personnel with
knowledge, capabilities, and specialized expertise
to support national strategic cybersecurity missions.

ussaudvAvWUINYLIUTKL Shudu 40 Sash
New personnel recruited: 40 positions.

§
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@ PRIME MINISTER AWARDS

BEST PERFORMANCE AWARDS

US innntisevuRiauiontng uanwiiuAvlaomftluives

BEST PERFORMANCE AWARDS -

misgnuAluamsUssButunmIrnnsuA

+

i i

PM AWARDS 2025 s1\)3a||K\)Umun:1uuun\)UaaqnaTv|uas
IUOUO\)F’mS-[I‘ISCIUIIUU mwa\)no‘lus:)uuannmna:)u
naqry||0§gn31uUaaonﬂoonaua\)Us.lnn

PM Awards 2025 Cybersecurity Excellence Awards

Recognising Outstanding Thai Organizations and Reinforcing

the Power of Multi-Sector Collaboration Toward National Digital Security

Sguraldukiwandu “nIsUusiudsiuannuivas
na:onseyanssuaauladiludis:nkKvsna”
AUAMSENs:auAIULUAVUaDanETsIuaSUDVUS:INFA
wWiunisvanoanssu Prime Minister Awards:
Thailand Cybersecurity Excellence Awards
2025 s103amnuignsguuasiiioizayovAnsing
duluudnuadulasansmvlsiuasivAAsTIaoNsu

The Government is advancing its flagship policy
to designate the suppression of scam gangs and online
crime as a national agenda, driving the enhancement
of Thailand’s cybersecurity through the organization
of the Prime Minister Awards: Thailand Cybersecurity
Excellence Awards 2025. The awards, presented by
the Prime Minister, aim to recognise exemplary Thai
organizations-both public and private-that demonstrate
excellence in cybersecurity practices.

2 shodalkey
Two Major Awards

UlidovAnsaunsidnsou
n31 200 ku>zvu
WiunsUs:iduauuiasgiuana
na:iglasusiviasounii
173 ku>evu nuvidu
In 2025, more than 200 organizations
applied for consideration.
Following evaluation based
on international standards, a total
of 173 organizations
received awards, comprising:

Best Performance Award

avAnsAdavAula:sulanuAnMUlsivasidagvius:ansniw
Presented to organizations that demonstrate
effective prevention and response to cyber threats.

Most Contributions Award

KUdevUATUNUINEhATYTuMsens:auANLLUAYRsIUDSUEVUS:INA
Presented to organizations that play a significant role
in elevating Thailand’s national cybersecurity capability.

s:Audian (Tier 1) suldsivdana:us:niAdedas
Excellent Level (Tier 1) - Received a Trophy and Certificate
24 KU29VU | 24 Organizations

s=quaun (Tier 2) Suds:NAtgUQAS
Very Good Level (Tier 2) - Received a Certificate
53 KLU2®8VU | 53 Organizations

s:aQud (Tier 3) suUs:mAdgUQs
Good Level (Tier 3) - Received a Certificate
36 KLU28VU | 36 Organizations

s:QuwsSa (Tier 4) Suds:NMATYUQS
Participation Level (Tier 4) - Received a Certificate
53 KLU2®8VU | 53 Organizations

na:KUI8vIU Most Contributions Awards
And recipients of the Most Contributions Awards 4
3N 7 KU28vU | 7 Organizations :
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Annual Performance Report
of the Audit Committee
Fiscal Year 2025
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AfU:NSSUNSasdvauldURUAKUNAIIA:ADIUSURQBDUGIIAIIUS AJIUEIUISD ADIUSDUADU Nla:AduIdudds:
o8Ik IWaUs:leslvovyidsulddruiduagvinufsunulasdaiiokanincurila:nnkuieNingadov dol

The Audit Committee performed its duties and responsibilities with due knowledge, competence, diligence, and independence,
ensuring fairness to all stakeholders in compliance with relevant legal frameworks, including:

—0 KanINfurins:NsavNNsAaLINAdI8UNASTIUIa:KANINUAURUANNSasIDaauNgludB KSUKUDEDILUUDVSY
W.A. 2561 na:AnATuIWUIAU (W.A. 2562, 2564 11a: 2566)

Ministry of Finance regulations on internal control standards for government agencies B.E. 2561 and subsequent
amendments (B.E. 2562, 2564, and 2566)

0 KANINEUAANULIAST 5/8 IKOWS:S15UYnJaovANISUKIBU (QUURA 2) W.A. 2559
Section 5/8 of the Organization Act (No. 2) B.E. 2559

—o0 JoUvAUANUNSSUNNSUSKIsAUNDIUAU:NSSUNMSATsSnuAIULUAYUaaanelsiuasIdIen1sasIvaau
mMelu w.A. 2567 na:AnAluwWuIGy w.A. 2568

Internal audit regulations of the Committee Managing the National Cyber Security Agency
Office B.E. 2567 and amendments B.E. 2568

N\ o
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wanisuUs:iduanuzyavKkudeviunAsglunisidus:uusisnis 4.0 (PMOA 4.0)
Us:91Uvuus:uneu w.A. 2568

Public Sector Management Quality Award 4.0
(PMQA 4.0) - Assessment Results

anuu. U 2568 | Aznuusou 42143 A:zliuu

NCSA, Fiscal Year 2025 Total Score: 421.43 points

KU2Q
Category

1

KUd2Q
Category

p

KU2Q
Category

3

KU2Q
Category

4

KUdoQ
Category

5

KuU2Q
Category

6

KU2Q
Category

7

KudansuUs:Iu
Assessment Categories

nstndvANS
Organizational Leadership

NSOVIWUIBVYNSANES
Strategic Planning

msfkAWaAtyAURSUUSNsia:asuldauide
Customer and Stakeholder Focus

n1S30 NISIIAS1EK IA:N1SYANISADING
Measurement, Analysis, and Knowledge Management

msuyviduyAains
Worlkforce Focus

nsyvIdus:uuNsUpUans
Operations Focus

Waawsnsanauns
Results

Azliuu
Score

416.67

433.33

450.00

466.67

460.00

466.67

256.67

\o

wansus:1iuAusssuna:AdwiUsvia funisdiiuviuyavkusgvIuNIASE o

(Integrity and Transparency Assessment: ITA) Us:91UvuUS:UNeU W.FA. 2568
Results of the Integrity and Transparency
Assessment in Government Agencies (ITA)

anuu. U 2568 | Aznuusou 92.72 A:liuu
NCSA, Fiscal Year 2025 | Overall Score: 92.72 points

~—

s1gnIsUs:Iiiu
Assessment Items
lluuSamissuguovwidoulddsuidunislu (Internal Integrity and Transparency Assessment)
KSanuuda IIT
Internal Stakeholders’ Perception of Integrity and Transparency within the Agency

nuu3anissusuaviidasulddsuidenieuan (External Integrity and Transparency Assessment)
KSalluu3a EIT (Audayaloy anus.)
External Stakeholders’ Perception (assessed by NCSA)

lluu3anssuguaviiasulddsuidanieuan (External Integrity and Transparency Assessment)
KSoluuda EIT (fudoyalosdunuiu U.U.v)
External Stakeholders’ Perception (assessed by the National Anti-Corruption Commission - NACC)

nuudanmsidaingdayaansistu: (Open Data Integrity and Transparency Assessment)
KSaluuda OIT
Public Disclosure of Agency Information

[HI[V]¥]
Score

94.00

86.86

1060006




National Cyber Security Agency ANNUAL REPORT 2025 || 117

WELDU
*squ0a
- OUANSHIUSSSU

il _. 3 568 "

anuy. WiumMsUS:LOUDVANSAISSSH
{us:du AausssuGUUUU
Us:31Uvuds:zuieu w.A. 2568

The NCSA has passed the Moral
Organization Assessment at the “Moral
Role Model” level for Fiscal Year 2025.

\ /

i

Wan1sus:1idUdVANSATUSSSU o/
Us=9nUvuus:uneu w.A. 2568

Results of the Moral Organization

Assessment for Fiscal Year 2025

misUs:0uavAnsAtusssuilunalndArylunisaviasy
nsritAWGIa:NsWauudadlinSuRNasaudodvay
¥ouraokasulRynansdaduluntuATWUZIULOY
A WIduuyug SullusiNgIuYoLNMISWAIUINSWEINS
puuglkAtuMw 10uAvAUG AUIAY 1a:0wnanssy
Ra:nouAtusssy 5 Us:ns 1din waidev 50y gosa
D001 Ia:naAyy FodoubiunuindrAtydonmswauun
Us:inFiagogvgu

The Moral Organization Assessment is a key mechanism
for promoting ethical governance and responsible
organizational development. It helps instill and reinforce
core moral values among personnel, which form
the foundation of human dignity. These values serve
as the basis for human resource development toward
quality personnel-individuals who are both competent and
ethical-reflecting the five core moral values, namely
Sufficiency, Discipline, Integrity, Responsibility,
and Altruism. These values play a crucial role in fostering
sustainable national development.

N\ /

nwudfuanisdlumsaviasunusssulunIwsouua anuy. Us:51Uvuus:uicu w.A. 2568
Overall Action Plan for Moral Promotion of the National Cyber Security Agency for Fiscal Year 2025

anuy. dudulasonis/Aonssu nieldnWulnua
N1sd1uN1sdVIaSUAUSSSUNKLB1A S:a:i 2
(W.A. 2566-2570) FuljowaurAulnglRiwnansswy
Aa:AouAnusssy 5 Us:N1S UUWUIIUKANSSSU
NIVANEUT KAaNUSEYIUoVIASUTIADWDIWE D
las3a3cuusssuingAaLIL IMDIEEUESIVEVAUATUSSSU

lazaaUryrkinisnosaagvidususssy

The NCSA has implemented projects/activities under
the National Moral Promotion Action Plan, Phase 2 (2023-
2027), with the objective of fostering ethical behavior among
Thai citizens based on the five core moral values, grounded
in religious principles, the Sufficiency Economy Philosophy,
and Thai cultural ethics. The plan aims to build a moral
society and systematically reduce corruption.

Anuzfvudarhna:guiadaunnulguanisdaiu
MsaviasuAtusssufunIwsoy vov anus. Iawonsaun
Aaidonlasonis/AvnssuidAtykdalaaidu Shuou
3 130V IduA

The working committee responsible for developing
and driving the overall Moral Promotion Action Plan of the
NCSA considered and selected three key or outstanding
projects/activities, as follows:

Avnssuaansidns:any

Paper Reduction Initiative
Reducing paper usage by more than 42%

aamisisns:auslduinnin

Tnsnmsana:a\)lﬁoqU‘ﬂnaduuuur‘iUﬁu“c‘mu N
10unuuDEIvNGOIUALUSSSY 5 US:NNS (WoIWED
308 950 da91a1 NAYY)
A project to honor and recognize role-model
individuals who demonstrate exemplary conduct
in accordance with the five moral values:
Sufficiency, Discipline, Integrity, Volunteer Spirit,
and Gratitude.

S0 BoyynnauasHidBVLAEIUY

Aonssu CSR

CSR Activities to Drive Sustainable
Organizational Integrity
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OPERATIONAL DIRECTION FOR 2026

Cyber Threat Landscape in 2026
uwltivagaAgy : o
Key Threat Trends:

Al-Powered Social Engineering / Deepfake-as-a-Service, Cloud/SaaS Takeover & Machine Account Abuse, Raa$S 2.0 ’
(Double/Triple Extortion + Al), Shadow Al & Data Leakage, OT/loT & Machine Identity Quantum-Risk Readiness

JoswaAnyArikAsAnAmUAUTUAYTsIVDSSUNSLTU
Key factors contributing to the escalation of Cybersecurity threats

AUALIASEaNLATSTAEQS (Geopolitical Tensions)

SaurguaiBlsivasiluinsaviidoynsAmaas non1sasnssy Ufuanisdoyagidans ila:nshudlnsvasiowugiu
Aty WwIsvnadulkus:inAdavidondv iasidevens:auiduavasiulsiuasins:Nusy IASUTAD la:us:ssulagasy
Geopolitical Tensions

Major powers increasingly leverage cyberspace as a strategic instrument-ranging from cyber espionage and
information operations to attacks on critical infrastructure. These dynamics intensify pressure on states to take
sides and raise the risk of cyber warfare which directly impacts governments, economies, and citizens.

Al UodgisoidAty *

AlWURLANENMWNsTavAUNIa:A2 uSUIsLyavMSsTOUE laggauasiedunsanAUIaISITU Idurusdeanuandunu

P Y = = e ﬁ-ta- ji= | (]
25ty nssulsiuas WU Deepfake Joyalfio la:nshudsaluda st -~-ﬂﬁn-—::] 3
Al as a Catalyst = =

Artificial intelligence enhances both defensive capabilities and complexity of cyberattacks by enabling faster L_"' “0 ARMLT |
threat detection. At the same time, it significantly lowers the barrier for cybercrime-fueling deepfakes, synthetic o
content, and automated attacks.

i~ yr

{ n1sv'\i\)w1fnsoa§1\)v77ug1uﬁ'naa\)ﬁ‘u
Kusevubmsigs:uuinalulagadnaidaudalunn q s:uuRdAtY U WaLLIU MSIBU ALUNAL MsTUdIRgvaITed
219NS:NUUSASANATYNLS:UU

Growing Dependence on Digital Infrastructure
Government agencies increasingly rely on digital systems across critical sectors such as energy, finance, and
transportation. Any disruption can cascade across essential public services and national systems.

mswownalulagdious:ina
idgodonisgnshianisigndvinalulagkininand1udangon1vNsItovKSaTUIASNISAIILIAS SOUAYAIUAL
Axwidevlaluidun nageyideasulagmoinalulagius:e:e1o

Dependence on Foreign Technologies
Reliance on external technologies exposes states to access restrictions, geopolitical constraints, sanctions, and
supply-chain risks-while also limiting sovereign risk control and causing long-term technological dependency.

msnwsns:edayasgivsdaiouunwaawasuoaulati
U1oUaou lla: Deepfake IWSNS:NEISOWD < AUTDINDOSY danasiuasIy Echo Chamber UaurinargAduidouu
ns:quAUIanIgn Ia:AnAWIGREsNIWNeluls:inAldloslidovanAgikansaiosy

Rapid Information Dissemination via Online Platforms
Disinformation and deepfake content spread as fast as facts. Algorithm-driven echo chambers undermine trust,
intensify social polarization, and threaten internal stability-without requiring any real-world trigger.

unanrauynainsia:ianduauisalsiuasuovsy
auluwana:Anu:lunuAeanaIy rifknstoviula:luAus:uuganid:Unarlaandi na:goyidenduidolu
noluangauunsaia:Us:s1su

Shortage of Cybersecurity Workforce and Capability Gaps
Insufficient personnel and skills misaligned with evolving threats slow prevention and recovery efforts, eroding
trust at both international and public levels.

*. misiulavovanabuddnala:n1s3IWs10§sNSsY
/ o

™ ol 1. g dnaduddnalpadanisgauddia:wanivu outyInssulsiuas 1BU Ransomware lla:nskaonadvaoulauldasuia
iBugavnivkan 1tevons:uulsgugnany asavaauenn llarhgsnssuduus:naAldlagliWvs:uusunAs

Growth of Digital Assets and Cyber-Enabled Financial Crime

Digital assets facilitate anonymity and money laundering. Cybercrime-such as ransomware and online
fraud-often exploits cryptocurrencies due to decentralized systems, limited traceability, and cross-border
transactions outside traditional banking oversight.
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(Post-Quantum

T3unassnu Zero Trust

ay

Uagovlkinandd nia: Saas
Uovriusy Al Close security gaps
n1a: Deepfake in Cloud and SaaS
Protect against
Al-driven threats
and Deepfakes

103guWSausulo

Ransomware 2.0
Prepare for

Ransomware 2.0

1a5uIns:Uoviius:uu

gugudaau
Strengthen
Identity-First Security

Inaadudnny
103guSuUgANJDUAY IWOF\D'\ U U aaﬂﬁﬂ
Prepare for - AJUAU Shadow Al
the Post-Quantum era I"n\)-hﬂ UOS lla: Data Leakage

Control Shadow Al

TOP TIPS and Data Leakage
FOR CYBER
SECURITY

Readiness)

1asuAdwlaaany loT / OT /
Machine Identity
Enhance security for loT /
OT / Machine
Identity

Adopt the Zero Trust

approach /\
o0

Uoviunouiden S
Supply Chain asivdausssy
11a: Third-party AdWas:KUNgaulsiuas
Mitigate Supply Chain Build a strong cybersecurity
and Third-Party risks awareness culture

nsAvdAryAdoviGuklinagvdaitioviutl 2569
Key Priority Actions to Be Continuously Advanced in 2026

wauuniia:UsuusvnnKuneRIRedaviRnUaDs savsuaniunisaidoguu
Develop and update relevant laws to keep pace with evolving cyber threats

aduayunnsvado/ens:au Sectoral CERT yavus:inAlnenn Sector
Support the establishment and strengthening of Sectoral CERTs across all national sectors

asvAduas: KunsmumssnL;nﬂ:nuuun\JUaaonaTmuasTunns :qU soudvAgNnaIlnuIuDS WuBv
na:msdolnvoaulad
Enhance cybersecurity awareness at all levels of society including online scams, phishing, and online fraud

waluniia:uns:auinalulagina:ynainsdulsiuasuovus:na
Develop and upgrade national cybersecurity technologies and workforce capabilities

ashoanwusoubolunisens:au GCl vovus:nAlng
Promote collaboration under the Global Cybersecurity Index (GCI) framework

V\Tcuu‘mu:)m\)TKﬂsauﬂaur]ﬂS:cTU 15U Cybersecurity MSMEs, Cybersecurity Industry, Cyberbullying
Expand efforts to cover all groups, such as Cybersecurity MSMEs, the cybersecurity industry, and cyberbullying
prevention

nunouuTeJuw ||wuansmaos naans IWOU'\TUHﬂ'\SDOI’ﬂS']\)UTEJU']EJIIa IIWUUﬁLTC_Wﬂ']SD'IODEJ
AWLUAYUaAsElsIUDSIKOE TVUUSUINU W.A. 2571-2575

Review policies, strategies, and action plans toward the formulation of the National Cybersecurity Policy and
Master Plan (FY 2028-2032)

ﬂ‘lSIOSEJUFl:)‘lUWSDUﬁWKSUﬂWSUQUOOWUUS AA NUY. 1008 ISO\)U‘IOSU‘\UO‘IUﬂ‘ISSﬂUWHD‘IUUUH\)
Uaaonsﬂmuass :UUAANd W.A. 2567 Bvo: uwaU\)nuTUTuaun 10 AugN8U 2569

Prepare for compliance with the NCSC Notification on Cloud Security Standards B.E. 2567, Effective
on 10* September 2026
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SAFE, SECURE, AND TRUSTED

CYBERSPA

SAFE

AwUasanelunisldBiavovus:ssu
Safe: Ensuring safety in citizens’ daily digital lives

AN

O

SECURE & AxwiuAvuovIASYASIVWUTIUNYEISAUINANE:USMISEATYNIASIUDVUS:INA

Secure: Safeguarding national critical information infrastructure and essential government services

O

TRUSTED & agwanuuudodo Aoluds:inAa:aina

Trusted: Building trust at both national and international levels

SAFE n>wuaoansglunislssiavovus:ssu
Cyber Safety for Citizens

waJulrKovUauanisnadou
I91:S:UU

IWalasuAdWUUAYUaaaAYNIV[sIUDSUDVDVANS
2gvsoudIU AVNIsUS:ITUNIa:aaANUIFEY ASIPIU
la31as:Kgovikivovs:uuldagtvsiaidonazijugh
aawans:nuciadayalia:n1sauduviu

uanNT Ju¥awens:aUNS:UdUNMSNadaulRaaandon
AUUNAsTIUEINa 15U ISO/IEC 27001 IWUUS:an5NW
N1SUSKISADUIGgVIa:AIUUNIBofiouaVavANS
ADUAAUNISWCUUNFANgNTWUAAINSKIUENIWIDQFDU
nisinousu IWasulanuAnaulsivasATUToU
nasidagundavaasainal wiaulasuAd uWsou
la:A2WIBaUUTRKUDEVIUST KUdEVIUMAUQIa

na:lsvasowugudAynvansauIne

Development of a Penetration
Testing Laboratory

Establish a Penetration Testing Lab to enhance cybersecurity
resilience across organizations through comprehensive
system testing, risk assessment, vulnerability detection,
and in-depth analysis. This enables rapid and accurate
identification of system weaknesses, reducing impacts
on data and operational continuity.

In addition, the lab supports alignment with international
standards such as ISO/IEC 27001, strengthens risk
management effectiveness, and enhances organizational
credibility. It also contributes to workforce capacity
building through hands-on training environments,
preparing personnel to respond to increasingly complex
and evolving cyber threats, while reinforcing confidence
among government agencies, regulators, and organizations
of critical information infrastructure.
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SAFE n>wuasanslunislsddavovus:s1su
Cyber Safety for Citizens

1auktirlasvnasvadoKovuuanisadwluAvUasanelsivos
Advancing the Establishment of a Cybersecurity Operations Laboratory

2 O

gns:AUANgNIWNSUDAU ASI99U DIAS1K llazaduauavdanslsiuas h
AsauAquMsihuds:uu Mslosnssudoya lia:nsoudisenAld
Enhance capabilities in prevention, detection, analysis, and response to cyber
threats, covering system intrusions, data breaches, and sophisticated cyberattacks
N\

dar1inalulag 1IRNs:Y SiAs1KUaINS lainAlANISKaoNady
Deploy advanced technologies for monitoring, malware analysis, and social engineering

detection

daK1AsavdowgoUkanguadnanlduasguana
Procure digital forensic tools that comply with international standards

WauuNANgMWUAaINS Wsauaviasundusauoss-lonsu
la:msianiuagudoya

Develop personnel capabilities while promoting public-private collaboration
and information sharing

/

1@5US:UULNASTNUAINE aanans:NnuMNMSIOUE la:asvAduIdatude
NASSARIA:US:3IBU lla:daandovygnsAEassa

Strengthen cybersecurity systems in line with international standards, reduce impacts
from cyberattacks, and build public trust in alignment with national strategies

/

swnwudfuanissudonuanAIy
[sivasSiKosa

Joyadn ThaiCERT s:y3s:nAlngindrynishoud
nmvlsiuasiaasnit 3,180 asvdoduaKdoovAns
gon3iApaslanuInndl 70% a:rounduIdev
AN3A21USUIISVIIa:NS:NUGDKLIEVIUST TASVEsIL
WuzudATY 1ASUTAD 13:A2IWTUAYLYDVUSINA
SviAdrunibudovdarmsivnnudijuénas
MWomssnunANUuAvUaasnislsiuasTuanumsai
F'imoouﬁoﬁmﬁoﬁ'uqnmum\ﬂmuasi w.A. .7
oidunsaunissuliona:Wuwaniunisainvlunio:
Undia:anidu Yorasudanonuaiuisnfunisaauauaw
IKQNSRd NSIAZEUAIUWSDU N1SIAAVAUSUTD
na:nsilngauagnvidus:uunia:daitiov

Drafting the National Cyber
Incident Response Plan

Based on data from ThaiCERT, Thailand experiences
an average of over 3,180 cyberattacks per week, which
is 70% higher than global average. This reflects the
increasing severity and impact of cyber threats on gov-
ernment agencies, critical information infrastructure, the
economy, and national security.

Therefore, it is essential to develop a National Cyber
Incident Response Plan to serve as a framework for
managing cybersecurity in potential or actual cyber crisis
situations. The plan will support response and recovery
operations at both normal and emergency levels,
while strengthening capabilities in incident response,
preparedness, the establishment of response teams, and
continuous training and exercises.
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SAFE n>wuaoansglunislsdiavovus:ssu
Cyber Safety for Citizens

Sadoan1Uuds1N1SAULUAY Establishment of the Thailand
JaoanslsiuasnKosia National Cyber Academy

IV'\';EJIfJUFJUE]naW\)a\)FTﬂ:)’]Us udoya la:nsduindou The Thailand National Cyber Academy serves as a central

mswWauunynannsiia:usasudiuaubuAvUaaany  1ub for knowledge, data, and capacity building
' for cybersecurity professionals and the public, with key

Tsivasagoidusuiuu TaeGinudduoudiAty dol implementation directions as follows:
Usuusowunriiviu wauuKangasna:nisissus
||a:TnS\)a§1\)v"\iug1u SoLSUNISANoUSY Anuave aaandovAuaniunisainelsivos
VIUDBINS IAa:ADNSSUWCUUIANgNW ASDUAQUNVAIANQUHIIa:N1AURUT
dwumwudun\)UaaoﬁsTmuas’ Develop modern curricula and learning programs

aligned with evolving cyber threat landscapes,
covering both theoretical and practical dimensions

Upgrade facilities and infrastructure to support
training, academic activities, and cybersecurity
capacity-building programs

[ - - 1] - S —
|Uuquana1\) auuaquna1usauuas:ougumn
SOUSOUDVAADIUS Fudoya Togdainseuanuidrsy
naziusUfUaaUlsIvasS wsauidoulew Fug AJCCBC iwaRnausurUpuavu
ADWSOUDDAUKUDEIUNLIUNA:AVUS:INA dulsivasonus:inAaudnaniduu
Serve as a central repository of cybersecurity Strengthen regional cooperation, including
knowledge, databases, and best practices, preparation of facilities for the AJCCBC, to support
connected with domestic and international training for cybersecurity practitioners from
partner organizations ASEAN Member States

? AN
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SECURE\<5 AdWLUALYDLIASLASIVWUTIU
Nvaisauinfla:usn1saAyNIASIYoLUS:INA
Ensuring the Security of National Information
Infrastructure and Critical Government Services

AN

YseuIN1sSAIUSIUDNU ana.
Uaviunisa:idadayadouunna
nAgAnAUNIvlBIVDS
fukusgvuUKuNe
Strengthening Collaboration
with the PDPC to Prevent
Personal Data Breaches from
Cyber Threats in Target Agencies

fut 2569 anus. TINUANTULIUSIUAU dAd. IGUKUN
YSEUINISAINSIUTONUKUDEIUNIAST 35 KUdELIU
iWoUavAunisa:iiadoyadiuyananignAnaIy
nvlsivasagvdaitiov auAA:SIUUASITDIURA
21 wASN18U 2566 lazFdvhIiAuddov Tagyv
aanWIdsTayasaika IasuANUIBaUluNSIZUSMS
adaNASY lazwuANUITUIvAUAWTUALTsIUDS
yovus:inA

In 2026, the National Cyber Security Agency (NCSA)
will continue to strengthen cooperation with the Office
of Personal Data Protection Committee (PDPC) by
integrating joint efforts with 35 government agencies
to prevent personal data breaches resulting from cyber
threats on an ongoing basis.

This initiative is in line with the Cabinet Resolution dated
21 November 2023, as well as related directives, with the
objectives of:
= Mitigating the risk of personal data leakage
= Enhancing public trust in the use of government digital
services
= Strengthening national cybersecurity resilience

Expansion of Target Agencies

’ UU'\EJWZ-IKU:)EJ\)'\UIU']KU'\EJ)
O

20

KU29YU
agencies

Clo)

Ku2gvUu
agencies

35

KU28g»U
agencies

1assuwWsous:uualsauinAlng
Suilionelsivasiugandaudu
Preparing Thailand’s
Information Systems

for Cyber Threats in

the Post-Quantum Era

miswauunagnvsaaisavavinalulagnouwainasndudy
dowafR3snsignsKanidogludonuuidnoiuidgvgo
nasrialKinansAnAUMLIsIuaSSUIUUTKL

U 2569 anuy. Youns:auadnuduavmolsivasined
gAAdaudU Tag
= 270SINYIU WAJUNIIWUIQSEUADIUWSD DA
NSDUODUEUDVAYANATEDIVKUN
« TRAWUSAWN aduayukudeLIUNIASTIIA:DVANS
TasvashowusudAnyTunisusudd
. wTiuﬁqnmua'\msnTumss“uUana:Wuwls:uuﬁﬁ 1a
AoUs:INA

IUhKW1e: Was:uuddNafUaaane akgu la:unigofio
wsausuionduidgvoninalulagnloudu

The rapid advancement of quantum computing technology
poses significant risks to existing cryptographic mechanisms
and introduces new forms of cyber threats.

In 2026, NCSA will enhance national readiness for
the post-quantum era by:
= Developing preparedness plans and response
frameworks for post-quantum cyber threats
= Providing guidance and recommendations
for government agencies, regulators, and organizations
of critical information infrastructure (Cll)
= Strengthening cybersecurity resilience across
Thailand’s information infrastructure and related
sectors

These efforts aim to ensure that Thailand’s digital systems
remain secure, resilient, and trustworthy amid emerging
quantum-era cyber risks.
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TRUSTED asvaowunisodo rofuds:inAnazaina
Building Trust at the National
and International Levels
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I@SUUNUIN ThaiCERT ||a:5qd"\)
AUgURUANISIAIS:ILAIWIUAL
Jaaanelsiuasikosié (NSOC)

neldws:sisUnyajdnissnunAduliuAvUaoans
TsiuasiKvs1a w.A. 2562 dvrkualkbuloule
IWunjun nasiwulguanisdiunduiuAvUasanie
Tsiuasimosoavsunvanitunisaiundiazaniunisad
AgANAY

Tul 2569 U anuy. Ivdiwududunisdadvgud
Ufiga@nasidas:3vadiudunvuasanslsivos
nKvy1a (National Cyber Security Operation
Center: NSOC) ADUAAUNISIASUUNUINYDY
Augus:aiunissnuind uduAvlasanys:uu
ADUWDIDSIKVBIG (ThaiCERT) fRiJunalnnaiv
funisiAns:3v daanu 31AsK a:us:udanadolya
AgAnAUNIVlBIVDS soudivnlsidvidauniado
KU2gvIUNIASY KUdgvIuAdUAUKSDMAUQIa
lazkUiogvIuTASLASIVWUTIUIATYNIVEISAUINA
IWolasuasivdandiuaiuisavovus:inAdiu
AduluAvUasanulsivasagividususssu
nlaaduayumswauunys:inAfus:e:e1d

Strengthening the Role

of ThaiCERT and Establishing
the National Cyber Security
Operations Center (NSOC)

Under the Cybersecurity Act, B.E. 2562 (2019), which
mandates the formulation of policies, master plans, and
operational plans for cybersecurity.

In 2026 (B.E. 2569), the National Cyber Security Agency
(NCSA) planned to intention the National Cyber Security
Operations Center (NSOC) in parallel with strengthening
the role of ThaiCERT as the national focal point for
cybersecurity.

NSOC will serve as a central hub responsible for:

= Monitoring, tracking, analyzing, and processing cyber
threat intelligence

= |ssuing timely alerts to government agencies,
regulators, and Critical Information Infrastructure (ClII)
organizations

= Enhancing national cybersecurity capabilities
in a systematic and sustainable manner

= Supporting long-term national development
and strengthening digital trust

-~

IQUKUNNDNSSUS:UUYIYIKAD
(Help Desk)

ThaiCERT rkinAidugugnavfkFudnun Sulsoikq
nazndvidounsANAIUNIIBIVDSIAKUIEVIUYDVSY
KUDLIUADUALKSDAAUQIA lla:kudevUTASVESID
WUPIUdATYNIvANSaUINA WIUS:UUEI8IKSD
(Help Desk) AsovsUNNSSUIIBY 31AS1K lla:aouauDv
aDIKQNISTUDEIVAUNIVANA:ASUIVDS

Tul 2569 anuw. DiwudGuviudaitioviWalk
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IAKUDEOURIAYTDY IWaIaSuAUWSaUTuNSSUDo
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Advancing the Cyber Incident
Assistance System (Help Desk)

ThaiCERT serves as the national help desk for:
= Receiving incident reports
= Providing consultation and technical guidance
= |ssuing cybersecurity alerts to government agencies,
regulators, and Cll organizations

The Help Desk operates as a rapid and end-to-end incident
response mechanism, ensuring timely and comprehensive
support.

In 2026, NCSA plans to further enhance the Help Desk by:
= Supporting multi-channel incident reporting
= |Improving threat analysis and alerting efficiency
= Upgrading advisory and mitigation guidance
= Strengthening organizational readiness for systematic
and continuous cyber incident response

gns:au Help Desk
Enhancing Help Desk Capabilities

SOVSUNISIBVIKQIBOSNKANYBOVNIY
Supporting multi-channel cyber incident
reporting

31As:K IBvIGoUY TRAUSALK
naznusnodovauniluogronunov
Providing threat analysis, alerts, consultation,
and mitigation guidance in a timely manner

aoAWIdsvIa:AWIdsKENAEsIuES
Reducing cyber risks and minimizing potential
damage
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(Cyber Threat Management and Response Center)
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Cloud SPA Clinic

AanssumsUsaiuruwio
10 Clowd Security Posture Assessment (Cloud SPA)
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Preparing the Government Agencies, Regulatory
and Supervisory Authorities, Critical Information
Infrastructure Organizations, Cloud Service Providers, and
Conformity Assessment Bodies Prior to the Enforcement of
the Cloud Cybersecurity Standard B.E. 2567 (2024)

Cyber Threat Management
and Response Center Initiative

As Cyber threats become increasingly complex
and are evolving at rapid pace, the Cyber Threat
Management and Response Center has been
continuously enhances the system capabilities in
detection, analysis and effective response to cyber
threats.
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Assessment, Network of Cyber Security Experts
of Thailand (NOCSET)

—

S,

The Government has been promoting the adoption of cloud
computing by government agencies as a core infrastructure
for delivering public services. This initiative is expected
to generate positive impacts on the economy, society,
and national security. However, cyber threats targeting
cloud services have shown an increasing trend. In response,
the National Cyber Security Agency (NCSA) has issued
the Cloud Cybersecurity Standard B.E. 2567 (2024),
which will come into force on 10 September 2026.
To support readiness and compliance, NCSA has implemented
various preparedness-enhancing initiatives for relevant
organizations, including activities such as Cloud Security
Posture Assessment (CSPA) and the Network of Cyber
Security Experts of Thailand (NOCSET).
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In Fiscal Year 2025 (B.E. 2568), the NCSA successfully
advanced Thailand’s national cybersecurity mission
under the guiding concept of “Team Thailand for
Cybersecurity.” This approach emphasizes integrated
collaboration across all sectors, including government
agencies, regulatory authorities, organizations of
critical information infrastructure (Cll), the private
sector, academia, and civil society, to collectively
strengthen national capabilities in preventing,
responding to, and recovering from cyber threats.

The implementation of this approach has enabled
Thailand to enhance the resilience and continuity
of critical systems and essential public services,
in alignment with the National Cybersecurity
Policy and Action Plan (B.E. 2565-2570). The role
of NCSA as the central coordinating body has been
clearly reflected in its functions of policy formulation,
regulatory oversight, operational coordination, and
capacity building, ensuring a coherent national
cybersecurity framework.

NCSA has placed strong emphasis on enhancing
national cybersecurity capabilities across all
dimensions, starting from the establishment
of cybersecurity standards and minimum security
requirements for government agencies, regulators,
and organizations of Cll, to strengthening
preparedness for cyber incident prevention,
detection, response, and recovery. At the same time,
NCSA has continuously promoted organizational
and national-level cyber resilience to ensure that
public services and critical systems can operate in
a stable and uninterrupted manner.

In addition, NCSA has prioritized the development
of cybersecurity human capital at all levels.
This includes advancing technical expertise, policy
understanding, and risk management capabilities
among executives, practitioners, and operational
personnel across government agencies and critical

sectors. Through continuous learning, hands-on
training, operational exercises, and international-
standard certifications, these efforts contribute
significantly to narrowing the cybersecurity skills gap
and strengthening Thailand’s national cybersecurity
workforce.

In terms of preparedness and cyber incident
response, NCSA has continuously conducted
national-level cyber exercises to improve response
efficiency and minimize the impact of cyber threats
on national security, public services, and public trust.
At the same time, NCSA has strengthened national
monitoring, early warning, and alert mechanisms
through the operations of ThaiCERT, ensuring timely
and coordinated responses to cyber incidents.

In parallel, NCSA has reinforced cross-sectoral
and international collaboration to facilitate knowledge
exchange, best practices, and the adoption of
internationally aligned cybersecurity guidelines.
These efforts collectively elevate Thailand’s role
and standing in regional and global cybersecurity
cooperation.

Looking ahead to Fiscal Year 2026, NCSA will
continue to focus on enhancing Thailand’s
cybersecurity readiness in a comprehensive and
sustainable manner. This includes strengthening
prevention, response, and recovery capabilities
across all sectors, as well as fostering a robust
national cybersecurity ecosystem.

The ultimate goal is to realize the vision of:

“Safe, Secure, and Trusted Cyberspace for Thailand”
- ensuring safety for citizens, security for critical
systems and public services, and trust at both
national and international levels, as a cornerstone
for sustainable national development and long-term
digital resilience.
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PERFORMANCE EVALUATION

MsUsTUNanMsaIduvIUYow anuy. Idunsus:duna
Tasyananiguani nua. IRUBDU (USYN SuniNIas
$1Aa) ol vaAAUs:yU nua. IWaJuf 30 qalAw
2568 IRUsDUWaNIsUs:ITuUALNad Tagnyivoanidu
2 ovAUs:NDU AV

ovAUs:naun 1
Component 1
nsus:IuUs:ansnw Us:anSwanisaduviu
Performance Effectiveness Evaluation

Soga: ()
Weight o IO

dB3a Tdsoua:

Indicators Percentage

105

@ Sova:AdwdSolunis@aauus:iduna

msdIduvIuvaLKUdsL LIt KUNEMeld
ulgurgia:INuUUaNSINAI8NSSNUN
AULUAYUasanelsiuas W.A. 2565-2570
Percentage of success in monitoring and evaluating
the performance of target agencies under

the Cybersecurity Policy and Action Plan B.E.
2565-2570 (2022-2027)

$o8a:uavKLUdEYIUA ThaiCERT dUduayu 14
Jauansmvlsivasidaumkuainan
Percentage of agencies for which ThaiCERT
provided cybersecurity operational support within
the specified timeframe

s:AuAWENISDUDLIIUDUKLUDYVUIUNKUNY 14
@ waawasudksunissuliazgvduikansaineg
ANAWNYIBILDS
Level of success of target agencies having
a platform for receiving and sharing cyber
threat incident information

Soga:AUdNISDYDLTIUDUUAAINSHWIU 14
N1SOUSUWCUUNTQAIUEIUISONSUDUNIS

Jpuaviudulsivasauunasguaina

(Lead Implementor lla: Lead Auditor)

Percentage of success in the number of personnel

who have completed training to enhance

cybersecurity operational capabilities in

accordance with international standards

(Lead Implementer and Lead Auditor)

Y2LKUDEVUITNKUY
Success in the development of a Cyber Incident
Response Plan for target agencies

AHB30$OUYDVOVANISUKIBUNSTDVAL
lla:AuASOVTONAdIUYAAADINABNVIBIUDS
Composite indicator of organizational effectiveness

in preventing and protecting personal data from
cyber threats

@Fmuz—h|§oTumsﬁorﬁuwumﬁrquchuTvluas' 7

105
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The performance evaluation of the NCSA was
conducted by an external evaluator approved by
the Board (Win2Gether Co., Ltd.). The Board meeting
held on 30 October 2025 approved the evaluation
results, which are divided into two components,
as follows:

2vAUs:naUn 2
Component 2
NSUS:HDUANYINIWYDVDVANISUKIBU
Organizational Capability Evaluation

Soga: oo
Weight IO
dod3a ldsowa:
Indicators Percentage
nsUs:DuUS:QuADIUWSDUSTUNIaddNa 75
(DG Readiness Survey)
Assessment of national digital readiness
(DG Readiness Survey)
82

wan1sUs:1I0uanIuzuav anuy. funisidus:uu
S15N1S 4.0 (PMQA 4.0)
Results of the NCSA's evaluation under
the Government 4.0 framework (PMQA 4.0)

YOVANSSUNISOVANISUKIBU

Success in evaluating the effectiveness of internal
control systems of the public organization

the public organization board

@Fmueh|§oua\>mSLJs:|Uumsmuququaﬁoms 10

fuUvuus:untu w.A. 2568
anuy. IdSuwanisus:iitu
FonunUIRUBDU
91nfiUs:3U NUa.
Asof 7/2568

. .
R

ijo3uf 30 a.n. 68
o5i 95.76 a:zuuu

Evaluation Result
In Fiscal Year 2025, the NCSA received
its evaluation results, which were
approved by the CMSA Board at its
7/2568 meeting on 30 October 2025,
with a total score of 95.76 points.
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Jeykinazaddssa .
CHALLENGES

aaoaUvuls:uitu W.A. 2568 Us:tnAlngindeyiu
anunisaineanAUlsiuasAN3AUSUNISVIRBUTDU
uInduagvdaition ﬁo?u|8\)U§mmna:§Unuuua\)
nisToud AgAnATudvnaldwasurluwsounu
AUMaKhuavinalulagadna lagrawi:nistindoyayn
Us:audiiasinadAnIsKaonadvidudadne (s donalk
UDUIIAANWIAYVUENEAIASOUAGUANASY NMAIDNBU
TAsvasWwWUTIUEAYNIvaNsauInA lla:us:s1sunalu

1J31KkaeNIAdIUD:AUGIIAIsUYNS:AUNIASANS
duAuAvUaarelsIuaSUINTU IIdS:AUAIUWSDU
UOVKUDEVIUINA:DVANSTIVITADILINANGIVAU
agwivd A lagiowr:KkuogvUYLUNAIEN KU8VU
fudbuninia na:Us:noumsyunananvlia:uunagou
gogoUs:audosinadiuynains AMUIZYIBIY
laznswenns dowalknisdaviula:nisaauauav
daikamsadlsiuasgoluibuluaghonafvia:nifiay

fub@uovnisysuiniss:auus:inA
nasnanilasudoyangAnAluiaznisUs:aiu
ADIUSOUIDS:KINVKUDUVIU IDD:DWaJUINIS
AgapuuIndu 1dgvdovindyundIUAINIY
duANWIBoU Jos1aNvANKUY lla:ANUIIANCND
yavns:uduNIsivIUlulda:kudgvIU MIKN1sasv
nwsouaniunisadlsiuass:audssinAgvliaiuisa
dudumsldagviduAnaniw

fus:dudvAunazus:s1Bu 1insasvnssus
drunganAulsivasIgIfivus:srsuluovnIv
puandu ndwndnssunisidviuadsnangovuna
A2WSUAs:30 MiRUs:s1susudulidoggoav
aniluikdovavorsnyinssulsiuasagivdaltion
a:iaufRIRufivaduninielunisivagunissus
TRnane1Buwnanssufivaaangogvgvdu

Throughout Fiscal Year 2025, Thailand has continued
to face increasingly severe and complex cybersecurity
threats, both in scale and in the variety of attack
methods. These threats have evolved alongside
rapid advances in digital technology-particularly the
adoption of artificial intelligence and psychological
manipulation techniques-expanding the risk
landscape across the public sector, private sector,
critical information infrastructure, and the general
public.

Although many sectors have became more aware
and have begun strengthening cybersecurity
measures, the level of preparedness among agencies
and organizations remains uneven. In particular,
small agencies, regional organizations, and small and
medium-sized enterprises (SMEs) continue to face
limitations in personnel, expertise, and resources.
As a result, cybersecurity prevention and incident
response capabilities are not yet comprehensive or
equitable nationwide.

Challenges at the National Integration Level

While mechanisms for information sharing and
inter-agency coordination have become clearer,
challenges persist in terms of trust, legal constraints,
and differences in operational processes among
agencies. These factors hinder the ability to develop
a complete and unified national-level cybersecurity
situational awareness framework.

Challenges at the Societal and Public Level

Despite broader public awareness of cyber threats,
unsafe digital behaviors remain widespread.
A significant number of citizens continue to fall victim
to cybercrime, highlighting the ongoing challenge
of transforming awareness into sustainable, secure
digital behaviors.
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Jolduoliu:

RECOMMENDATIONS

nMwsauavdykiaguassadvnand IkuAISIKUS:INALLIGUGITUNSAVT
Based on the overall assessment of challenges and obstacles, Thailand should prioritize the following actions:

dolauanu:dvgnsAmaasduadnuluavUasanslsiuos
Strategic Recommendations for Cybersecurity

gns:auaduiuAvUasanelsiuosiBos:uuna:ysuINis
Strengthen Systemic and Integrated Cybersecurity

JordunswauunfingnwgavnnnAdduagvauqa
Focus on balanced capacity development across all sectors

asvanusaulas:auus:na IWosuliorsAnAWAIUAsUIUaVDEVSIAIED
Enhance nationwide collaboration to respond effectively to rapidly evolving cyber threats

O

|a§ua§1\)m1u|z}U||ﬁ\>ua\)naTnmsUs:a1umus:d‘uUs:lnn
Reinforce National Coordination Mechanisms

nlanidasudoyaneAnAuldog1oAunovA DuIasIU la:uuRUFIUANUIBaTUSIUAU
Enable timely, standardized cyber threat information sharing

BgayainonsovieAnAUIBLANITuTulumMsdadulizouleune
Utilize in-depth threat intelligence data to support policy-level decision-making

: wauuAngnIwynainsia:us:ssu
Develop Human Capacity for Both Professionals and the Public

gns:auAUSIA:ANY:AUAIULUAVUaDONETsILDSUDVST 19NBU lla:UsssU
Enhance cybersecurity knowledge and skills across government, private sector, and citizens

wauunupansizuaniuanuiidAtydoaunna
Develop advanced expertise in future-critical cybersecurity domains

ashvAnuaskungliauasuwnanssuagoidususssu
Promote awareness and encourage sustainable behavior change

UsuudsvnsaunnKuigia:uiasnisninediov
Improve Legal and Regulatory Frameworks

TRaoandavAuusuninalulagivasunlav
Align laws and regulations with evolving technological landscapes

aduayunisdiduunasmsdiunduiuavUasanslsiuasiBodaviuna:zosn
Support both preventive and reactive cybersecurity measures

QOKﬁﬂSSSUWﬁUWaIla:mSﬁUFlSE)\)ﬁﬂSUE)\)US:U‘lUu
Uphold ethical principles and protect citizens’ rights




National Cyber Security Agency ANNUAL REPORT 2025

unasuigvnawsduy

nwanisdtuvuiul w.A. 2568 Jryklla:guassa
AiAaduafoufkiRus1 A IWAIN1gdIUAILLTUAY
Jaoanulsivosolailuimevus:1GuiBoinatn
ncifuds:1GuidvlasvasivaIRedTovAUAU S:UU
NS:UdUNIS la:ADUSOUalunns:du nisSulonu
AdDWRNNNedvnalddvsnidudovorAuniswaun
avAnsagvdaltiovAcuAlUAuMsens:auAUWSDU
yovUs:INA IWoLvdN1sasy “WuRlsivasivasass
guaAv nazunidoaiio” ogvgvdu

The results of operations in Fiscal Year 2025
demonstrate that cybersecurity challenges are not
merely technical issues, but structural challenges
involving people, systems, processes, and multi-level
collaboration. Addressing these challenges requires
continuous organizational development alongside
national readiness enhancement, with the goal
of building a cyberspace that is safe, secure,
and trustworthy in a sustainable manner.

ADIUATNY

IBolASVLESIL
Structural Challenges

AW Tulumsweuun
ag1vdoitiov
Need for Continuous

WK

IBVYNSANEQs
Strategic Goal

Development

/

£o AsauAgqUAU
StUU NS:UdUNIS
lla:A2IUSIUbDNNS:AU
Covering people,
systems, processes,
and collaboration
at all levels

in parallel

Co gNnS:QUDVANS KUDEVU
nazus:inAlUwsaunu
Strengthening
organizations, agencies,
and national readiness

-0 10S8UADIUWSDUSUTD
ngAnAIWNIVagunlav
2871vs2015D

Enhancing preparedness
to address rapidly
evolving threats

A ashowunlsiuasiuaaane
JuAv la:idadiold
Building a cyberspace
that is safe, secure,
and trustworthy

o jonowgvduna:
ADWIBDIUUSIUAU
yavnnAAddU
Promoting sustainability
and shared trust across
all sectors
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GLOSSARY OF CYBERSECURITY TER

Agentic Al

Al - Driven Social
Engineering
Attacks

Attack Surface
Management
(ASM)

Cloud & SaaS
Hardening

Cyber Threat
Intelligence
(CTD)

Data Poisoning

ANUKUMY

Jryeunus:audnaiunsadadufona:dudunisidiovlagsaluua
nancivon Al nalU AdovsaAdvnoufivo:rviu Agentic Al
aw1sndlAs1:Kdaya AvITIKUIE 210IWU la:UsunagnsTRikunay
Avanumsailagliidovivwiuuugnnduaau

n1sloudIBvIadNeAEdyyIUS:auTEI83IASIKWOaNSSUIIa:
asoitorAaUdsY 1U JoAdU 1§V KEoddTo IWokaonadvlkikdo
Kavidolia:cidumsauilouddovns 15U IUaInsdayarSaloudu

NsS:UdUNISUSKISIaNISiazaaanotvgnloudlus:uuaisauind
vovovAns Tagviduniss:y 31As1K na:daaudunswegadna
Alaiwedaneuan 15U 15ulud Tawu sulaiuu toUwaiAsu AP
ssuuna1dd soudivs:uunglufiBoudaindoine MoldovAululRgnls
10ugoomvlunishudonniliikiod

ns:UdUNSUSUAYANIIazIaSuAIUUaDAAYUOYS:UUAADG lla: Saas
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s:uUPINSaLAYANAIUTEILDS ADANTISSIUSIUTDAIINIKEDYID
lagasooasunizANAIL LILUNMSASIDEUINIKEVTDYAN1EUDN 15U
Ingonudonuoaulad, Surface web, Deepweb, Ksoa$nISU (Darkweb)
IWoAUKTJoyaRINeITOLAUDVANSIHOINLUS:ANSNTWYDVUININSDV
TunassustivisAnAu 1a:31As1:KdoyaneAnAuluIBLan na:
aoAwIdeKnefionvInaiuvNAEANATUNVIBILDS
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MsISeUS KSonsdaaulouavs:uuAalalindau dowalks:uuriolu
RawanakSalknaawsnlugndov
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Deception
Technologies

Generative Al

Harvest - now,
Decrypt - later

Indicators of
Compromise
(loCs)

Info stealer

OT/ loT &
Machine Identity

Prompt
Injection

ANUKUNY
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Post - Quantum
Cryptography
(PQQC)

Quantum - Risk
Readiness

Ransomware

Shadow Al

Supply Chain
Cyber Risk

Third - Party Risk

Zero Trust
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